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Abstract

Attacks have marked much of the evolution of cryptography. Provable security formally defines
the security goals and the threat model of a cryptographic system with the aim of mathematically
guaranteeing that it is safe from attacks. Cryptanalysis uses much of the same tooling to break
cryptographic systems. This is not a purely destructive process: as we will argue, the presence
of attacks is an important guiding principle for cryptographic development.

In this thesis, we look at three examples of cryptography in the wild: cryptographic systems
that have been deployed in practice, or proposed for practical deployment, often without much
prior academic scrutiny. We study an encrypted messaging application, Threema; a proposal
for a key derivation framework, MFKDF; and four widely used password managers, Bitwarden,
LastPass, Dashlane and 1Password. Against all of these systems, we show practical attacks that
undermine many of the security guarantees these systems were intended to provide. These range
from metadata leakage, conversation tampering and key extraction attacks against Threema, to
key recovery and entropy reduction attacks against MFKDF, to many attacks that leak passwords
stored within password managers. For each of the systems, we started by modelling its crypto-
graphic core and defining threat models. Most of the attacks emerged as conflicts between the
expected security of the systems in a given threat model, and the concrete security they delivered.
After this cryptanalysis phase, we designed and proposed mitigations and disclosed our attacks
to the affected vendors. During disclosure, we often worked together directly with the vendors
to review deployed mitigations, and coordinated on disclosure timelines to minimise harm.

We frame all of these attacks as case studies on how (not) to encrypt: that is, how not to
build cryptographic systems in the broad sense. We draw lessons, extracting threat modelling,
design and implementation principles to follow in order to largely avoid falling into the same
mistakes. Even as we move towards more provable security in deployed systems, cryptanalysis
of applications in the wild continues to provide important input for building cryptography. We
show how attacks test the concrete security guarantees a system delivers, probing outside the
boundaries of formal proofs. Each of our case studies, on its own, highlights some of these lessons.
This thesis synthesises the common threads, in order to provide concrete guidance for designers
and implementers of cryptographic systems. We therefore show how to encrypt, building on a
contrapositive library of examples in the form of attacks.
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Notation

The following notation is used throughout this thesis. Chapter-specific notation is introduced in
the respective chapters.

Symbol Description

GENERAL

{0,1}" The set of bit strings of length n

|| Length of string x

I String concatenation

&) Bitwise exclusive-or (XOR)

a4z Assign value x to variable a

ol x Sample a uniformly at random from set X’
€ Failure / rejection symbol

N The natural numbers

CRYPTOGRAPHIC PRIMITIVES

Enc(k,m), Dec(k, c) Symmetric encryption / decryption

Enc(pk, m), Dec(sk,c) Public key encryption / decryption

Ex(m;n), Dx(c;n) AEAD encryption / decryption with nonce n

KeyGen Key generation algorithm

KDF(K,o,T) Key derivation function with key material X, salt o, label 7
PBKDF Password-based key derivation function

HKDF HMAC-based key derivation function

HMAC Hash-based message authentication code

g Generator of a cyclic group

g® Public key corresponding to private key a

KEYs AND PARTIES

A, B, U Protocol participants (users)

S Server

(a, A) Private / public key pair of user A

(z, X), (y,Y) Ephemeral key pairs

sk, pk Secret key, public key (generic)

K Symmetric key (session key, AEAD key, or derived key)

xi






CHAPTER 1

Introduction

The development of cheap digital hardware [...] brought
the cost of high grade cryptographic devices down to where
they can be used in such commercial applications as remote
cash dispensers and computer terminals. In turn, such ap-
plications create a need for new types of cryptographic sys-
tems which minimise the necessity of secure key distribution
channels and supply the equivalent of a written signature.
—W. Diffie, M. E. Hellman, 1976

We stood on the brink of a revolution in cryptography. And the revolu-
tion came: the price of computers sank, their size shrank. Computation
became ubiquitous—we find it today not just in every shop and in every
house, but on every person, in the form of phones and smartwatches.
Cryptography flourished. The prophecy of Diffie and Hellman is now
realised in full, and today’s digital reality is closer to what cyberpunk
novels had envisioned than anybody had any right to believe.

We trust computers with much of our lives: as computers integrate
more and more with our physical world, the physical and digital keep
blurring. We communicate, shop, invest, get our news, pay our bills—all
with computers. Secure communication, digital signatures, and encryp-
tion are a ubiquitous, if invisible, part of our everyday use of technology.

The road to secure cryptosystems, though, was not paved with suc-
cesses. Early academic cryptography evolved disjoint from practical
work. Foundational work on mathematically secure cryptography had
little impact, both because the results were hard for practitioners to un-
derstand and appreciate, and because the schemes we could prove secure
were not practical enough.' This left us with a split community, and a
large amount of non-proven cryptography. The troubled history of TLS,
the protocol used to secure much of the Internet, is exemplary. The first
iterations of the protocol were known as SSL. SSLv1, from 1995, was
so broken that it never saw the light of day; SSLv2 used a weak hash-
ing primitive (MD5), and did not authenticate its handshake, allowing
a man-in-the-middle adversary to prematurely terminate a connection
or to downgrade the negotiated cipher suite. SSLv3 was plagued by
padding-oracle attacks (from the early ones by Vaudenay [284] to the
“POODLE” attack [216]), and the only stream cipher it supported, RC4,
turned out to be badly broken too [23, 283, 127]. The naming convention
switched to TLS in 1999, but that didn’t significantly shift the balance.
TLS 1.0 traffic could be decrypted thanks to predictable initialisation vec-

!For instance, the Goldwasser—
Micali cryptosystem [144], known
as the first public-key encryption
scheme to come with a proof
of security, encrypts each bit
of the plaintext as a quadratic
(non-)residue for a large RSA
modulus. This results in a massive
ciphertext expansion: the ciphertext
is, with modern RSA parameters,
thousands of times bigger than the
plaintext.
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tors (the “BEAST” attack [250]); TLS 1.1 was still vulnerable to padding-
oracle timing side channels (“Lucky 13” [24]); and even 2008’s TLS 1.2,
a major cleanup, still supported by many browsers and servers at the
time of writing, was a constant source of attacks, ranging from “triple
handshakes” [52] to the negotiation of weak Diffie-Hellman groups with
“LOGJAM” [9] and a renegotiation flaw that let an attacker inject chosen
plaintext into a client’s session [247].

Across the board, support for RSA PKCS #1 v1.5 as a key trans-
port primitive caused many problems, ranging from Bleichenbacher’s
original attack [61] to its cross-protocol instantiation DROWN [32], its
“return” ROBOT [62], and cache side channels [254], among others [213].
The key exchange fared no better: beyond LOGJAM, TLS-ECDH suc-
cumbed to invalid-curve attacks [173], TLS-DH(E) leaked secrets through
most-significant-bit timing oracles (“Raccoon” [212]), and sharing a cer-
tificate across application protocols enabled cross-protocol confusion
(“ALPACA” [71]). Block ciphers with small block sizes were shown to
be dangerous (“Sweet32” [53]), as was the mere support for weak hash
primitives, because of downgrade attacks targeting collision resistance
like SLOTH [54]; and data compression turned TLS against itself, leaking
secrets through ciphertext length (“CRIME” and “BREACH” [251, 133]).
Finally, the sheer complexity of the TLS specification was a source of
both state-machine attacks [51] and implementation flaws, from nonce
reuse in GCM [63] to memory-safety bugs (“Heartbleed” [111]) and bro-
ken certificate validation (Apple’s “goto fail” [189])—a class of bugs that
automated testing keeps uncovering to this day [200].

Why Attacks? The antidote to such an unending stream of attacks is,
as any modern cryptographer knows, provable security. The tide even-
tually turned, and the gap between academic and practical cryptography
began to narrow. Throughout the decades, more and more provably se-
cure primitives were standardized. And in 2018, we saw the first version
of TLS which was not only built on top of secure primitives, but also
entirely designed with formal support, in several rounds of collaboration
between academia, industry and the Internet Engineering Task Force
(IETF): TLS 1.3. This represented a paradigm shift: from releasing pro-
tocols, breaking them, and releasing patches, to analysing protocols and
updating them until they can be proven secure well before release [227].
We know how to do provable security, now. So why look for attacks,
rather than build new secure cryptography?

One answer is that attacks themselves are, in a way, a proof. Not
a proof of security, but the opposite. TODO: given a certain threat
model and security goal, the existance of an An attack is a proof
by contrapositive: the existence of attacks proves that a protocol is not
secure. And yet, proving that an existing cryptosystem is broken does
not appear to, in isolation, move us closer to having secure cryptography.
The question remains: what is, ultimately, the value of cryptanalysis?
Why break instead of build?



On the Virtue of Cryptanalysis. While it is evident that an attack is
proof of insecurity, the converse proposition is well known to be a logical
fallacy. Absence of attacks does not prove that something is secure, much
like absence of evidence is not evidence of absence. On the other hand,
prolonged absence of attacks should (and does) shift our belief in favour
of security. After all, we are doing science: when there are theories that
we cannot mathematically verify, we must proceed by Bayesian inference.

This is a somewhat uncomfortable truth that provable security has to
face. A proof reduces the security of a system to the security of the under-
lying primitives, but we eventually hit the point where our primitives and
building blocks cannot be reduced further. There, we must stop and just
assume that some computational problem is hard, for lack of a known way
to solve it. This is currently the case for most of the fundamental building
blocks of modern cryptography: they rest on unproven assumptions. Ex-
amples are the PRF security of AES, the hardness of factoring and of the
discrete logarithm problem, and more recently the hardness of decoding
random linear codes (and, relatedly, of the learning with errors problem).
While some progress has been made on these foundational questions—for
instance, showing that AES-like substitution-permutation networks are
provably close to t-wise independent [195, 194], that discrete-logarithm-
based assumptions can be justified in idealized models such as the generic
and algebraic group models [268, 126], or that the average-case hardness
of the learning with errors problem follows from the worst-case hardness
of lattice problems [244]—these underlying assumptions remain essen-
tially unproven. At the time this thesis is being written, our knowledge of
computational complexity is still incomplete: we cannot currently prove
that cryptographic assumptions are hard, and cannot build cryptogra-
phy out of problems that we know are hard. The only evidence we have
that secure cryptography can be built lies in the absence of cryptanalytic
results.

There is, therefore, inherent value in breaking things. Lest we dis-
cover, one day, to have been in Impagliazzo’s Algorithmica or Heuristica
all along—without having noticed, for lack of trying.?

On Societal Impact and Industry Inertia. We have established that
cryptanalysis has value for testing the hardness of fundamental assump-
tions, but this thesis has no pretence of (attempting to) break any of those.
The subjects of our attacks are much more mundane: we analyse messag-
ing applications, key derivation frameworks, and password managers.
Where’s the value in breaking cryptographic applications?

The answer is twofold. First, these applications exist already, and
there is little incentive to shift to provably secure alternatives in the
industry. Software is expensive; rewriting to adopt a new protocol is
not a minor effort. Developers have egos and grow attached to their
creations. Backwards compatibility is a genuinely hard problem; it is
unrealistic to simultaneously switch a big user base to a new version of
an application. Thus, we need attacks. They create strong incentives to
shift to a more secure protocol. Even partial or theoretical breaks are

2Russell Impagliazzo analyses the
average case complexity of prob-
lems in NP, and proposes five pos-
sible worlds [166]: Algorithmica,
where P = NP; Heuristica, where
NP problems are hard in the worst
case but easy on average; Pessiland,
where NP problems are hard on
average but no one-way function
exists; Minicrypt, where one-way
functions exist; and Cryptomania,
where public-key cryptography is
possible. The first two worlds pre-
clude the existence of cryptogra-
phy, since problems would be too
easy for any cryptographic reduc-
tion to rest on solid foundations.
This would imply that we are sit-
ting on an enormous, undiscovered
trove of attacks.



30ld saying among cryptog-
raphers, attributed to the
NSA by Bruce Schneier [181].
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important. “Attacks only get better” so not acting against a minor attack
imposes future costs when the attack improves; over time, abandoning an
old protocol altogether in favour of a provably secure alternative might
even be the cheapest option.

Second, these (possibly broken) cryptographic applications are in the
hands of millions of users. We need attacks to understand the concrete
security guarantees that these systems provide. This is important in the
case a security analysis is absent, because the security of the system is
actually unknown. It is as important, though, in the case a formal proof
of security exists, because even the most extensive proofs only capture
a subset of the entire technological stack. Unexpected interactions and
surprising behaviours can emerge both at the very low level of software
and hardware (e.g., side channels), and at the high level of application
design (e.g., user interface mismatches and confusing user alerts).

On Proof Boundaries. We have now enunciated another important
reason for cryptanalytic work: checking what security guarantees a sys-
tem actually delivers, even when a security proof exists.

Formal security proofs offer strong assurance, but they are almost
never all-encompassing. Modern cryptographic libraries are mostly com-
posed of strong, proven cryptographic primitives. Their security holds
in isolation. For example, a secure encryption scheme guarantees confi-
dentiality in itself. But a proof for this property says nothing about how
the cipher is used in the context of a wider system: if, say, the key for the
encryption scheme is incorrectly derived, or the same key is used across
multiple primitives, the provable security guarantees are moot. In gen-
eral, the composition of secure building blocks does not yield a secure
system. A classic example of this emerges when combining public-key
encryption and signatures, while using the same key pair for both. In
some cases, such as for RSA, the operations for encryption and signature
are dual: a signature, then, can provide a trivial decryption oracle when
the private key used for signing a ciphertext matches the public key used
for encrypting the corresponding plaintext message.

Furthermore, even proofs that capture whole systems have to draw a
boundary somewhere. Very often, proofs model cryptographic primitives
as abstract objects: they would then miss attacks introduced by low-level
architectural features, like speculative execution (GoFetch [77]), physical
RAM layout (Flip Feng Shui [242]) or cache timing (from attacks on
AES [48] and OpenSSL [233] to CacheBleed [289)).

Proofs also don’t extend all the way to the user interface and the
application design: this can result in applications that are concretely
broken, even when the underlying cryptographic core is otherwise solid.
Proofs for a protocol may miss interactions with other subprotocols that
extend it. Notable cases of this kind of attack are the recent attacks on
Signal [280], exploiting implementation bugs in the Android application
and issues emerging from the composition of the Signal Double-Ratchet
protocol with the Sealed Sender feature. On the TLS side, the otherwise
unscathed TLS 1.3 suffered attacks on the resumption mechanism [155,
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156], which is orthogonal to the secure channel component and not well-
specified in the standard documents.

On Having a Hammer, and Many Nails. The justifications above
are, clearly, somewhat post-hoc: while the author has been convinced
of the societal good of his work all along, this alone would probably not
have been sufficient motivation to do it. The truth is that there is a certain
acquired taste for good cryptography that comes from sampling a large
number of cryptosystems. It becomes easy to spot repeated errors in new
protocols and unpalatable combinations of cryptography that are likely
to lead to attacks. One builds a toolbox for cryptographic analysis of
protocols, and starts exercising it, again and again. Targets are abundant,
and cryptanalysis is fun. Why not break one more thing? And how to
resist the temptation to break something, once one catches a whiff of
it being broken? As we will see, even if the motivation for the work is
selfish fun, value can be extracted from the results.

How Not To Encrypt? In this thesis, we will explore cryptographic
attacks. Beyond the intrinsic and societal value, and the author’s own
delight, can we learn something from studying how cryptography went
wrong? We believe that the answer is yes, and that attacks can and do
inform the work of practitioners when it comes to deploying new cryp-
tography. In this spirit, all of the case studies we present discuss lessons:
what we have learnt from erring. We see this as the main contribution
of our work: distilling bad cryptographic practice, so that, hopefully, we
won’t build the same mistakes into our designs again.

1.1 THESIS OUTLINE AND CONTRIBUTIONS

The next chapters will cover three different pieces of cryptanalytic work,
which we treat as case studies for our study of cryptographic malpractice.
We will draw overall lessons and conclude in Chapter 5.

We begin in Chapter 2 with the security analysis of Threema, a
Swiss encrypted messaging application. Threema counts over 10 million
users, and is widely used in businesses across Switzerland and German-
speaking Europe; it is also the messaging application of choice of the
Swiss army. Secure messaging is a particularly demanding setting for
cryptography: sessions of a secure messaging protocol (that is, instances
of the protocol between two communicating users) are asynchronous
(communicating users are not required to be online at the same time) and
long-lived (potentially spanning several years). Furthermore, messaging
often takes place on mobile devices, which have a variety of possible
hardware limitations, and a peculiar security posture, given the risk of
scans at border crossings. All of these properties are hard to test for. It is
hard to tell from the surface whether one secure messaging application
achieves better security than another.

This chapter is a deep dive into the bespoke cryptographic protocols
that secure Threema. We are not talking about one protocol, but proto-
cols: a messaging application’s core is, clearly, the protocol protecting
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end-to-end communication of its users. There is also a protocol to pro-
tect client-to-server communication, and protocols for registration and
contact discovery; all of these can interact in surprising ways. Threema
had not been studied before, making it a ripe target for cryptanalysis.

Our analysis did not break Threema badly enough to expose the con-
tents of its users’ conversations. But that is a low bar for a modern mes-
senger. Because sessions are so long-lived, we want additional properties:
forward secrecy, so that a compromise of the key material of a session
does not affect the security of previous messages; post-compromise secu-
rity, so that even after such a compromise, our conversations regain secu-
rity; and robustness against compromise of ephemeral values and against
an adversary with physical access to the device. Against those stronger
goals we find Threema lacking: it offers neither post-compromise secu-
rity, nor forward secrecy at the end-to-end layer. If the Threema server
records encrypted conversations (whether by malice, or compelled by
law enforcement action, like in the case of Encrochat [21]), these records
can be decrypted as soon as the keys of a user are compromised. Beyond
these structural weaknesses, we present seven attacks across three threat
models, including several that exploit different kinds of ephemeral com-
promise, together with a number of low-impact but surprising breaks of
authentication and integrity guarantees of both the client-to-server and
end-to-end protocols. One of these attacks was only made practical by a
large scale computation, earning us the label of “stunt cryptography” on
the Security, Cryptography, Whatever podcast [85]. All of our attacks
were disclosed to Threema and have since been patched.

In Chapter 3, we turn from messaging to key derivation, and to the
Multi-Factor Key Derivation Function (MFKDF) framework of Nair and
Song [220]. Password-based key derivation functions turn passwords,
human-memorable strings, into cryptographic key material. Passwords
have a long history of security shortcomings: they can be compromised,
they are potentially low entropy, and they are often reused. Despite this,
they remain ubiquitous: they don’t require complex key synchronization
across devices, since the users themselves carry passwords around in
their memory. For end-to-end encrypted systems, like cloud storage, this
is especially convenient: it means that users can access their data without
access to cryptographic state stored in a particular device. MFKDF sets
out to mitigate the shortcomings of passwords, by combining them with
additional sources of entropy (the ‘factors’) before using them for deriv-
ing keys. MFKDF does not design purpose-made factors for this task, but
tries to harvest entropy from existing and widely available primitives
used for multi-factor authentication (MFA), such as one-time codes from
authenticator apps (e.g., HOTP).

MFKDF-derived keys, Nair and Song propose, can then be used for
cryptographic applications and for more flexible MFA. A crucial detail,
though, is what it means to use a “one-time” code for deriving a key.
After all, an input of the same password and the current one-time code
must always produce the same key.
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We find that one-time codes lose their one-timeness when used for
MFKDF: by design, old codes are as security-sensitive as the current
ones. ‘Dynamic’ authentication factors, normally such that an adversary
cannot replay old values during the authentication process, are no bet-
ter than static ones (like a never-changing 6-digit code) when used in
MFKDF. This severely limits the usefulness of the proposed framework:
an MFKDF-derived key is strictly worse than an equivalent multi-factor
setup, when used for authentication. An adversary who learns that key
gains irrevocable access to all authentication secrets, while a traditional
MFA setup would require them to have access to the current one-time
code.

We also find many problems with the MFKDF specification and ref-
erence implementation. These lead to practical attacks that weaken the
security of derived keys, allowing us to reduce, weaken or outright by-
pass the contributions of many factors, and in some cases to even recover
the entire key by compromising a single factor. Our attacks have resulted
in a redesign of MFKDF, ‘MFKDF2’, which is still pending a comprehen-
sive security proof.

Chapter 4 concludes our anthology of attacks with a study of the
security of four password managers: Bitwarden, LastPass, Dashlane and
1Password. We already introduced some of the problems of passwords in
our discussion of MFKDF—humans are not good at choosing passwords,
and like to reuse them. Password managers try to solve the problem
in an orthogonal fashion to MFKDF: instead of augmenting passwords,
they just act as an (encrypted) database of passwords. This database (the
vault) can be decrypted by remembering only a single password—the
so-called ‘master’ password. This basic functionality—one may argue—
is hard to get wrong. As long as a password manager uses a strong
enough encryption algorithm, the confidentiality and the integrity of the
content should follow. As it turns out, it is not that simple. The password
managers we study are cloud-based, and therefore outsource storage of
the vault to a server. They also provide a large amount of extra features,
besides protecting the vault: sharing credentials, recovering lost master
passwords, granular synchronization for vault updates, and backwards
compatibility to previous versions of their applications. This provides
us with a lot of attack surface. On one hand, the vault is outsourced to a
server, which might be malicious or compromised. On the other, all of
the extra features bolted on top of the vault encryption have not been
previously studied formally. We thus find a plethora of attacks, many of
which allow the recovery of passwords.

All of our attacks are in the threat model of a malicious server. The
vendors promise ‘zero-knowledge encryption’, which is just, upon deeper
inspection, a modern snake-oil term for ‘end-to-end encryption’. We
therefore believe this threat model to be the appropriate one: both be-
cause passwords are high-value secrets that deserve strong protection,
and because a malicious server is the universally accepted adversary for
end-to-end encryption.
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We proposed mitigations, and we engaged in a months-long coor-
dinated disclosure process with all of the affected vendors. Many of
our attacks have already been mitigated. Others, however—particularly
those exploiting the lack of authentication of public keys—require deeper,
more far-reaching redesigns, and only a handful of the password man-
ager companies have committed to addressing them.

1.2

PUBLICATIONS

This thesis is based on the following publications, presented here in
extended form compared to the original manuscripts:

Kenneth G. Paterson, Matteo Scarlata and Kien T. Truong. ‘Three
Lessons From Threema: Analysis of a Secure Messenger’. In: USENIX
Security 2023. Ed. by Joseph A. Calandrino and Carmela Tron-
coso. USENIX Association, 2023, pp. 1289-1306. URL: https://
www . usenix . org/ conference/usenixsecurity23/presentation/
paterson

Matteo Scarlata, Matilda Backendal and Miro Haller. ‘MFKDF:
Multiple Factors Knocked Down Flat’. In: USENIX Security 2024.
Ed. by Davide Balzarotti and Wenyuan Xu. USENIX Association,
2024. URL: https://www.usenix.org/conference/usenixsecurity24/
presentation/scarlata

Matteo Scarlata, Giovanni Torrisi, Matilda Backendal and Ken-
neth G. Paterson. ‘Zero Knowledge (About) Encryption: A Com-
parative Security Analysis of Three Cloud-based Password Man-
agers’. In: 35th USENIX Security Symposium (USENIX Security
2026). USENIX Association, 2026. URL: https://www.usenix.org/
conference/usenixsecurity26

Over the course of his doctorate, the author also contributed to the
following publications:

Matilda Backendal, Mihir Bellare, Felix Giinther and Matteo Scar-
lata. ‘When Messages Are Keys: Is HMAC a Dual-PRF?’. In:
CRYPTO 2023, Part III. ed. by Helena Handschuh and Anna Lysyan-
skaya. Vol. 14083. LNCS. Springer, Cham, 2023, pp. 661-693. DOTI:
10.1007/978-3-031-38548-3_22

Kien Tuong Truong, Simon-Philipp Merz, Matteo Scarlata, Felix
Glinther and Kenneth G. Paterson. ‘Breaking and Fixing Content-
Defined Chunking’. In: ACM CCS 20z5. Ed. by Chun-Ying Huang,
Jyh-Cheng Chen, Shiuh-Pyng Shieh, David Lie and Véronique
Cortier. ACM Press, 2025, pp. 2294—2308. DOI: 10.1145/3719027.
3744870

Andris Suter-Dorig, Matteo Scarlata and Kenneth G. Paterson.
‘Delegating Email Encryption to Gateways: Why Johnny Should
Not’. In: Proceedings of the 2026 ACM SIGSAC Conference on Com-
puter and Communications Security (CCS). To appear. ACM, 2026
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CHAPTER 2

Three Lessons From Threema:
Analysis of a Secure Messenger

This chapter has been previously published as:

Paterson, K.G., Scarlata, M., Truong, K. T. “Three Lessons From
Threema: Analysis of a Secure Messenger.” 32nd USENIX Security Sym-
posium (USENIX Security 2023), pp. 1289—1306. USENIX Association, Au-
gust 2023.

DOI: https://doi.org/10.3929/ethz-b-000623004

For this chapter, I have made minor modifications from the original pub-
lication, including extended details that were present in the full ver-
sion [230] or previously unpublished.

Summary In this chapter, we provide an extensive cryptographic anal-
ysis of Threema, a Swiss-based encrypted messaging application with
more than 10 million users and 7000 corporate customers. Our analysis
took place at the end of 2022, and focuses on the October 2022 release
of Threema (Android version 4.83). We present seven different attacks
against the protocol in three different threat models. We discuss im-
pact and remediations for our attacks, which have all been disclosed to
Threema and patched. Finally, we draw wider lessons for developers of
cryptographic protocols.

We integrate our discussion with details that emerged after our initial
research, and comment on the state of Threema at the time of writing
this thesis; a cryptographic analysis of the 2026 version of the application
remains outside of the scope of this chapter.

Author contributions

This chapter is based on joint work
of all co-authors. KTT did the
code analysis and the proof of con-
cept code for the attacks, as well
as an initial write-up, as part of
his MSc thesis. KGP and I pro-
vided guidance during the analy-
sis, and, together with KTT, ideated
the attacks and authored the paper
manuscript. My main contribution
was in the extraction and the mod-
elling of the cryptographic proto-
cols in Threema: it was in their (in-
formal) treatment as key exchange
protocols that many of the attacks
emerged.
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2.1 INTRODUCTION

Threema is a Swiss encrypted messaging application. It has more than 10
million users [134] and more than 7,000 on-premise customers [140]. It is
among the top Android apps in Switzerland, Germany, Austria, Canada,
and Australia in the “paid for” category [28]. It has undergone indepen-
dent security audits [170, 157]. Along with Signal and Telegram, Threema
was widely advertised as a more secure alternative to WhatsApp [263,
112, 269] in the wake of Facebook’s acquisition of the company [112]
and of the January 2021 change in WhatsApp Terms of Service [142, 285].
Threema is the messaging app of choice of the Swiss Government and of
the Swiss Army [119], where its use is mandated for all official commu-
nications [273]. Threema is also used by German politicians, including
the Chancellor at the time of writing, Olaf Scholz [248]. The company
behind Threema makes strong claims for its security [139] and advertises
its Swiss, non-US jurisdiction as a virtue."

In general, secure messaging protocols are designed to provide end-
to-end encrypted communication between two (or more) parties. Modern
designs like Signal achieve not only confidentiality, integrity and origin
authentication of the exchanged messages, but also:

« session key security: compromise of a session key or ephemeral
values in one session should not affect the security of keys in other,
parallel sessions;

« fine-grained perfect forward secrecy (PFS): compromise of ses-
sion keys in an on-going session should not affect security of ear-
lier keys and exchanged messages in that session and compromise
of long-term keys should not undermine the security of completed
sessions; and

« post-compromise security (PCS): after a compromise of all key
material, it should be possible to regain security after a protocol
execution, provided the adversary is passive during that execution.

Such properties have been established for Signal for two-party messag-
ing [80, 184, 81, 105].

At the same time, the landscape of messaging apps includes a wide va-
riety of solutions, with different trade-offs with respect to centralization
and federation, company jurisdiction, ease of use, openness of design and
code, and security guarantees provided by the underlying cryptographic
protocols. The absence of a standard for secure messaging means that
many of the contenders feature bespoke cryptographic protocols with
unclear security guarantees [20, 12, 13]. Indeed, these security guaran-
tees are often much weaker than those provided by Signal, which can be
seen as providing a “gold standard” for secure messaging.

2.1.1  Our Contributions

We provide the first in-depth security analysis of the cryptography used
in Threema, focussing on its protocols for securing end-to-end (E2E)
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and client-to-server (C2S) communications, for user registration, and
for backing up users’ private keys. We also examine the interactions
between these protocols.

Our analysis uncovers seven different attacks against Threema, in
three different threat models (as depicted in Figure 2.1). One of the
attacks was discovered before us by Krebs, disclosed to Threema and
patched in December 2021 [138]. We include it here for completeness.
We produced proof-of-concept implementations for most of the attacks
to verify that they work. We summarise the threat models and attacks
next.

In the “external actor” threat model we consider attacks by outsiders
with no special access to Threema servers or clients. Here, we find two
attacks:

1. An adversary who is able to compromise a single ephemeral value
used by a client in the C2S protocol is able to permanently im-
personate that client to the server, and through this, access the
metadata for all E2E-protected messages. This strongly violates
the expected security properties of an authenticated key exchange.

2. Anadversary is able to register the server’s public key as a user pub-
lic key and, by tricking the victim into sending a single carefully
crafted message in the E2E protocol, can obtain a value that en-
ables it to again permanently impersonate the victim to the server
in the C2S protocol.

In the “compromised Threema” threat model we consider attacks by
an adversary who has gained access to Threema servers. Such access
should not enable breaking the end-to-end security guarantees. Here,
we describe three attacks:

3. Due to peculiarities in nonce-handling in the E2E protocol, the
adversary is able to arbitrarily and undetectably reorder and/or
delete messages sent from any client to any other client.

4. Again, due to how nonces are handled in the E2E protocol, Threema
clients must keep a local database of all nonces used in sending and
receiving messages. This database is deleted when a user reinstalls
the app or changes devices. After such an action, the adversary can
replay old messages. Because of poor key separation, the adver-
sary can also send back to user Alice any old messages originally
sent by Alice.

5. For registration, a client proves possession of its private key by
encrypting a server-chosen message to a server-chosen public key
using the E2E encryption mechanism. This process is invisible to
the user. This allows a malicious server to create “Kompromat”:
a potentially incriminating message that can be delivered at any
later time to a target user. This is the attack that we rediscovered.

11
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Figure 2.1: InA the threat 1. External Actor
models we consider, the at- — ‘

tacker can have access to net-
work communication (1), the
Threema servers (2) or the vic- =

tim device itself (3). |
3. Compelled Access

~

Hill

2. Compromised Threema

In the “compelled access” threat model, we consider attacks by actors
with direct access to a user’s device, for example law enforcement officers
or border guards. We present two attacks in this setting:

6. A trivial attack exploiting a Threema feature allowing users to eas-
ily export a backup of their long-term private key protected under
a chosen password. Because of Threema’s design, this key can be
used to clone a Threema account and, through this, silently access
all the user’s future messages. In conjunction with a compromised
Threema server, all old messages can be accessed too. This attack
is only possible when the app and mobile device are both unlocked.

7. A more sophisticated attack exploiting one of Threema’s backup
mechanisms; this attack does not (by default) require an unlocked
app (but does need an unlocked mobile device). It exploits Threema’s
use of “compress-then-encrypt” when creating the backup, in com-
bination with the ability of the adversary to inject chosen strings
into the backup file through Threema nicknames. By observing
the size of the backup file over many operations with chosen nick-
names, the adversary can recover the user’s private key, with the
same consequences as above.

Attacks 1 and 2 do not, by themselves, leak plaintext, but they target
metadata that, under normal circumstances, only the server should be
able to access. Furthermore, they break the PFS guarantees of Threema,
allowing plaintext to be recovered if the long-term key of a user is ever
exposed. Attacks 3, 4, and 5 show that the Threema server has the power
to undetectably disrupt conversations, despite the E2E protocol (which,
however, still guarantees message confidentiality). This requires users
to put excessive trust in the server. Attacks 6 and 7 allow an attacker to
obtain future plaintexts, as well as recover past plaintexts that are not
protected by the C2S layer; however, they do require access to an end
device. Our attacks are not directly caused by Threema’s lack of PFS and
PCS, but they showcase how such a deficiency can amplify the impact of
smaller attacks. The attacks range in practicality. For example, attack 6 is
feasible for an unskilled attacker that has access to the device for a very
short time, while attack 1 is more of theoretical interest. See Table 2.1
for a summary of the attacks’ prerequisites and impacts.

In totality, our attacks seriously undermine Threema’s security claims.
In particular, we show that Threema’s approach to PFS (i.e. only pro-
viding it at the message transport layer) is insufficient even against a
network attacker. All the attacks can be mitigated, but in some cases, a
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major redesign is needed. We discuss appropriate mitigations and the
remediations undertaken by Threema, after presenting the attacks.

We also draw three wider lessons for developers of secure protocols:
using secure libraries for cryptographic primitives does not on its own
lead to a secure protocol design; beware of cross-protocol interactions;
and adopt a proactive rather than reactive approach to secure protocol
design.

2.2 SECURE MESSAGING

The last 20 years have seen a rapid evolution of secure messaging: from
virtually non-existent for the general public in the early 2000s [182] to
the default means of communication for billions of people today [285].

The goal of secure messaging is that of establishing a secure commu-
nication channel between the communicating parties, but the nature of
messaging sets it aside from other secure channel protocols. Sessions of
a secure messaging protocol are characterized by:

« Low latency: the messages are expected to be received shortly after
they are sent;

« Asynchronicity: parties can become unreachable, but their com-
municating partners should be able to encrypt and send messages
to them for later (eventual) reception;

« Longevity: once established, one chat session can protract for
years;

« Mobility of devices: a high volume of the instant messaging hap-
pens on smartphones, which are highly susceptible to being stolen
or temporarily compromised.

These technical constraints make for engineering and cryptographic
challenges: the authors of “OTR” [65], one of the earliest secure instant
messaging protocols in the literature, note that email encryption systems
such as PGP fall short of the security expectations of users in a messaging
setting.

State-of-the-art secure messaging protocols, such as Signal, have
gravitated towards demanding fine-grained forward secrecy and post-
compromise security for their key exchange component, alongside stan-
dard confidentiality and integrity notions for stateful secure channels.

+ Forward Secrecy: Following a compromise of the parties’ secret
keys, messages sent in the past should stay secure. Given the
longevity of the sessions, this is of capital importance: a later com-
promise of a device should not allow an adversary who recorded
the encrypted protocol messages to decrypt them.

+ Post-Compromise Security: Following a compromise of the parties’
secret keys, and a period of time during which the adversary does
not tamper with protocol messages, messages sent in the future

13
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should stay secure. The mobility of the devices gives adversaries
many windows of opportunity for compromising a party’s key:
this is the case of device searches at borders, and with abusers in
domestic settings.

2.2.1 Related Work

An independent early analysis of the Threema client-to-server protocol,
dating back to the closed-source Threema version 1.3, was carried out
by Ahrens [10], and was the basis for an open-source implementation
by Berger [46]. Ahrens documents the protocol flow, the cryptographic
primitives and the message format, but does not discuss the security prop-
erties of Threema. We analyse the October 2022 version (version 4.831,
that was current when this research was carried out) of the Threema
Android application, and base our analysis of the protocol on the 2020
open-source release of the Threema app [137] and the Threema security
white paper [135].

Rosler et al. [255] considered the end-to-end security of group chats
in various secure instant messaging services, including Threema. They
observed the lack of forward secrecy and post-compromise security for
Threema group chats, and described two attacks: a replay attack on
group messages, and leakage of group membership information to non-
members. Both attacks have since been patched by Threema.

Cremers et al. [87] investigated the post-compromise security of
Threema (and other apps) in a black-box setting, by cloning a victim
device and observing whether the clone retains access to exchanged
messages. The authors noted that Threema prevents the clone from ac-
cessing messages exchanged while the clone is offline. While this result
holds in a black-box setting, the weaknesses we uncover in Threema’s
client-to-server protocol enable even an adversary with limited technical
proficiency to intercept messages if given access to the full cloned state
of the victim.

Threema itself commissioned two security audits [170, 157]. Both au-
dits focused on the Android and iOS apps for Threema, and did not touch
on its cryptographic security beyond confirming that the implementa-
tion of the protocol matches the description provided in the Threema
white paper [135].

Soatok [271] highlighted Threema’s lack of forward secrecy as a de-
ficiency of the app. They also note that Threema groups lack transcript
consistency: that is, different participants in a group can have different
views of what messages have been exchanged. The lack of transcript
consistency has not yet been resolved by Threema at the time of writ-
ing this thesis and, as [271] argues, can be combined with the lack of
robustness of the XSalsa20-Poly1305 AEAD cipher to obtain “Invisible
Salamander”-style attacks [103, 11]: an attacker can send attachments in
group chats that decrypt to different plaintexts for different chat partic-
ipants. Recent work by Gegenhuber et al’ [129] shows that WhatsApp,
Signal and iMessage (as well as Threema) all fail to provide transcript
consistency in a group setting.



SECURE MESSAGING

Follow-ups After disclosing our findings to Threema, we learned that
they had been working on adding forward security to their end-to-end
encryption: this would be achieved by nesting the existing, non-forward
secure E2E layer with a forward secure E2E protocol dubbed Ibex. Our
attacks precipitated the release of Ibex, and also prompted Threema to
commission a formal security analysis of their new protocol. Schréder,
Rosler and Gerhart [131] showed that Ibex does achieve forward secrecy.
Notably, they noted that Ibex messages being wrapped in the legacy E2E
protocol results in a circular security assumption which is an obstacle
to full provable security [131, §9]. At the time of writing this thesis,
forward secrecy is still not available when using Threema on multiple
devices [136, p. 17]. This means that, for multi-device users, a malicious
yet passive server can decrypt all past and future communication after
the compromise of long-term keys. This is in stark contrast with, for
instance, Signal, where the compromise of long-term keys does not affect
past communication, and still requires an actively malicious server in
order to compromise future communication [80]. Signal has offered these
security guarantees since its 2014 initial release [204], and has supported
linking secondary devices since 2015 [121].

2.2.2 Ethical Considerations

We only used the description of Threema in [135] and the client-side
source code to conduct our analysis. We did not attempt any reverse-
engineering of the server behaviour other than what could be observed
passively through normal client interaction. We performed experiments
only with test accounts under our full control; no other user accounts
were targeted. We reduced as much as possible the number of messages
sent to Threema servers, and we avoided sending malformed messages
to servers so as to avoid triggering DoS attacks.

We did purchase a “Threema Gateway” account (with Threema ID
*LYTAAAS) and registered a public key under that account identical to the
Threema server public key (obviously, without knowing the correspond-
ing private key). This step was necessary in order to validate one of our
attacks (Section 2.4.1.2). It did not violate any terms or conditions of the
service, so far as we could determine.

We disclosed the results of this work to Threema on 03.10.2022,
proposing a go-day disclosure period. They acknowledged receipt also
on 03.10.2022. We agreed on the details of the coordinated disclosure:
a first batch of mitigations would be released in Q4 of 2022, while fur-
ther mitigations would be released in Q1 of 2023, along with a post on
Threema’s blog. The first batch of mitigations was included in Threema
5.0 for both Android and iOS? on 29.11.2022. To further remediate the
issues we reported, Threema included their custom protocol, Ibex, in the
same release. The new protocol aims to provide forward secrecy at the
E2E layer.3 Threema also updated their whitepaper [135] on 15.12.2022 to
add discussion of the forward security feature. We have not audited this
new protocol. We agreed to publicly disclose our findings on 09.01.2023.

2https://threema.ch/en/
whats-new

3https://threema.ch/en/blog/
posts/ibex
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Figure 2.2: E2E and C2S pro-
tocol composition. Clients es-
tablish a secure channel with
the server using the C2S pro-
tocol (in yellow) to send and
receive E2EE messages from
other users, which are relayed
via the server (in green). Note
how the server sees E2E en-
crypted messages directly.
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The patches released by Threema in response to our disclosure addressed
all of our attacks.

In one of our attacks, we leveraged a vulnerability in a library, Zip4j,
used by Threema to create backup zip files. We disclosed our findings to
the author of Zip4j on 08.10.2022, proposing a 60-day disclosure period. A
CVE advisory for the bug (CVE-2023-22899) was published on 10.01.2023
[215]. A fix was released in version 2.11.3 on 26.01.2023.

2.2.3 Chapter Structure

In Section 2.3 we introduce the Threema architecture and provide a de-
scription of Threema’s core cryptographic protocols and subsystems.
Section 2.4 presents our attacks, grouped by threat model. We propose
mitigations in Section 2.5. We discuss three wider lessons for secure
protocol designers in Section 2.6.

2.3 THREEMA ARCHITECTURE AND PROTOCOLS

The design of Threema can be studied as the ensemble of several inter-
operable cryptographic protocols, all sharing the same user state and
cryptographic primitives. The functional core of Threema consists of an
end-to-end (E2E) protocol, which employs the long-term cryptographic
secrets of the users to encrypt messages, and a client-to-server (C2S)
protocol, a secure channel protocol that protects these messages in flight
from clients to the Threema servers. Because of the composition of these
two protocols, each message is wrapped in two layers of encryption: an
inner end-to-end layer, and an outer client-to-server layer. We depict the
composition in Fig. 2.2. Also relevant to our analysis and attacks are the
registration protocol, data backup and contact discovery system.

We first describe the cryptographic primitives used by Threema and
establish our notation. Then we analyse the registration protocol, the
E2E protocol, and the C2S protocol. Finally, we briefly cover the backup
mechanisms and the contact discovery mechanism.

2.3.1  Cryptographic Primitives and Notation

The protocols used by Threema rely on standard cryptographic prim-
itives. The main tool used is the crypto_box abstraction provided by
the Networking and Cryptography Library (NaCl) [47] which consists
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of a Curve25519 Diffie-Hellman key agreement, followed by encryption
with an Authenticated Encryption with Additional Data (AEAD) algo-
rithm. The AEAD algorithm used by NaCl is the nonce-based XSalsa20-
Poly1305, which is a composition of the XSalsa20 stream cipher and the
Poly1305 polynomial hash. Similarly to other nonce-based AEADs, in
particular the related ChaCha20-Poly1305, XSalsa20-Poly1305 has the
requirement not to use the same nonce twice, since such a reuse could
lead to loss of confidentiality, as well as the ability for an attacker to
forge arbitrary authentication tags. The loss of confidentiality is due to
the fact that using the same nonce with the same key leads to the same
keystream being generated. This keystream is used both to encrypt the
message and to generate the keys used by Poly1305; such a repetition
leads to the XOR of the ciphertexts revealing the XOR of the plaintexts,
as well as breaking the security guarantees provided by Poly1305. In the
specific case of XSalsa20, the size of the nonce is 24 bytes, which allows
users to generate random nonces with negligible probability of collision,
rather than using a counter as would be required when using Salsa20.
Well-known attacks against polynomial MACs [153] exploit nonce reuse
to recover the polynomial MAC key, enabling forgeries.

As a convention, long-term keys will be indicated with the same let-
ter as the symbol for the user, with the public key in uppercase and the
private key in lowercase (e.g. user A has private key a and public key
A). We reserve (z, X), (y,Y), and (z, Z) for values used as ephemeral
keys. Let X25519(+) denote the NaCl function that takes a private key
and a public key, and outputs a shared secret byte string. In NaCl, this
string results from applying the hsalsa20 key derivation function to the
byte representation of the shared elliptic curve point and a fixed input.*
Internally, the X25519 algorithm operates on the Curve25519 elliptic
curve: the algorithm uses 32-byte scalars as private keys and computes
the scalar multiplication of the chosen base point of the curve g with the
private key to obtain a 32-byte public key. We will use multiplicative nota-
tion for such operations: e.g. secret key a has a corresponding public key

A = g¢° for some fixed generator g. We denote by (z, X) & KeyGen()
the key generation procedure of Curve25519, which outputs a private
key x and a public key X = ¢*. Let K be an AEAD key; we denote by
Ex (m;n) the encryption of message m under key K using nonce n, and
by Dx (c; n) the corresponding decryption operation. If the decryption
fails, we assume that the algorithm returns a special value L. This may
happen, for example, if the ciphertext has been tampered with, or if the
wrong key was used to decrypt.

In general, nonces can be randomly sampled, but it can be conve-
nient to use a counter to generate them if the counter value can be kept
in persistent storage: if the counter monotonically increases, then no
nonce is used twice, unless the counter wraps around. In Threema’s C2S
protocol, counters are initialized with a 16-byte value called a cookie:
the cookie is used to set the most significant 16 bytes of the generated
nonce, while the lower 8 bytes are set to zero and the counter value is
incremented by 1 before returning a new nonce value. We denote by

17
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dalone KDF, but it is used as a PRF
in the XSalsa20 implementation.
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Figure 2.3: User A sending
ptxt to user 3 with the E2E pro-
tocol. The set nonces; repre-
sents the nonce database of user
Uu.
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ctr < Ctr.Init(C) the function that returns a counter object initialized
with cookie C' and n <— Ctr.Next() as the counter returning the next
counter value n. Threema’s E2E protocol simply samples random nonces.

We denote by k <— KDF(K, o, 7) a Key Derivation Function taking
some key material K, a salt o, and a label 7 as input, and producing
key k as output. Threema uses a KDF based on the BLAKE2b hash
function [258].

2.3.2 Registration Protocol

In order to create a new account and register it with the Threema server,
each user generates a Curve25519 key pair (a, A). The entropy for the
generation of the key pair is taken from system randomness, as well
as random user input which is processed and mixed with the former
to obtain the 32-byte private key a. The client later runs a registration
protocol with the server to prove knowledge of a. This is done via a
challenge-response exchange run over a TLS-protected connection: the
client sends A to the server. The server replies with an ephemeral pub-
lic key X and a message m. The client computes K = X25519(a, X)
and AEAD-encrypts m using K and a fixed nonce (“createIdentity
response.”) to create a response. If this response decrypts correctly
and yields m as plaintext, the server accepts the registration and then
issues a new Threema ID, storing it along with the public key of the user
in the Threema database.

2.3.3 Threema End-to-End Protocol

The Threema E2E protocol, depicted in Figure 2.3, is concerned with
guaranteeing end-to-end security of messages. Every user U of the
protocol has an alphanumeric 8-character identity IDy,, (the Threema
ID, or simply ID), a private key u;, and a corresponding public key
U; = g". Messages sent from user U; to user U{; are encrypted under
Ky, u; = X25519(u;, Uj) = X25519(uy, U;), a static Diffie-Hellman
key. Note that the same key is derived by user ¢/; for U/; as the one from
user U; for U;: the key Kui,uj is bidirectional.

A message m is first serialized into a byte string, and prefixed with
a byte that indicates the message type. The specific serialization method
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Figure 2.4: Structure of an E2E encrypted message. The input to the KDF is the key material K. The salt and label are

implicitly input into the KDF, taking values “mm” and “3ma-csp”, respectively.

depends on the message itself. For instance, a text message would be
directly encoded as a byte string representing the UTF-8 string, and
prefixed with 0x01. A random amount of PKCS7 padding, between 1 and
254 bytes, is appended to the message. The padding is used to make
the message at least 32 bytes long and to hide the true length of the
message. We will refer to the serialized message, along with the leading
byte and the padding as the plaintext (ptxt in Figure 2.4). The resulting
plaintext ptxt is then encrypted under K using the AEAD algorithm
with a random nonce, nonce, to obtain a ciphertext ctxt.

To create the final message packet, the following information is
prepended to the ciphertext: the Threema ID of the sender src, and
of the receiver dst, a random 8-byte message ID msg-id, the timestamp
at which the message was sent timestamp, the nickname of the sender
src-nick, the nonce nonce and an optional metadata value. To construct
this metadata, the app takes the message ID, the nickname of the sender
and the timestamp, concatenates them, and encrypts the resulting plain-
text under KDF (K, “mm”, “3ma-csp”), using the same nonce value as
was used to encrypt ptxt. Since the presence of the metadata box is
optional and it is not cryptographically bound to the ciphertext, it can
always be stripped off and its length set to @ by an adversary. In Fig. 2.4
we depict the structure of an E2E-encrypted packet in Threema.

When sending an E2E message, the associated random nonce is
stored in the device’s local storage in order to avoid reusing it. If a gen-
erated nonce matches a nonce in the local storage, up to five attempts
are made to sample a new nonce. When receiving a message, the app
checks if the corresponding nonce has already been seen: if so, it rejects
the message. If the nonce is otherwise fresh, the app tries to decrypt the
message, verifying the MAC tag as part of the process. If successful, the
app stores (a hashed representation of) the nonce. This storage of nonces
is aimed at preventing trivial replay and reflection attacks (which would
otherwise be possible since the key K, 14, is bidirectional) and hedges
against the possibility of a faulty randomness source.”

Remarkably, the E2E protocol does not provide any forward secrecy,
since it only uses the long-term keys of the users, with no ephemeral
values being exchanged. This means that a malicious server could take

5Note that this nonce database is
not required to defend against re-
play and reflection attacks—but this
appears to be a somewhat common
misunderstanding of NaCl [27]. A
more principled design could, for in-
stance, rely on counters to hedge
against replay attacks, and use dif-
ferent keys for each communica-
tion direction to prevent reflection
attacks. This would remove the cost
of storing the nonces, reduce the
complexity of managing a nonce
database, and, as we will see, pre-
vent attacks in the case the nonce
database is lost.
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®We learned from the Threema
team that the C2S protocol is
actually inspired by Bernstein’s
CurveCP [49], announced in 2010 at
27C3 [50]. They also told us that the
decision to not use TLS directly as a
transport stemmed from the abun-
dance of TLS attacks at the time the
C2S protocol was designed (2012).
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advantage of its position to execute a “store now, decrypt later” attack.
This has supposedly been fixed with the introduction of the Ibex protocol.

The simplicity of the key exchange part of the protocol, relying on
a static Diffie-Hellman key exchange, makes it superfluous to study
its security in traditional authenticated key exchange models such as
eCK [188], ACCE [171] or MSKE [120]. Indeed, the protocol is trivially
broken if the adversary has access to a party’s secret key material; differ-
ent sessions of the same two parties always derive the same secrets and
are not independent.

2.3.4 Threema Client-to-Server Protocol

The Threema C2S protocol is concerned with establishing a secure chan-
nel between a client and the server to protect messages in flight, shielding
metadata and the non-forward secret E2E protocol messages from a net-
work adversary. Note that this protocol is only used for messaging: other
functionalities such as registration, backup, and contact matching are
implemented over TLS.

Threema’s C2S protocol is a novel® secure channel protocol, broadly
comparable in function and construction to the TLS protocol. It assumes
a reliable transport, and can be decomposed as a handshake subprotocol,
in which the server and the client interact to establish a session key, and a
transport subprotocol, where the server and the client use the established
session key to exchange messages.

The Ca2S protocol requires that each user connects to the server from
only one device at any given moment. If two devices of the same user
try to connect to the server at the same time, the older connection is
dropped in favour of the newer one. Before terminating the connection,
an error message is sent to the device, informing it that another device
has connected with the same Threema ID.

2.3.4.1 Handshake Subprotocol

The handshake subprotocol runs between the server S (with long-term
key pair (s, S = ¢*)) and a client ¢/ (with long-term key pair (u,U =
g")). Fig. 2.5 gives a pictorial representation of the protocol. We refer to
the figure for the naming of the messages below. We can assume that the
server and the client already know each other’s public keys: the client
knows the server’s key as it is pinned in the app and the server receives
the client’s key at registration time.

The client first generates an ephemeral key pair (z, X = ¢%) and
a 16-byte value c called the client cookie, and sends (X, ¢) to the server
(client-hello). After receiving the client’s ephemeral public key and the
client cookie, the server generates its own ephemeral key pair (y,Y =
gY) and a 16-byte value called the server cookie. It then computes the
first shared symmetric key of the exchange K; = X25519(s, X ), mixing
the long-term key of the server with the ephemeral key of the client,
and uses it to encrypt its ephemeral public key concatenated with the
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Client U Server S
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Cs & {0,112
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n <& {0,111

Cs,n,ctxty ctxty < Ex, (Y || Cusn)

Y || €, + D, (ctxty; n) [server-hello]

if C/, # Cy : abort

K + X25519(u, S)

K + X25519(z,Y) K « X25519(y, X)
ctr4 <+ Ctr.Init(Cy) ctrg < Ctr.Init(Cs)
n' & {0,111

vouch + Eg, (X;n’)

nyy < ctry.Next()

ctxty <= Ex (IDy || n' || vouch || Cs;nq 1)
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[Login]
Dy || n' || vouch || C% = Dy (ctxta; nygq)
if Cs # C% : abort
U <+ DB[IDy/]
K < X25519(s, U)
X' + Dk, (vouch;n’)
if X’ # X : abort
Er(0'%;n, 5) ny,s < ctrs.Next()

[Login-ack]

client cookie, using a random nonce n. The server sends the resulting
ciphertext, along with its own cookie (server-hello).

The client and server cookies prevent replay attacks and are used to
initialize client and server counters. For each counter, the most signif-
icant 16 bytes of the counter are set to the respective cookie (denoted
Ctr.Init(C)), while the lower 8 bytes function as a monotonically in-
creasing value. Subsequent AEAD nonces for the exchanged messages
are drawn from these counters (denoted Ctr.Next()).

When the client receives the message, it recomputes K and checks if
the ciphertext decrypts correctly and if the client cookie in the plaintext
corresponds to the one that the client previously generated. If either
check fails, it will abort the protocol. The client and the server derive two
additional keys: K, obtained by combining the two ephemeral key pairs
(z,X)and (y,Y), and K3, obtained by combining the two long-term key
pairs (u,U) and (s, S). The key K is used in the transport subprotocol
as the session key. The long-term symmetric key K is used by the client
to create the so-called vouch box vouch < E,(X;n’) using a random
nonce n’. The vouch box is used by the server to authenticate the client,
and to bind the client’s ephemeral key X to the client’s identity.

The vouch box is concatenated with ID;; and the server cookie Cg,
and encrypted using the session key K (login). The server decrypts
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Figure 2.5: The Threema C2S
Protocol (Handshake Subproto-
col). Nonces are derived from
the counters; they are implic-
itly re-derived on the receiv-
ing end and are not transmit-
ted. The table DB is an ab-
straction for the database that
maps Threema IDs to public
keys. Message names are taken
from the Android code and de-
picted in square brackets.
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7Note that at the time of writing

this thesis, limited multi-device sup-

port appears to be available [277];
however, this was introduced after
our analysis was conducted and is
not covered in this work.
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the message with K and tries to decrypt the vouch box with K. If the
decryption fails or the value contained in the vouch box does not corre-
spond to the client’s ephemeral key, the server will abort the protocol.
Otherwise, the server sends a final confirmation message composed of
16 zero bytes, encrypted with the session key K (login-ack).

Taken as a standalone protocol, the C2S handshake could be formally
analysed using, for example, the extended Canetti-Krawczyk security
model [188] or the MSKE security model of [120] that was used in [80, 81]
to analyse Signal. We will (informally) use these models when relating
the attacks in Section 2.4 to the formal security properties they violate.

2.3.4.2 Transport Subprotocol

In the transport subprotocol, the client and the server exchange mes-
sages, encrypted using the session key K. The client and server nonces
are derived from the same (respective) counters inherited from the hand-
shake subprotocol, ensuring that handshake messages cannot be used
as transport messages (and vice versa). If a decryption fails, the entire
connection is dropped. This prevents message reordering and message
deletion by a network adversary, since either attack would result in a
party decrypting with a nonce different from the correct one, and then
the AEAD integrity guarantees would ensure that an error is generated
on decryption.

When the connection is dropped, the client attempts to reconnect,
with up to five reconnection attempts being made. If these all fail, the
app will display an error to the user and will require a restart to be able
to connect to the server. If two devices are actively trying to connect
to the server, they will keep interfering with each other until one of
them relinquishes the connection.” This is relevant for any attacker that
wants to attempt an undetectable impersonation attack, since using all
five attempts will alert the user that another device is trying to connect
to the server with the same Threema ID.

While the connection is alive, the server will send messages that are
meant for the user encrypted under the session key K. The client replies
with an (encrypted) ACK in response to each message. If the client does
not send an ACK, the server will try to send the message again when the
client later reconnects.

2.3.5 Threema Safe

Threema allows a user to activate, at any point in time, the Threema Safe
feature. This allows the user to backup their long-term private key, their
nickname, the list of their contacts and additional account information
on the Threema servers. Note that the backup does not store any message
history.

When the Threema Safe is first set up, the user chooses a password
for their backups. A minimum length of 8 characters is enforced, and the
password is checked against an offline list of weak passwords. The app
derives two 32-byte strings, the Backup ID BID and the Backup Key BK,
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using scrypt with the password as input and the Threema ID of the user
as salt. For every backup, the app creates a JSON payload containing
all the data to be backed up and serializes it into a byte string, which is
then compressed using gzip. Finally, the app encrypts this compressed
JSON string with XSalsa20-Poly1305 under BK with a random nonce.
The resulting ciphertext is sent to the server over a TLS connection.

The server will store ciphertexts indexed by BID, supposedly with-
out any other information related to the user. In the Threema white
paper [135], the developers claim that this process is designed to make
it impossible for the Threema Safe server to distinguish which backup
comes from whom by looking at the uploaded data. We note, however,
that when a backup is created the app is likely to have an active C2S
protocol session, which reveals the Threema ID of the user. By linking
the two connections coming from the same IP, the server can learn the
identity associated with a given backup.

A backup is scheduled to happen every day or, in case the previous
backup failed to be uploaded, as soon as the app is restarted. This happens
even if access to the app is protected by a PIN or biometric login.

2.3.6  Other Backup Methods

Threema provides two additional methods to save personal data: the
first one is called a Threema ID export and the second one is called a data

backup.

The Threema ID export requires that the user provide a password,
which is used to derive a 32-byte symmetric key by using the PBKDF2
algorithm with a random 8-byte salt. This key is used to encrypt the ID
of the user, as well as their long-term private key using XSalsa20 with
a zero nonce (but with no integrity protection). The result is base3z-
encoded and given to the user in order to be saved outside of the app.

A data backup consists of an encrypted zip containing various files.
The identity file stores the Threema ID and the long-term private key
of the user; the contact file stores Threema IDs, nicknames, and public
keys of contacts in CSV form, and for each chat, a file named with the
Threema ID of the correspondent stores the chat history. The zip is
encrypted following the WinZip AE-2 specification [82]. This essentially
means that the user-provided password is used to derive a master key.
For each file, a pair consisting of an encryption key and an authentication
key are derived from the master key. A different salt value is used for
each key derivation. Then, the file is compressed, encrypted with AES-
CTR and authenticated using HMAC-SHA-1.

We note that, because WinZip does not hide the file names, this
encrypted zip leaks information about with whom the user has been
communicating. Due to the length of each file being known, an attacker
may also infer the length of the conversation from the encrypted zip.
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Table 2.1: Summary of the attacks, listing the prerequisites and their impacts. The last column focuses on the ability of an attacker to
obtain plaintext after executing the attack.
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Replay/Reflection X X X X X X 4 X X X X X 4 X -
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Threema ID Export X X X v/ 4 4 X 4 X 4 X 4 v v/ v
Backup Side-Channel v X X 4 X v X 4 X v X 4 4 v/ 4
Prerequisites Impact

2 As long as the client keeps using the revealed ephemeral key (i.e. up to one week)

2.3.7 Contact Discovery

If the user gives permission to do so, Threema can run a protocol to
check which of the people in the user’s phone contact list are using
Threema. To do so, it must compare the user’s contact list with the list
of all registered Threema users, while at the same time preserving both
the privacy of the user and the confidentiality of the list of registered
Threema users.

Threema does this by hashing all the contacts of the user and sending
the hashes to the Threema server over TLS. The server will reply with
the hashes that correspond to users that have previously registered with
Threema. The hash algorithm is implemented using HMAC-SHA-256
with a fixed key. This is done to “ensure that hashes generated by
Threema are unique and do not match those of any other app” [135].
This is similar to the process used by apps such as Whatsapp, Telegram
and Signal [152]. Such protocols tend to raise privacy concerns [152]
due to the information leaked to the server, including information about
people who might not even be aware of the app’s existence. Hashing
the information is insufficient, since, for example, phone numbers carry
little entropy and can be brute-forced. This allows the service provider
to build a partial social graph for an entire population. Signal tries to
provide stronger guarantees by implementing their contact discovery
protocol in an Intel SGX enclave [203], minimising the information leak
due to memory access patterns, and using techniques such as Oblivious
RAM to minimise the information leaked to the server [83].

To prevent abuse of the system, anyone who wants to run the contact
discovery protocol must first obtain a match token by authenticating to
the Threema server. To obtain one, the client must pass a challenge-
response protocol which is essentially the same as the one done for the
registration process, except for the fact that the nonce is now randomly
chosen by the client, rather than being fixed.
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2.4 ATTACKS ON THREEMA

We consider three threat models: first, an external actor who can monitor
communications between a device running the app and the Threema
servers; second, an actor that has compromised the Threema servers;
third, an actor that can take control of the device for a short period of
time.

The first of these models corresponds to the standard adversary for
secure network protocols, often called the Dolev-Yao adversary. We refer
to it as the external actor threat model.

Concerning the second model, any reasonable security analysis must
consider the possibility that the messaging server is malicious: national
security agencies and hacking groups are tasked with penetrating servers
like those run by Threema in order to gain persistent access to concen-
trated amounts of sensitive data. It is then reasonable to ask what secu-
rity guarantees remain for users in the event of such a breach. This is
especially so for a system that claims to provide end-to-end security. We
refer to this model as the compromised Threema threat model.®

We call the third model the compelled access threat model. It is rel-
evant, for example, in the case of border searches of electronic devices,
when protesters are detained by police forces and searched for incrim-
inating evidence, or in the setting of intimate partner violence [122].
We may subdivide this setting into two sub-cases: one where the app is
locked, and the other where it is unlocked (we will always assume the
device itself is unlocked).

We next introduce our attacks, grouped by threat model. Table 2.1
summarises our findings.

2.4.1 External Actor Threat Model

Our first two attacks allow the attacker to impersonate a victim in the C2S
protocol. The core of both attacks lies in the structure of the vouch box
’vouch. This vouch box is used in the protocol to authenticate clients but
contains only client-chosen freshness. By either replaying (Attack 1) or
forging (Attack 2) a user’s vouch box, the attacker can authenticate itself
as that user to the server.” These impersonation attacks are permanent,
despite the fact that the attacker never learns the value of the victim’s
long-term key.

Our attacks show that the weak notion of forward secrecy achieved
by Threema is insufficient: by using either of our attacks, the adversary
gains access to E2E-encrypted messages, which use long-term keys only.
The reuse of ephemeral keys which we describe in the first attack further
weakens the guarantees given by forward secrecy, since an attacker gains
access to messages up to a week in the past. Comparing this design to
Signal’s, we note that in the latter each E2E message is encrypted with a
different key, providing a much stronger, fine-grained notion of forward
secrecy.

25

8Within this threat model, we
could further distinguish between
a fully malicious server, which ac-
tively deviates from the expected
behaviour to harm users, a per-
sistent passive adversary, which
can observe all the data transiting
through the server, and a snapshot
adversary, which only obtains snap-
shots of said data. All of our attacks
in Section 2.4.2 assume the fully ma-
licious server; Threema lacks for-
ward secrecy against adversaries
that are merely passive; even a
snapshot attacker gains non-trivial
leakage, e.g., users’ social graphs
from the Threema IDs in the back-
ups, as mentioned in Section 2.3.6.

9While vouch does depend on a
nonce n’/, we have verified that the
server does not detect replays of
this value. By design, the server
also accepts reuse of the same client
ephemeral key. The server will then
accept any replayed vouch box as
valid.
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Figure 2.6: Attack 1: two C2S
sessions. The attacker compro-
mises an honest session by re-
vealing the ephemeral private
key z, from which they can
compute the session key K and
obtain the vouch box Ex,(X)
(in orange, Left side). The val-
ues are replayed by the attacker
in a new session (blue boxes,
Right side). Note the lack of ses-
sion independence.
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2.4.1.1 Attack 1 (C2S Ephemeral Key Compromise)

Assumptions: We assume that the attacker has discovered one of the
ephemeral keys x used by the client in a C2S handshake session. This ca-
pability is commonly referred to in formal security models as ephemeral
key reveal, and it can arise in practice from a randomness failure or via a
side-channel attack. We further assume that the attacker has passively
recorded the corresponding C2S session.

Execution: We now show that, with the knowledge of = and the C2S
session transcript, the attacker can create new sessions with the server
in which they impersonate the victim and can tamper with the flow of
messages.

As highlighted in Figure 2.6, the attacker has all the material nec-
essary to derive K; and decrypt the login message from the recorded
C2S protocol run, from which it can recover the value of vouch. Now
the attacker initiates a new run of the C2S protocol, playing the role
of the victim user. In this run it replays the ephemeral public value X.
A new session key K’ known to the attacker is generated (the server
should send a fresh Y in its server-hello but the attacker still knows
x). The attacker can then reuse vouch (without learning K,) when con-
structing its response in the login message, which makes the handshake
complete successfully. We have verified that the server does not detect
such replays.

Impact: Since vouch can be reused repeatedly, this attack (involving
the loss of just a single ephemeral value) allows the attacker to perma-
nently impersonate the victim user to the server, enabling the attacker
access to all E2E-encrypted messages meant for the victim. Despite the
E2E layer of encryption, this still reveals the metadata information in all
communications sent to the victim, allowing the attacker to learn with
whom and when the victim has been communicating.

Most importantly, this attack leads to a break of the forward secrecy
property that the C2S protocol is intended to provide. Indeed, the E2E-
encrypted messages that the attacker now sees are encrypted only using
long-term keys. Full decryption of those messages becomes possible if
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the victim’s long-term key is later revealed (for example through attacks
6 or 7).

In addition, the attacker gains the opportunity to selectively drop
messages from the conversation by deciding which messages to ACK to
the server. If a message is ACK-ed by the attacker, it will not be received
by the victim when they next connect to the server, virtually deleting
that message from the conversation on the victim’s end.

We stress that, as long as the attacker and the victim do not connect
to the server at the same time, this attack is not detectable by the victim.
If they were to connect at the same time, the attacker could observe error
messages from the server to learn this. At this point, the attacker can
relinquish the connection in order to avoid detection.

This attack shows that, for the C2S protocol, ephemeral keys are as
important to protect as long-term keys. This is a very strong assump-
tion to have to make in order to guarantee security for a key exchange
protocol.

Off-The-Record (OTR) [66], a 2004 secure messaging protocol, suf-
fered a similar vulnerability in its initial version [239]. The authors
of [239] highlight the consequent lack of the session independence prop-
erty in OTR: “the exposure of ephemeral session-specific secrets should
have no bearing on the security of other sessions”. Threema’s C2S pro-
tocol suffers from the same issue.

Non-ephemeral Ephemerals: An additional problem with the C2S
protocol lies in how the ephemeral keys are handled client-side: if the
app is never restarted, then the same ephemeral key is used by the client
for up to seven days before generating a new one. Leaking such a re-
used ephemeral key then allows an attacker to also impersonate the
server to the user by forging a server-hello using the server’s public
key and the compromised ephemeral key (this is known as an ephem-
eral Key Compromise Impersonation attack in the literature). In turn, this
implies that the attacker has the power to also read the outbound E2E-
encrypted messages of the victim that are meant for the real Threema
server. This reveals additional metadata, allows the attacker to drop ar-
bitrary messages and allows a network adversary to execute attacks that
would otherwise be in the “compromised Threema” threat model, such
as the ones described in Sections 2.4.2.1 and 2.4.2.2. If ephemeral keys
were to be freshly generated for each handshake, this problem would be
confined to the single compromised session. However, by reusing the
same ephemeral key for a long time, the effect of this attack is heavily
amplified.

Finally, there is similar reuse of ephemeral keys on the server side.
We noticed that whenever the same ephemeral key X is used multiple
times by a user within a short span of time, the server will use the same
ephemeral key Y as well. An attacker is thus able to force the same
session key to be used for a long time by regularly connecting to the
server with the same value X. We hypothesise that the server uses a
least-recently-used cache for ephemeral keys y, indexed by the client’s
ephemeral key X.'° If a key is not used for a period of time longer than
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1°This hypothesis was confirmed
by the Threema developers: this
design was necessary because
Curve25519 operations used to be
excessively slow on smartphones.
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Figure 2.7: Attack 2: a cross-
protocol interaction of an E2E
and a Ca2S session. The attacker
claims the public key of the
server, and knows a key pair of
the form (z,Z = oxo1 || o ||
0x01). They convince the vic-
tim U to send o to them as a
E2E text message (in blue, Left
side). The attacker can now
start a session of the C2S pro-
tocol (Right side) where they
use the “ephemeral” key pair
(2,Z) and the corresponding
vouch box Fk,(Z) (in blue) in
order to authenticate as U/ to
the server.
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a certain threshold (approximately 24 hours) it is evicted from the cache.
In our experiments, we managed to prolong the lifetime of the server
ephemeral key for up to 3 months by repeatedly connecting with the
same ephemeral key every hour. We note that compromising said server
ephemerals would allow the impersonation of multiple users to Threema
for an indefinite period of time, as long as the attacker has recorded C2S
handshakes involving the revealed ephemeral keys. In fact, it suffices for
the attacker to replay the client-hello, inducing the server to reuse a
previously revealed key y. As the attacker can compute the session key,
they can create a new login message, which contains an old vouch box,
thus completing the handshake.

In order to test all these weaknesses, we created a Python script
which, given a valid transcript of a C2S handshake and the client ephem-
eral key used, can impersonate the user to the server. The script shows
all the metadata of incoming messages and can drop arbitrary messages
from the conversation.

2.4.1.2 Attack 2 (Vouch Box Forgery)

An alternative route to achieve the same goal as the previous attack is to
forge a new vouch box containing an ephemeral key X for which the ad-
versary knows the private value . This is feasible due to a cross-protocol
interaction between the E2E and the C2S protocols. The consequence is
that the attacker again gains the ability to permanently impersonate the
victim—this time without requiring any ephemeral key compromise.

Assumptions: The attack requires two steps. In the first step, the
attacker &£ has the victim use the public key S of the C2S protocol server
when communicating with £ in the E2E protocol. In the second step,
the attacker, now acting as a Threema user, has the victim user send
a specifically crafted text message to the attacker in the E2E protocol.
Under normal circumstances, these actions should not lead to an attack:
if the victim sends a message encrypted against the server’s public key,
then the attacker should not be able to decrypt it, nor use it for other
purposes. Furthermore, sending an E2E message should not compromise
security of the C2S protocol.

We will show two different methods to implement the first step of the
attack. In the first method, we use part of the infrastructure of Threema to
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create a new account which has the server’s public key S as its own public
key. In the second method, we leverage a vulnerability in a dependent
library used by the Android version of Threema.

Execution: The attacker’s objective is to forge a vouch box vouch for
this key X that would allow the attacker to authenticate as the victim
in the C2S protocol. Let (u, U) be the long-term key pair of the victim.
Assume that the first step of the attack has already been executed, mean-
ing that, whenever the victim wants to send a message to the attacker,
they will use their private key u and the server’s public key S to encrypt
their message. Assume also that the attacker manages to find a private
key x such that the corresponding public key X = g* has the follow-
ing form: a 0x01 byte, followed by a string ¢ composed of 30 printable
UTF-8 characters, followed by another 0x01 byte. If the victim sends
o as a text message to the attacker in the E2E protocol (for example,
via social engineering, e.g. sending a special code to win a prize), this
would result in the victim deriving a key K* = X25519(u, S) and en-
crypting the message. Since ¢ is sent as a text message, the ciphertext
will include 0x01 as the first byte, followed by the string o and then
PKCS7 padding at the end. The attacker hopes to obtain a ciphertext
¢ = Eg+(0x01]| 0 || 0x01;n) = Ex+(X;n) (for some nonce n). This has
probability 1/254 of working, since this is the probability of obtaining
0x01 as a PKCS7 padding. We note that K™ here is actually equal to K3,
the key that would be derived by the victim during the C2S protocol and
used in creating a vouch box. Because of this, by construction, the cipher-
text c that was created and sent to the attacker is thus a valid vouch box
vouch for X. Since the attacker knows the corresponding x, the attacker
can now use (z, X ) and vouch to authenticate to the Threema server as
the victim. The attack is depicted in Figure 2.7.

Finding a good X: Creating a suitable key X is feasible, simply by
randomly sampling = and computing X = ¢” until X has the desired
form. We have empirically estimated the probability of each trial being
successful in finding a good X as being ~ 27°!. Thus, after 2°! trials, the
success probability would be 0.63. We implemented this approach, using
some batch inversion optimisations to reduce the cost of coordinate con-
versions. We found a key of the correct form after 2°0-0 trials. In total,
this required approximately 8100 core-days across a variety of compu-
tational clusters available to us.'* The results are shown in Figure 2.8.
We used this key in our experimental environment to demonstrate that
the attack works in practice. We note that this is a one-time cost: once a
suitable key pair (x, X) is found, it can be reused to target any user.

Claiming the server’s public key: We now describe two methods
allowing an attacker to claim S as their long-term public key, the first
step in the attack.

Our first method exploits the fact that Threema provides a paid API,
the “Threema Gateway”, for companies to interface with the Threema
messaging system automatically. When registering a new account, the
user is required to provide a public key. The gateway, however, does not
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'* The main computation ran on the
ETH cluster Euler, using 2740 cores
over 3 days, after several prepara-
tory runs on smaller servers. A
bug in our code meant that we
had to run the computation twice.
The estimated cost of running the
attack on AWS EC2 instances (4
m6a.48xlarge for one week, spot
pricing) would have been around
3.5kUSD at the time when we car-
ried out the research.
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Figure 2.8: Attack 2 in prac-
tice: on the left, a suitable key
pair (base64 encoded). The pub-
lic key bytes 1 to 31, also en-
coded in the QR code, all con-
sist of printable UTF-8 char-
acters.  On the right, the
*LYTAAAS Threema gateway ac-
count (since revoked), with
the hijacked public key of the
server. User U sending the con-
tents of the QR to xLYTAAAS as a
message will allow *LYTAAAS to
authenticate to Threema as .

2 Note that performing this check
properly is non-trivial: we also suc-
cessfully registered keys T' # S
such that T = S - P, where P
is a Curve25519 point of order 8.
When computing a Diffie-Hellman
share using the private key a and
the public key T, due to clamping
T¢ = P*. 5% = S%, thus claim-
ing T is equivalent for our attack to
claiming S.

13 “Lose Your Threema
Account As A Service”
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Public key of *LYTAAAS

450b9757
35279fde
cb331364
8f5fcbee
9ff4360e
a92a8c17
privkey: UErBPgAAAAAAMAAZz 51¢c661e4d
bWEtMi0yMj EyMTkt i c0d8c909
MDMtMDAyMAA= L
pubkey: AXU5ajbfkydgauCk il -
1tS7Xt+DMdebVzot (‘B . —W
2IE73KFSQQE= e LS i

check (1) if the user has the corresponding private key and (2) that the
key does not correspond to the server’s public key S.'* This allows the
creation of an account which has the public key of the server as its own.
We created such a Threema account under the Threema ID “xLYTAAAS”."3

Our second method uses a vulnerability in one of the dependencies
that Threema has on the Android version of the app for creating data
backups (described in Section 2.3.6). The library used by Threema to
create zip files is called Zip4j [193]. This library possesses a bug where
the MAC is not checked when decrypting the zip file, if certain condi-
tions are met. This is the case whenever a Threema backup is restored,
meaning that any tampering with the zip would not be detected. In the
context of Threema, this allows an attacker that has write access to the
encrypted zip to modify the contacts file within it, allowing it to over-
write their public key with the server’s. For example, a user might choose
to save their zip file in shared storage (e.g. a cloud service, or a folder
on a computer which the attacker can access), believing it to be both
encrypted and integrity-protected. While this second method does not
exploit a vulnerability in Threema per se, a more robust design would
have prevented this bug from being escalated to client impersonation in
the C2S protocol.

Impact: This attack yields the same effects as the previous one. The
attacker gains access to messages (still E2E-encrypted), along with their
metadata. This puts the attacker in a position where they can store
messages meant for the victim and decrypt them at a later point, when
the long-term key of the victim is compromised. The attacker, again, has
the ability to drop arbitrary messages from the conversation.

2.4.2 Compromised Threema Threat Model

The following attacks assume adversarial server infrastructure. Attack 5
requires access to the server’s secret cryptographic material. Attacks 3
and 4 only require being able to “strip away” the C2S security layer. This
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is trivial for the Threema server, but could also be achieved by exploiting
C2S protocol weaknesses, like the ones we present in Section 2.4.1.

On forward secrecy: We again stress that, from the point of view of
an attacker located at the Threema server, the E2E-encrypted commu-
nications have no forward secrecy whatsoever, since it is only provided
at the client-to-server level rather than the end-to-end level. This leaves
the user completely vulnerable in the event of a long-term key com-
promise in the “compromised Threema” threat model. This is explicitly
acknowledged in the Threema white paper [135].

In a messaging app, compromising the server should not give away
significant data to the attacker: the server should merely act as a mes-
sage router, which cannot read messages and has no gain in storing the
messages that it sees, or tampering with them. Due to the lack of forward
secrecy on the E2E level, this expectation is not met by Threema.

2.4.2.1 Attack 3 (Message Reordering and Deletion)

The lack of an ordering mechanism in the E2E protocol combined with
the lack of authentication of the metadata in that protocol allows the
server to carry out trivial reordering attacks on E2E messages. This
means that the server can change the order in which the messages are
delivered to the receiver, thereby potentially changing the semantics of
the conversation. Furthermore, the server can withhold messages for as
long as it pleases and send them at a later time with an updated times-
tamp, in order to evade detection. The C2S protocol does use counters,
but these do not offer any protection against a malicious server in the
E2E protocol.

In addition to the above, we noticed that incoming messages are
shown in the order in which they are received by the Threema app,
rather than being ordered by timestamp.

2.4.2.2 Attack 4 (Message Replay and Reflection)

In Section 2.3.3 we explained how Threema tries to prevent replay and
reflection attacks on the E2F protocol by storing nonces of both outgoing
and incoming messages. Fundamentally, this requires that the nonce
database is always kept updated and is never deleted in the client app.
Unfortunately, this cannot be guaranteed whenever the app is reinstalled
or when the user changes device: in either case,'* the nonce database is
reset and a compromised Threema server can replay messages that were
received by the victim in the past or reflect messages that the victim has
sent.

To make this attack more effective, we note that the Threema server
can easily tell when a victim is likely to have reset their nonce database,
as long as the victim has decided to use Threema Safe as their backup
option. (A reasonable assumption, since the user is strongly encouraged
at registration time to use it.) Whenever a user restores a backup from
Threema Safe, it will connect to the server with the C2S protocol shortly
after, most likely with the same IP address. Thus, not only can the server
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4 Note that on iOS, migrating the
app to a new device using Quick
Start would preserve the database.
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learn the identity associated with a given backup, but it will also know
that, with high probability, the user’s nonce database has been deleted,
making that user a target for the aforementioned attacks.

To test Attacks 3 and 4, we created a simulated Threema server in
Python to which clients can connect. The server provides control over
the order of the messages and their inclusion in the conversation, and
allows the attacker to save the messages in order to be later replayed or
reflected. We experimentally verified all the behaviours observed above.

2.4.2.3 Attack 5 (Kompromat)

This attack provides another example of a dangerous cross-protocol in-
teraction, in this case between the registration protocol and the E2E
protocol, or the contact discovery protocol and the E2E protocol.

Execution: Recall from Section 2.3.2 that, when a user A registers
with Threema, they must prove ownership of their public key to the
server by use of a challenge-response protocol: the user combines their
private key a with a public key provided by the server X = ¢* and
encrypts a message m chosen by the server. When the contact discovery
protocol is run (see Section 2.3.7), the same challenge-response protocol
is executed to prevent an excessive number of queries. The encryption
method used is identical to that in the E2E protocol. In this protocol, the
server does not necessarily have to own the private key x corresponding
to the provided ephemeral public key, and they can present the long-
term public key of any other Threema user B instead. Thus, A will
be encrypting the challenge with the same key that they would use to
communicate with  in the E2E protocol. Hence, the resulting ciphertext
is a valid E2E message that can be sent to either .4 or B (and which can
be made to appear to come from the other party).

Impact: Thisattack targets the integrity of the E2E protocol in Threema.
In the unpatched protocol, when the registration protocol is run, or ev-
ery time the contact discovery protocol is run (usually once per day), the

server is able to forge a valid ciphertext. Each ciphertext can only be

sent once per user due to the replay/reflection protection provided by

the nonces. This flaw was already fixed when we re-discovered it. At the

time our research was carried out, the app required that the message m

provided by the server have a type byte equal to 0xff when either the

registration or the contact discovery protocol is run. This type does not

correspond to any valid message type, thus preventing it from being ac-
cepted as a valid message. While this does effectively prevent the attack,

it does not tackle the other cross-protocol attacks that we present. In

Section 2.5 we discuss mitigations that offer full protection.

2.4.3 Compelled Access Threat Model

The following attacks are in the strongest threat model of compelled
access, which grants the attacker access to an unlocked device. These
attacks allow the recovery of the long-term key of the victim. Due to the
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lack of forward secrecy and post-compromise security, this irreversibly
forfeits all security. For instance, considering a combined attack setting
of compelled access and a compromised Threema server, we can obtain
an attack that can decrypt all past and future communications.

2.4.3.1 Attack 6 (Cloning via Threema ID Export)

Assumptions: Access to an unlocked phone, with no Threema App
UI lock.

Execution: Among the backup methods provided, Threema allows the
user to export the Threema ID (as explained in Section 2.3.6). However,
this method directly exposes the long-term secret key of the user, and
does not by default require any form of authentication, allowing a com-
pelled access attacker to backup the private key with a password of their
choice and later decrypt it on their own device.

This is an intentional feature in Threema, but one which we deem to
be a grave security danger: all security in Threema relies on maintaining
the secrecy of long-term private keys, and this attack allows an adversary
to recover such keys by having access to the phone and app for a few
seconds.

Impact: While similar mechanisms are present in other messengers,
their security impacts are much smaller. For instance, Signal allows
users to transfer their accounts to a new device, but it requires physical
proximity of the new and the old devices, and disables the old device
permanently after such a transfer is completed. This is in contrast to
Threema, where a Threema ID export is undetectable on the victim de-
vice after it has happened. Such a scenario is particularly impactful in
the context of intimate partner violence [122] and due to the usage of
Threema by high-ranking officials [248, 119].

The Threema app does provide some optional locking mechanisms.
For example, the app can be locked with a PIN, a passphrase or by us-
ing biometrics, thus preventing this attack. However, in an oppressive
compelled access setting, they would provide only limited protection.

2.4.3.2 Attack 7 (Compression Side-Channel)

While the app locking mechanism does prevent a compelled access at-
tacker from accessing the user’s data via the user interface, it does not
prevent background processes from being executed. In particular, the
app will attempt to make a new Threema Safe backup whenever the
application is launched if the last successful backup is more than one
day old. Moreover, incoming messages will be processed and may affect
the contents of the backup. We exploit these facts in our final attack to
recover a victim user’s private key.

Assumptions: Access to an unlocked phone, ability to observe the
network.
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Figure 2.9: Example of a
backup, with the private key
(normally 44 base64 characters)
redacted.
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{ "info": { ... },
"user": { "privatekey": <private key>,
"nickname": "user_nickname" },
"contacts": [

{ "identity": "ABCDEFGH",
"nickname": "other_user_nickname",
.

-}

Execution: Recall that a Threema Safe backup contains the private
key of the user, and a list of the user’s contacts. Before being sent to
the server for storage, the backup is compressed and then encrypted. It is
well-known that this combination of processing steps can be vulnerable
to attack, especially if the attacker can control part of the plaintext before
compression [180, 251]. Specifically, the length of the ciphertext may leak
information about how much plaintext compression has been achieved,
and this in turn can leak information about the degree of overlap be-
tween the attacker-controlled and the unknown parts of the plaintext.
In Threema Safe, the XSalsa20 stream cipher is used for encryption, so
a ciphertext leaks the exact length of the plaintext. Furthermore, user-
names are handled locally in Threema. This means that if a user ¢/ sends
a message to victim V), then U/’s Threema ID and chosen nickname are
updated in the local contact list of V on receipt of the message. This
happens even if V’s app is locked. This provides a means for an attacker
to inject chosen plaintext into the backup of a victim. In this way, the
conditions needed to build a compression-based side-channel attack are
fulfilled. We provide a more detailed description of the attack below.

Detailed description: The compression format used by Threema is
gzip [101], with the DEFLATE [100] compression algorithm. DEFLATE
internally applies an LZ77 [294] pass to the input data, replacing repeat-
ing strings with back-references, and then applies Huffman coding [163]
to the result. LZ77 scans the input data; within a sliding window (of
default size 32KiB), it looks for the longest substring that matches the
current position in the input. If such a substring is found, the substring is
replaced with a back-reference to its previous occurrence. In this attack,
we only target the LZ77 component.

From a high-level perspective, the attack leverages the fact that nick-
names are handled client-side: when a message is received, the nickname
contained in the metadata is set as the current nickname of the sender.
Since nicknames are automatically included in the backup, this gives
the attacker partial control of the plaintext in the victim’s backup. The
objective of the attacker is to leverage this partial control in order to
force a back-reference to be created from the attacker’s nickname in the
contacts field to the private key in the user field. We depict an exam-
ple of a JSON backup, with only the relevant information present, in
Fig. 2.9. If the attacker’s nickname and the private key are sufficiently
close together, they will both fall within the same sliding window of the
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compression algorithm. This ensures that there is the possibility of a
back-reference being created. In order to increase the chances of such
a back-reference being created, we include a string called a canary con-
taining a known part of the string that we want to leak. This tricks the
compression algorithm into finding redundancy between the nickname
and the private key, creating the compression side-channel that we need.

For our experiments, we used two canaries: “privatekey” for the
beginning of the private key and “=” for the end of the private key.
privatekey forces a back-reference to be created right before the private
key in the backup, therefore ending the current match: this technique
has been formally studied and dubbed align gadget in [272]."> The equals
sign always appears as the last base64 character of the key due to padding
of the private key during encoding, since the key is 32 bytes long and
must be padded to a multiple of 6 bits. Between the two canary strings,
the attacker needs to place, in order, their guess for the next charac-
ter of the key, and the currently known characters of the key (initially
none, thus an empty string). If the guess is correct, it should result in a
shorter Threema Safe ciphertext. If the shortest ciphertext was induced
by only one character among all guesses, then the currently known char-
acters of the key are updated to include the current guess. Otherwise,
two-character guesses can be attempted. This method effectively tries to
guess characters of the base64 encoding of the private key from the last
one to the first one.

To obtain the required queries, it suffices for an attacker to forcibly
close the app and start it again. This prompts the app to retry uploading
the backup. The forced closure can be done by either using debugging
tools or by simulating user input on the unlocked phone. Then, in the
setting of a compromised Threema Safe server, it is sufficient for the
server to reply with an HTTP error code. Otherwise, a network attacker
can forcibly close the connection, making the upload fail. Both of these
techniques ensure that a new upload will be attempted at the next restart
of the app.

Not all the bytes of the private key have to be recovered, since al-
gorithms such as the van Oorschot-Wiener algorithm [226] can be used
to recover the remaining bits. Indeed, this creates a trade-off between
the number of queries and the amount of offline work required by the
attacker. Since the latter does not require access to the device, it is con-
venient to execute just the sufficient number of queries required to make
the offline attack feasible. For example, the van Oorschot-Wiener algo-
rithm has time complexity O(2"/2), where n is the bit-size of the set to be
searched, and it is parallelisable. Recovering 31 base64 characters (that
is, 178 bits, accounting for the 2 bits of padding and the known “=”) via
the compression side-channel described above leaves 13 characters to be
recovered, equivalent to a search space of size 278 after base64 decoding.
This makes the offline part of the attack perfectly feasible.

Proof-of-Concept: We created a custom Threema server and instru-
mented the client code in order to redirect requests to our server rather
than the actual Threema Safe server. This allows us to both see the
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at the time this research was
carried out; we stumbled upon the
requirement for this first canary
by trial and error.
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Figure 2.10: The distribu-
tion of the number of com-
pression side-channel oracle
queries in our successful key-
recovery experiments. Each
“query” is a backup attempt by
the Threema app. The x-axis
shows the number of queries,
grouped into bins of width
4,000. The y-axis shows the
number of experiments falling
into each bin. The minimum
number of queries was 1,920,
the maximum 90,176 and the
mean 23,382.

19We remark that “failure” here
means that our automated exploit
did not successfully retrieve the
key. If a targeted attack were

to be run, one could manually
guide the process. In fact, when
a failure happens it is often be-
cause the exploit begins reveal-
ing characters of other parts of
the backup, which can be easily
spotted as the exploit is running.
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length of the backups and to make backups fail by returning an HTTP
error code. To automatically induce a new backup, we use Android de-
bugging tools which can force an app to stop and restart. In order to
measure the number of queries needed to complete the attack at scale,
we also reimplemented the client backup mechanism, and simulated the
attack locally. Figure 2.10 summarises our experimental results. We suc-
cessfully recovered the user’s private key in 4.7k out of 10k experiments;
in these successful runs, we required a median of 19.4k backup attempts
(mean 23.4k).'® In our PoC, each attempt requires around 2s, implying a
total running time of around 11 hours for the attack to recover 31 base64
characters of the private key.

The backup is normally transmitted to the server on a TLS connec-
tion, but with modern cipher suites (AES-GCM or ChaCha20-Poly1305),
TLS does not hide the length of its payloads. So we consider the attack
to remain viable even if the attacker can only see TLS-protected traffic
as in our compelled access threat model.

Impact: Recovering the private key leads to a complete loss of security:
after doing so the attacker can impersonate the user in any action and
decrypt E2E protocol messages.

2.5 MITIGATIONS

We describe the mitigations we proposed to Threema, along with the
ones that Threema employed in practice, and comment on what our
attacks mean in practice for Threema users.

Forward Secrecy at the E2E level: We identify the lack of forward
secrecy as one of the main weaknesses of Threema, since it accentuates
the severity of many of our attacks. There is no simple fix: a protocol
redesign supporting the use of ephemeral keys is necessary. We rec-
ommend that Threema adopt the Signal protocol, whose cryptographic
API is available through the libsignal library [196]. The Signal protocol
has received extensive security analysis [125, 80, 184, 81] and provides
forward secrecy and post-compromise security at the end-to-end layer.
We note that Whatsapp has transitioned towards using the Signal proto-
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col in the past [205], showing that such a change is feasible even for a
messaging app with a huge user base.

Following the disclosure, Threema released Ibex, an additional protocol
developed independently of our work. Ibex is layered on top of the E2E pro-
tocol, and aims to provide forward secrecy via an asynchronous, ephemeral
key exchange. The keys derived from this exchange are used to instantiate a
symmetric ratchet analogous to Signal’s. The lack of an asymmetric ratchet
means that Threema still lacks post-compromise security. Ibex was opt-in
during the initial phases of the roll-out, but should now be default for all
users; as noted in Section 2.2.1, it is at the time of writing incompatible with
the multi-device mode. Assuming any past compromise of the Threema
server, forward secrecy of conversations that happened prior to the Ibex roll-
out would be irrecoverable; to the best of our knowledge, though, Threema
has not been compromised.

Strengthening the C28S Protocol: The least invasive modification to
the C2S protocol that directly prevents our attack of Section 2.4.1.2 would
be to include the server cookie inside the vouch box. This ensures that, as
long as the server picks a fresh cookie every time the protocol is run, the
vouch box cannot be trivially replayed. We recommend that Threema
replaces its bespoke C2S protocol with the IK protocol of the Noise Pro-
tocol Framework [235], which allows for o-RTT encrypted communica-
tions between the client and the server and provides authentication and
forward secrecy. Furthermore, it prevents the attack of Section 2.4.1.1
(Impersonation by Randomness Failure). The Noise protocols have been
analyzed and proven secure [107, 108], and Noise protocols have seen
practical deployment in Wireguard [104] and Whatsapp [237].

Threema fixed attacks 1 and 2 via key separation using an additional
KDF step with distinct labels, as well as by including the server cookie in
the vouch box. Caching of ephemeral keys has been removed on the client
and server. We do not believe these attacks affected Threema users at large,
since we are not aware of practical mechanisms to recover ephemeral keys
for (attack 1), and Threema reported that no Threema Gateway account
was registered with the public key of their server in the past (attack z).

Preventing Cross-Protocol Attacks: The attacks in Sections 2.4.1.2
(Vouch Box Forgery) and 2.4.2.3 (Kompromat Forgery) exploit the fact
that the same “X25519-then-Encrypt” paradigm is used multiple times
for different purposes but with the same keys. By using payloads cre-
ated in one protocol in another, the adversary gains capabilities that they
would not have when viewing the protocols separately. A secure applica-
tion should cryptographically compartmentalise its protocols, taking a
very conservative approach when using the same cryptographic material
in different protocols (if doing so at all). A common way to prevent this
class of attack is to use proper key separation: the X25519 key material
will then only be used to derive context-dependent keys using a KDF
with proper labels. We stress that key material that is used to derive
other keys should not be used itself for other purposes, since it is im-
portant to ensure that leaking one of the keys during its usage does not
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affect any other key, i.e. the keys should remain effectively independent
of each other.

In correspondence, Threema indicated that they would make extended
use of KDFs to ensure key separation. The 2026 white paper [136] shows
BLAKE2b being used for key separation in the newly designed protocols
(e.g. multi-device), but does not fully document the registration, contact
discovery, EzE, and C2S protocols. We did not study this new design in
depth, but we did confirm that registration and contact discovery now use
separate keys, derived with different labels from the C2S protocol key [141].

Protecting Metadata: The simplest way to prevent the attacks of Sec-
tions 2.4.2.2 (Replay and Reflection Attacks) and 2.4.2.1 (Message Re-
ordering) is to protect the integrity of the metadata contained in the E2E
packet. This can be simply achieved by including the metadata in the
(authenticated but not encrypted) “additional data” field of the AEAD
scheme. This modification has zero message overhead and supersedes
the usage of the metadata box, eliminating the need for an additional
ciphertext and tag. Protecting the metadata in this way would prevent
an adversary from swapping the source and destination of the message
and thus prevent reflection attacks. To prevent message reordering at-
tacks, the app could use a per-recipient counter for the AEAD nonces
in the E2E protocol. This would also allow the recipient to detect lost
or adversarially deleted messages, but would still leave the problem of
how to avoid nonce repetitions when the Threema app is reinstalled or
when the user changes device. We suggest that the app should re-run the
registration protocol in this event, establishing a fresh key pair (a, 4).

Threema’s introduction of Ibex fixes the reordering and replay attacks.
The metadata box is now mandatory. Threema did not adopt our sugges-
tion of using AD, citing backwards compatibility concerns; additionally, the
NaCl library they depend on does not expose an interface for setting addi-
tional data during encryption. Attacks 3 and 4 have limited implications
if the underlying E2E plaintext is unknown, so they are unlikely to have
affected Threema users.

Preventing Cloning via Threema ID Export: The ID export fea-
ture should be protected, possibly by requiring the user to provide a
passphrase chosen at registration time, or at least by enforcing the use
of the phone OS’s authentication mechanisms such as biometrics and
PIN codes. It is up to Threema to choose how to balance usability and
security, but we would err on the side of the latter.

The client now keeps track of ephemeral keys used in the C2S protocol
and the user is alerted if an ephemeral key has been used in a CzS session
that does not match the main session. Attack 6 is the most likely to have
been exploited in the real world. This attack did not impact Threema users
at large, but left at-risk individuals vulnerable to targeted attacks.

Mitigating the Compression Side-Channel: Threema should avoid
using compression. To avoid an explosion in server-side storage require-
ments, a binary serialization format such as CBOR [67] could be used
instead of JSON.
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Threema disabled compression in backups. Attack 7 has serious im-
plications, since observing the size of past Threema backups provides side-
channel information on a user’s secret key, but does require targeting a
specific user.

2.6 CONCLUSIONS

Threema is marketed as a secure app, suitable for both individuals and
companies. It is used by government departments and high-profile politi-
cians. On the other hand, the seven attacks we have presented highlight
fundamental weaknesses in the design of Threema. Indeed, the Threema
protocols lacked basic properties that are nowadays considered de rigueur
for a messenger app to be regarded as secure: forward secrecy with re-
spect to a malicious server, and protection against replay, reflection, and
reordering attacks. The cryptography in Threema showed design flaws
that needed to be addressed in order to meet the security expectations of
its users. We have not analysed Threema again after our original research
was carried out. All of our attacks have been mitigated with targeted
patches, without changing the Threema architecture in depth, or intro-
ducing breaking changes in most of the protocols. While the security
analysis of Ibex is a step in the right direction, in the absence of a full
security proof, it remains to be seen whether Threema will withstand
possible future attacks.

Stepping back from the details of our analysis, we believe that our
work presents (at least) three useful lessons for developers when deploy-
ing complex cryptographic protocols.

First, using modern, secure libraries for cryptographic primitives does
not on its own lead to a secure protocol design: It is possible to misuse
libraries such as NaCl and libsignal when building a more complex pro-
tocol and developers must be wary not to be lulled into a false sense of
security. A pertinent example is the C2S protocol in Threema, which has
many issues with ephemeral keys. Another recent example is Bridgefy’s
mis-integration of libsignal [13]. In some cases, it is the API of the li-
braries themselves that encourages bad cryptographic practice. For in-
stance, NaCl’s authenticated encryption routines do not allow for associ-
ated data. This was the reason for the Threema’s bespoke metadata box
construction. To their credit, Threema’s developers did (largely) avoid
“rolling their own crypto” but this advice should be extended to “don’t
roll your own cryptographic protocol”. Of course this advice is only use-
ful if good alternatives are available. In the particular case of the C2S
protocol, Threema could have used the Noise IK protocol or TLS.

Second, beware of cross-protocol interactions: A standalone protocol
may appear to be secure, but cross-protocol interactions can undermine
security guarantees, as we have shown in Threema with the vouch box
and Kompromat attacks. So developers should be careful not to introduce
such vulnerabilities. Every message should be cryptographically bound
to its protocol and thereby rejected whenever it is used in a different pro-
tocol. This can be done by strictly following the key separation principle
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— use different keys for different purposes. Notably, a recent analysis
of the secure messaging protocol Matrix also exploited cross-protocol
interaction to violate the confidentiality of messages [16].

Third, proactive, not reactive security: Our inability to find an attack
on a protocol does not imply it is secure: new attacks could be found
at any moment and known attacks only get stronger over time. Often,
software releases follow a design-release-break-patch process (a reactive
approach [227]). This can be inconvenient for users and may also lead
to the need to maintain backwards compatibility, opening the way to
possible downgrade attacks [172, 51, 9, 32]. Developers should adopt a
proactive approach, where the protocol is formally analysed during the
design stage. Ideally, different forms of analysis would be carried out,
e.g. using symbolic approaches or by producing computational security
proofs. While this cannot exclude every attack possibility, it can help
improve confidence in the protocol’s security. Furthermore, protocols
should be designed in such a way that this formal analysis can be more
easily carried out. In the present setting, because the C2S protocol uses
its session key directly in the handshake (to derive the metadata key), it
is impossible to prove session key security, a standard property targeted
in security proofs for key exchange protocols.

None of these lessons is fundamentally new, but given the results
of our analysis of Threema, and the recent works in the field of secure
protocol analysis [16, 13, 20], they apparently bear repeating.



CHAPTER 3

MFKDF: Multiple Factors
Knocked Down Flat

This chapter has been previously published as:

Scarlata, M., Backendal, M., Haller, M. “MFKDF: Multiple Factors
Knocked Down Flat” 33rd USENIX Security Symposium (USENIX Se-
curity 2024), pp. 4301—4318. USENIX Association, August 2024.

DOI: https://doi.org/10.3929/ethz-c-000682942

For this chapter, I have made minor modifications from the original pub-
lication, including extended details that were present in the full ver-
sion [260] or previously unpublished.

Summary In this chapter, we show that the Multi-Factor Key Deriva-
tion Function (MFKDF) framework proposed by Nair and Song at USENIX
Security 2023[220] falls short of their stated security goals. MFKDF al-
lows users to derive cryptographic keys based on multiple inputs: factors
such as passwords and one-time codes, and a public state. Underspecified
cryptographic primitives and the lack of integrity of the public state lead
to several attacks, ranging from full key recovery when an HOTP factor
is compromised, to bypassing factors entirely or severely reducing their
entropy. We reflect on the different threat models for key-derivation and
authentication, and conclude that MFKDF is always weaker than plain
PBKDF and multi-factor authentication in each setting.
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3.1 INTRODUCTION

With more and more data stored online or distributed across multiple
devices, an increasing number of security-sensitive applications face the
challenge of combining data availability with user-friendly key manage-
ment. The traditional solution is passwords, for both authentication
and key derivation. Password-based systems are relieved from some of
the difficulties of key management, since users do not have to handle
cryptographic keys. In return, allowing (and even encouraging) human-
memorable secrets means that passwords often have low entropy, come
from a small and predictable “dictionary” and may be highly correlated
with one another.

In response to a wide variety of attacks stemming from these is-
sues, password-only authentication to web services is being phased out.
Instead, users are offered a two step verification process, where they
need to provide a second “factor” in addition to their password. This
is known as Two-Factor Authentication (2FA), or more generally, Multi-
Factor Authentication (MFA). Examples of such second factors include
Time-Based and HMAC-Based One-Time-Passwords (T/HOTP), Out-Of-
Band (OOB) authentication and codes generated by hardware tokens
such as YubiKeys. Surveys show a sharp increase in the adoption of MFA
among users [79], and cybersecurity advisory bodies such as CISA now
advise the use of MFA in their recommended best practices [88].

In contrast, passwords are still commonly used as the sole source of
entropy for key derivation, as input to Password-Based Key Derivation
Functions (PBKDFs), in systems performing client-side encryption. Ex-
amples of this include full disk encryption, end-to-end encrypted cloud
storage, password managers and cryptocurrency wallets. In all of these
settings, keys derived from passwords remain as (in)secure as the pass-
words from which they stem.

MFKDF. In an attempt to remedy this, Nair and Song [220] (NS) pro-
pose the concept of a “Multi-Factor Key Derivation Function” (MFKDF)
as a way to integrate the advantages of multi-factor authentication into
password-based key derivation. MFKDF extracts entropy from existing
authentication factors, such as T/HOTP, and combines them with the
password before applying a PBKDF to derive a key. The goal is to derive
a key that has the entropy of all the factors and password combined,
and to retain security even against partial compromise of the source key
material (i.e., the password and the authentication factors). The security
guarantees claimed for MFKDF state that attackers should not be able to
separately guess individual MFKDF factors, and that the difficulty of cor-
rectly guessing all factors simultaneously gives an “exponential security
improvement over password-based key derivation” [220].

NS propose to use MFKDF-derived keys directly in other applications
requiring a symmetric key, such as database encryption in a password
manager. We will refer to this setting as the key derivation setting. Ad-
ditionally, the authors state that MFKDF-derived keys can be used to
authenticate users, as a replacement for MFA, since an MFKDF key im-
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plicitly verifies the user’s authentication factors. We will refer to this
setting as the authentication setting,.

The concept of MFKDF was presented at USENIX Security 2023 [220],
and is accompanied by a Javascript reference implementation [217].

3.1.1  Our Contributions

We analysed MFKDF and discovered several issues, ranging from a fun-
damental problem with the idea of using authentication factors for key
derivation (Attack 3.3.1), to vulnerabilities in the proposed constructions
(Attacks in 3.3.2—3.3.3). We briefly outline the attacks below.

1. The Dynamic Factor Attack (3.3.1) surfaces a critical mismatch
between the goals of key derivation and authentication, and shows
that the most common authentication factors are unsuitable for
key derivation. By construction, key derivation functions are deter-
ministic; they need to always re-derive the same key on the same
input. Hence, MFKDF extracts static key material from so called
dynamic authentication factors, such as T/HOTP. When used for
authentication, dynamic factors produce different responses to au-
thentication challenges. Leakage of such one-time codes does not
result in a permanent degradation of security: a later authentica-
tion attempt would use a different code, which cannot be derived
from the leaked one. This attack shows that an adversary can re-
compute this static key material from a single one-time code from
the authentication factor, thereby permanently degrading the secu-
rity of MFKDF. This is in sharp conflict with the original security
models of TOTP and HOTP.

The threat models for authentication and key derivation allow for dif-
ferent kinds of leakage of secret values. In particular, “one-timeness”
of authentication codes is not reflected in the confidentiality require-
ment of KDF inputs. So while the idea of using authentication factors
to strengthen password-derived keys is praiseworthy, our first attack
shows that—because of these disparate threat models—the use of exist-
ing authentication factors for key derivation is problematic.

We present many other attacks, showcasing vulnerabilities in the
MFKDF construction that undermine the claimed security guarantees.
These attacks fall into two main categories:

2. The State Integrity Attacks (3.3.2) leverage the fact that a mali-
cious server can modify the MFKDF state: this allows the adversary
to control the output of the key derivation, to bypass factors, and
even to recover derived keys when users interact with the MFKDF
construction.

3. The Specification Attacks (3.3.3) exploit incorrect or missing as-
sumptions in the specification of MFKDF. In particular, we show
that, as specified in the version we analysed, MFKDF built with
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H/TOTP factors is insecure. Additionally, MFKDF relies on proper-
ties of symmetric cryptography that do not follow from traditional
security notions such as IND-CPA, and on the (lacking) informa-
tion theoretical security of the many-time pad. These mistakes,
and others, invalidate the security theorems presented by NS.

Most of the above attacks impact not only the formal specification of
MFKDF, but also the reference implementation. This highlights how
mistakes at the specification level transform into practically exploitable
vulnerabilities in code.

After presenting the attacks, we propose countermeasures for the
issues which can be mitigated, and draw wider conclusions from the
remaining fundamental problems. We argue that the proposed combina-
tion of MFA and PBKDF fails to recognize the distinct threat models for
authentication and key derivation, and is therefore irrecoverably flawed.

In the authentication setting, we show that MFKDF is always weaker
than corresponding traditional MFA choices. Additionally, we believe
that the statement that MFKDF can be implemented with “no noticeable
change to the user experience” may lead to careless handling of one-time
codes, which are much more security critical when used for MFKDF than
for traditional MFA. We hence caution against the use of MFKDF in this
setting.

In the key derivation setting, our attacks show that the usage of
MFKDF can annul the security of a strong password. We propose mitiga-
tions to these issues, but show that even after patching the vulnerabilities,
MFKDF does not provide a significant advantage over a naive PBKDF
construction which derives the key from the concatenation of multiple
static secrets.

3.1.2 Related Work

MFA and Key Derivation. The state of the art in multi-factor au-
thentication includes WebAuthn [160], a part of the FIDO2 Project [25].
WebAuthn enables completely passwordless authentication, thus side-
stepping the problem of user passwords. WebAuthn credentials, also
known as Passkeys [73], leverage public-key cryptography for authenti-
cation, and can either be bound to a hardware authenticator (such as a
YubiKey [154]), or synchronized across user devices.

For local authentication and key derivation, modern approaches in-
clude relying on secure hardware to achieve higher security guarantees.
Examples include the use of Trusted Platform Modules (TPMs) [214, 167]
for disk encryption and smartphones leveraging secure chips [167, 287]
to defend against brute-force attacks on PINs and passcodes.

In the online setting, Oblivious Pseudo-Random Functions [222, 123,
174] (OPRFs) let a client derive a key as a function of its password and
a server secret, without the server learning the password or the derived
key. Combining the entropy of the password with the server secret in-
creases the cost of offline dictionary attacks on the password for external
adversaries, making OPRFs a promising alternative to PBKDFs.
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KDFs that combine multiple inputs have emerged in the literature
surrounding hybrid KEMs [106, 132, 55] and hybrid key exchange [114],
in order to support entropy contributions from both classical and post-
quantum primitives; key derivation for messaging may also require mul-
tiple key inputs, such as the combination of pre-shared keys in MLS
groups [39] and the combination of different Diffie-Hellman secrets in
Signal’s X3DH [206].

KeeChallenge and OtpKeyProv. KeePass [245] is a password man-
ager that supports authentication factors, such as HOTP and HMAC
challenge-response authentication [290], in addition to a password to en-
crypt the application database. This integration is implemented through
two plugins, KeeChallenge [256] and OtpKeyProv [246], which both pre-
date MFKDF, as shown from historical snapshots of the plugin list on
the KeePass website [199]. While an in-depth analysis of the security
of these plugins is outside of the scope of this chapter, we note that
these plugins also suffer from some of the same problems as MFKDF.
The dynamic factor attack applies here as well: the plugins need to ex-
tract static key material from the one-time codes. In addition, we show
in Attack 3.3.3.2 that HOTP codes are not uniformly distributed: unless
the plugins account for biases in the distribution, their security would

also be degraded.

MF*. MFKDF also appears in other works by NS. The custodial wal-
let design [218] is based on MFKDF and inherits its vulnerabilities, as
does their follow-up implementation of an MFKDF-based Ethereum wal-
let [266]. The MFCHF credential hashing function [219] is vulnerable to
our attacks on factor constructions.

Attacks. There is a flourishing variety of attacks on cryptosystems
in the wild. Key-overwriting attacks in the style of our OOB attack
began with Klima and Rosa [183], and have seen a recent resurgence in
modern cryptanalysis [72, 38, 19]. Lack of integrity in metadata has been
exploited in practice in recent attacks in messaging applications [20, 229],
but its perils have been long known by the community [231].

Non-uniform distributions were exploited in the contexts of biased
ECDSA nonces [69], randomness failures in RSA key generation [158],
and RCq [202]. While RFC 4226 [197, A.4] discusses why HOTP biases
are negligible in the authentication setting, to the best of our knowledge
we are the first to construct and evaluate an attack that exploits the bias
when HOTPs are used for encryption.

PBKDF constructions have been analyzed before [26, 288], but MFKDF
aspires to be an entirely novel primitive, warranting its own analysis.

Follow-ups. The theoretical foundations of KDFs that take multiple
inputs have been first systematically studied by Backendal et al. in [36],
which lays down security definitions and potential constructions for
what they dub n-KDFs. After our research was carried out, Roberts,
Nair and Song went on to define MFKDF2 [253], a follow up to MFKDF
that aimed to patch all the security vulnerabilities we identified with
the original work. A security audit of the MFKDF2 implementation was
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! These protocols remain heavy-
weight, due to the reliance on
homomorphic encryption, zero-
knowledge proofs, and non-
standard one-way functions

with algebraic properties. No
concrete implementations or
benchmarks have been published.

2This has been partially realized
with the release of MFKDF2 [253].

3 Note that none of our attacks
are affected by this change in
syntax; we deviate from the
original MFKDF description
only in the interests of clar-
ity and internal consistency.
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carried out by Scarlata [252], highlighting some security issues that were
fixed in later releases of the library. At the time of writing this thesis, a
formal security analysis of MFKDFz2 is still missing. In parallel, Boyen
et al. [68] proposed the notion of “Two-Factor Authenticated Key Ex-
change”, asymmetric Password-Authenticated Key Exchanges (PAKEs)
where the password is augmented with a t-bit one-time code computed
by a second device. The authors also propose two efficient’ instantiations,
and prove their security. This work does not contradict our fundamental
attack, since the PAKE does not derive a deterministic key, but shows
that cryptographically secure multi-factor constructions are possible.

Iliescu’s MSc thesis [165], supervised by Scarlata, Backendal and
Paterson, explores the use of OPRF evaluation as a way to implement
second factors for key derivation. For instance, an OPRF key can be
placed on a smartphone, and used to interactively evaluate the OPRF
on input a static secret like a password. With such a design, even with
access to all the messages of the OPRF flow, an adversary would need to
compromise both the password and the OPRF key in order to derive the
final key. This would improve security in the setting where the software
running on the user’s client (e.g. their laptop) is not compromised, but
all of the inputs are (e.g. because of a hardware keylogger and network
interception).

3.1.3 Ethical Considerations

We disclosed our findings to Nair and Song on 01/17/2024 and they ac-
knowledged receiving them on 01/22/2024. While NS argued that the
underspecification exploited by some of our attacks is intentional for
“flexibility and future-proofness” of MFKDF, they confirmed the vulnera-
bilities in their implementation, as well as that Attack 3.3.1 is unavoidable.
We discussed the mitigations from Section 3.4 with NS. They intended
to modify the MFKDF specifications to highlight the importance of pro-
tecting the integrity of the MFKDF state and the use of secure encryp-
tion primitives.” They clarified that the MFKDF implementation was
intended as a proof of concept; they were unaware of any deployment
of their code, and they would implement any necessary changes prior to
use in production applications.

3.1.4 Chapter Structure

We start by defining a formal syntax for the MFKDF constructions and
primitives in Section 3.2, adapting it slightly from the syntax presented
in [220] for the sake of clarity.? Section 3.3 presents our attacks against
the MFKDF construction and reference implementation. Section 3.4 fol-
lows with the possible mitigations. Finally, Section 3.5 discusses the
inherent flaws in MFA-based key derivation functions, and the differ-
ent threat models of key derivation and multi-factor authentication. We
conclude and propose future directions in Section 3.6.
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3.2 BACKGROUND

Notation and Conventions. We denote assigning value x to vari-
able a by a < x, where x might be the output of an algorithm. Similarly,
a <3 X denotes sampling uniformly at random from the set X’ and as-
signing the result to a. We write [0, 10°) for the right-open interval of
all integers from o (inclusive) to 10° (exclusive). The symbol || denotes
string concatenation and @ denotes XOR. For an encryption scheme
(Enc, Dec), Enc(k, m) denotes the encryption of message m under key
k and Dec(k, ¢) the decryption of ciphertext c.

3.2.1 Authentication Factors

Following [220], we define a factor, F', to be a two-valued probability dis-
tribution (o, ) generated by an efficient probabilistic algorithm, which
we also refer to as F. The factor material o represents the secret part of
the factor (for example, a password, or a key for the HOTP algorithm)
whereas the factor parameters o represent the public knowledge about o.

An authentication factor additionally specifies a protocol between
a prover and a verifier, consisting of a witness generation algorithm and
a verification algorithm. The witness generation algorithm, run by the
prover, takes the factor material o and some optional additional witness
input inp to produce a witness . Depending on the protocol, the op-
tional input ¢np may be generated by the verifier and sent to the prover
(e.g., in challenge-response protocols), or be part of the state kept by both
parties (e.g., a counter). The verification algorithm takes as input o, inp
(if present) and W, and checks if W is a valid witness.

As an example, in the case of passwords the witness W is often
the password o itself. For T/HOTP, W is a one-time password, and
inp the current timestamp or counter value used to generate it. The
secret factor material o is assumed to be shared (for example, during a
setup phase) between the prover and the verifier, such that at the time of
authentication, only the witness needs to be communicated. We say that
an authentication factor is dynamic if the witness changes with every use
of the factor, and learning W does not allow an adversary to compute o.

Below, we review the dynamic factors used in MFKDF.

HOTP and TOTP. The HOTP algorithm, defined in RFC4226 [197]
and shown in Algorithm 1, takes as input a static symmetric key kj, (the
secret factor material o) and a counter ctr (as the witness input inp).
It first generates a 20-byte digest hs by computing HMAC on the key
and counter, then truncates the digest to 31 bits using a dynamic trun-
cation algorithm that we call DynTrunc.* Finally the truncated digest is
transformed to an integer using the function BitsTolnt, which on input a
bitstring b,by—1 . . . by returns the integer S,y = Z?:o b; - 2. The reduc-
tion of s;,,; to d digits is the resulting one-time password HOTP (ky, ctr),
which constitutes the witness W.

The verification algorithm simply recomputes the one-time password
and checks that HOTP (ky, ctr) = W.
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5 Additionally, TOTP
may use a different hash
function than HOTP.
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Algorithm 1 HMAC-based One-Time Password

1: procedure HOTP(kp, ctr) > Witness generation
2: hs <~ HMAC-SHA-1(kp, ctr)

3: Spits < DynTrunc(hs) > | Spirs| = 31 bits
4: Sint < BitSTO'nt(Sbits)

5 return s;,; mod 10% > Witness W

TOTP [198] is defined as TOTP := HOTP(ky,, T')> where the counter
ctr is replaced with T, a coarse-grained integer representation of the
current time. Note that for both HOTP and TOTP, the PRF security of
HMAC [44, 43] implies that access to old one-time codes does not allow
an attacker to produce new ones or recover kp, making these factors
dynamic.

Out-Of-Band Codes. A popular non-cryptographic way to implement
a dynamic factor is to send one-time codes over an “out of band” channel
(e.g., SMS or email). In this case, there is no shared secret material, i.e.,
o is empty. Instead, the server generates a random one-time code as
the witness input inp, and sends it to the user over the OOB channel.
The user then sends this value back to the server over the main channel.
Hence, the witness is directly the input inp. The server verifies that
inp = W, i.e., that the user sent back the same code that the server gen-
erated. This kind of factor lacks cryptographic guarantees, and assumes
the OOB channel to be confidential and exclusive to the user.

HMAC Hardware Tokens. Some hardware tokens such as YubiKeys
use HMAC-SHA-1 evaluation for authentication. This is equivalent to
HOTP, except that the input to the witness generation algorithm is an
arbitrary challenge rather than a counter, and the output is the full-length
HMAC tag.

3.2.2 MFKDF

The core idea of MFKDF is to combine MFA with PBKDF. That is, the goal
is to use some combination of authentication factors to derive a static
symmetric key. The MFKDF paradigm consists of two parts: (1) a factor
construction part, which takes the factor material from an authentication
factor and turns it into source key material, and (2) the KDF part, in which
the source key material from multiple authentication factors is turned
into a key. See Figure 3.1 for an illustration.

In the following, we briefly describe the syntax of a factor construc-
tion, and the constructions proposed by NS for some dynamic factors.
Next, we review the syntax of a key derivation function and describe
how factor constructions are combined to build MFKDF, describing the
threshold setting in Section 3.2.2.2 and the n-out-of-n derivation setting
in Section 3.2.2.3.
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3.2.2.1 Factor Constructions

A factor construction for a factor F' consists of algorithms Setup and
Derive. Via (kp, fy) < Setup(c), the randomized setup algorithm on
input the factor material o “constructs” the static source key material
kp and initial state 3,.° Then, the randomized and stateful algorithm
Derive, on input a witness W; for F' and (public) state /3;, enables contin-
ued evaluation by reconstructing the key material £ and producing an
updated state ;1. That is, (kF, Bi+1) < Derive(W;, ;).

For dynamic factors, the witnesses change over time, making it non-
trivial to derive the same static kr from every witness. NS solve this
by storing the secret factor material ¢ in 3, thereby allowing future wit-
nesses to be computed within algorithm Derive and the changes offset
by updates to the state. To protect o, it is encrypted under the MFKDF-
derived key K. This establishes a circular "feedback mechanism" where
K is first derived from all factors, and then used to encrypt the factor
materials. In order for the feedback mechanism to work, the setup and
derive algorithms must be run in parallel for all factors used in MFKDF,
and intermediate outputs from each factor construction influence the
computations of others. To model this, we deviate from the syntax pre-
sented in [220] and split algorithms Setup and Derive into two stages
each: Setup,, Setup,, Derive;, and Derive,. Stage one reconstructs <,
which is combined with other factors’ key material to derive K. Stage
two uses K and K to create 3; 1 for the next iteration. We thus define
a factor construction as follows.

Definition 1 (Factor Construction). A factor construction for factor F
with factor material o is a tuple of algorithms
kp < Setup, (o),
Bo < Setup, (K, 0, kF),
kp < Derive;(W;, 5;), and
Bit1 < Derivey(K, kp, Bi),

where K is the final key output by MFKDF (see Section 3.2.2.2).

For factors that do not employ the feedback mechanism, we will
simply refer to the combined algorithms (kp,8y) « Setup(c) and
(kF, Bit1) < Derive(W;, ;).
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Figure 3.1: MFKDF combining
authentication factors (Fhotp
and Flqc) with a password to
derive a key. Dynamic factors
are colored green and striped,
static ones yellow and dotted.

Note that in [220], NS refer to the
source key material Kk as “factor
material” and the public parameters
[ as “factor parameters” (and de-
note them o and «, respectively).
However, not all factor construc-
tions use the factor material o as
the source key material kg (for ex-
ample, the HOTP construction uses
a fresh static secret as kg, not the
HMAC key o = kp). Hence, we
choose to separate the notation to
avoid confusion.
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Algorithm 2 HOTP Factor Construction for HOTP key kj,
1: procedure Setup, (k)
2 Khotp <5 [0,10%)
3: return Kp

4: procedure Setup, (K, kp, Kpotp)

5 Wy <~ HOTP(ky, 0)

6: Cie0 < (Khotp — Wo) mod 104
7 ¢o < SK.Enc(K, kp,)

8 return (0, ¢ 0, C5)

9: procedure Derive;(W;, 3;)

10: (, Ckyi» Co) < Bi

11: Khotp < (CIQ,’L' + WZ) mod 10d
12: return Kpoy

13: procedure Derivey(K, Kpop, ;)

14: (Z7 Cr,is CU) < BZ

15: kh — SK.DEC(I(7 CU)

16: Wig1 < HOTP(k‘h, 1+ 1)

17: Crit+1 < (Ehotp — WH_]) mod 10d
18: return (I + 1, ¢4 i1, Co)

In the following paragraphs, we review the factor constructions pro-
posed by NS in [220] relevant to our attacks.

HOTP Factor Construction. Recall that for an HOTP factor Fj,,
the private factor material o is the HMAC key kj, and the witness is
a one-time password W; = HOTP(ky,¢), where i is a counter. In the
factor construction for MFKDF, shown in Algorithm 2, the source key
material K04, consists of a d-digit integer (called the “target” in [220]),
which is sampled uniformly at random from [0,10%).” The source key
material K, is encrypted in a stream-cipher fashion by subtracting
modulo 10¢ the next one-time password W;, 1, generating a ciphertext
Ck,i+1 Which is stored in the factor state ;1. This allows .y, to be
(re-)derived by adding the witness back to ¢, ;1.

To access the next witness W;; 1 used to encrypt k.4, NS use the
feedback mechanism described above: the HMAC key kj, is stored en-
crypted in the state using the final MFKDF key K. NS do not further
specify the encryption scheme used in their HOTP (and TOTP) factor
construction. In particular, they do not demand that the scheme should
be randomized, nor do they define the expected security properties. As
we will see later, this under-specification makes the HOTP (and TOTP)
factor construction of MFKDF vulnerable to attacks.

This feedback mechanism adds an element of circular security to
the factor construction: the source key material x4, is encrypted with
the witnesses derived from kj, and kj, itself is encrypted under the key
K derived from the source key material. This is true for all factor con-
structions proposed by NS that make use of the feedback mechanism. A
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Algorithm 3 HMAC Factor Construction for HMAC key kj,
1: procedure Setup(kp,)

Khmae < kns Co 3 {Oa 1}160

3 WO — HMAC—SHA—l(HhmaC, CO)

4: return (ﬁhmam (007 Khmac D WO))

N

5: procedure Derive(W;, 5;)
6 (ciyeni) < Bi

7 Khmac < Ck,i S2) Wz

8 Civq <5 {0, 1}160

9 Wi—i—l — HMAC-SHA-I(KJhmaC, Ci+1)
10: return (Khmaca (Ci-i-la Khmac D Wi—‘rl))

formal proof of security of MFKDF would hence be limited to what can
be achieved in this setting of key-dependent messages [60].

TOTP Factor Construction. The TOTP factor construction is analo-
gous to the HOTP construction, except that the ciphertext ¢, ; is replaced
by a vector ¢, ; which contains the encryption of x4, under all OTP
witnesses for a window of future times, such that decryption is possible
using any witness generated during a time in the window. For details,
see [220, Appendix A].

HMAC Factor Construction. This is similar in spirit to the HOTP
construction, but this time the HMAC key kj, is directly used as the
source key material Kpq.. Challenges are random 160-bit values, and
the witnesses W, from the authenticator are used as one-time pads to
encrypt Kpmac. Algorithm 3 shows the HMAC factor construction used in
MFKDF to enable support for hardware authenticators, such as YubiKeys,
via the HMAC-SHA-1 challenge-response mechanism. In contrast to
the usual authentication protocol of an HMAC hardware token, where
the authenticator is used to compute the response to a freshly sampled
challenge, here the next challenge c;; is derived ahead of time and
stored in the public state 3; 1. The state also contains the XOR of the
HMAC key k;, with the next witness W;1 computed as response to ¢; 1.
When the client authenticates, it uses the hardware authenticator to re-
derive the witness W, in response to the stored challenge and can
hence recover Kpmqc.

OOB Factor Construction. Recall that OOB authentication factors
rely on a secure channel between the verifier and the prover, such that
the verifier can send a one-time password (OTP) to the prover when they
want to authenticate. For MFKDF, NS assume a particular instantiation
of this channel, based on S/MIME: the users owns a key pair (sk, pk) for
an associated public-key encryption scheme (PK.Enc, PK.Dec). The key
material k., is sampled uniformly at random in [0, 10%), and encrypted
in a stream-cipher fashion (like in the HOTP construction) with a random
OTP € [0,10°) generated by the user. Finally, the user encrypts the OTP
to themselves and sends it to the server for storage. At factor derivation
time, the user can fetch the OTP and decrypt it. Algorithm 4 shows the
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Algorithm 4 OOB Factor Construction

Require: Let (PK.Enc, PK.Dec) be a public-key encryption scheme
with associated keys (pk, sk).
1: procedure Setup()

2: Koob <8 [0, 106>

3 Wy s [0,10°)

4 Cr0 < (Koo — Wo) mod 10°
5 cw,o < PK.Enc(pk, W)

6 return (Hooba (pka Ck,05 CW,O))

7: procedure Derive(W;, ;) > The user has derived W; using their sk
by W; < PK.Dec(sk, cy;).

8: (Pk, cxiscwy) < Bi

9 Koob < (Cri + W) mod 10°

10: Wig1 s [O, 106)

11: Cr it1 € (Hoob — Wi—l—l) mod 10°
12: CW,i+1 < PK.Enc(pk, WiJr])

13: return (Hoob, (pk, Ck,i+1) CW,i-i—l))

setup and derive procedures for the OOB factor construction proposed by
Nair and Song. Here, the witness is the OTP from the OOB authentication
factor, but generated by the client rather than the server. Note that the
decryption of the OTP witness W; from the outsourced ciphertext cyy;
is part of the normal authentication protocol for the OOB authentication
factor, and hence assumed to happen outside of algorithm Derive.

3.2.2.2  Combining Factors - Threshold

Here we review how MFKDF uses the source key material from the factor
constructions to derive a key. NS present two variants of MFKDF: a plain
one, where all the factors are necessary to derive the final MFKDF key K,
and a threshold variant, where K can be derived using only ¢-out-of-n
factors. We focus here on the threshold construction in order to provide
the necessary background for Attacks 3.3.2.2 and 3.3.3.4. The details of
the plain construction are given in Section 3.2.2.3.

The threshold MFKDF presented in [220, App. A] is built from a
PBKDF and a Shamir secret sharing scheme [265]. We review the syntax
of both as used in MFKDF.

Definition 2 (Password-Based Key Derivation Function). A key deriva-
tion function PBKDF (k, salt, /) — K takes as input source key material
K, a salt salt € {0,1}* and a length £ € N to produce a key K € {0,1}*.

Definition 3 (Shamir Secret Sharing). A Shamir secret sharing scheme
consists of algorithms

(S1,...,8n) < Share(k,t,n),
k < Comb((sy,, .- ,Su,),t,n), and
sj < Rec(k,t,n,j).
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Share splits secret  into n shares, out of which ¢ suffice to reconstruct
the secret through algorithm Comb. We refer to [265] for the correctness
and security properties. Algorithm Rec is introduced by Nair and Song,
who do not describe its properties explicitly. From its use, we deduce
that given the secret x and the sharing parameters, it recovers the ;'
share.

Similarly to factor constructions, both the plain and threshold MFKDF
schemes define algorithms Setup and Derive. Threshold MFKDF addi-
tionally defines an algorithm Recover, which is used in case a factor is
lost or needs to be replaced.

Definition 4 (Threshold MFKDF Construction). Let Fi, F5, ..., F, be

authentication factors and let & = (0, 0F,, ..., 0, ) be a vector with
the corresponding factor materials. The t-out-of-n threshold MFKDF
construction for factors Fi, Fy, . .., F, consists of algorithms

(K, By) < Setup(a,t,{),
(K, B;iy1) + Derive(W;, B;), and

Bi+1 <+ Recover(W;, B;, x, oFr).

Algorithm Setup takes as input @, the threshold parameter ¢ and ¢ € N.
It returns the derived key K € {0,1}¢ and the initial public state B,.
Derive takes as input a vector of witnesses for a subset of ¢ factors W; =
(Wi, - - - » Wi, ) and the i public state B; (containing the state of all n
factors). It returns the key K and the updated state. Algorithm Recover
takes as input W, the public state B;, the index x of the factor F); to be
replaced, and the new factor material o of factor F, replacing it.

Here, we recall a high-level overview from [220], with the full details

of Setup, Derive, and Recover in Algorithm 5. Algorithms (Share, Comb, Rec)

are part of a Shamir secret sharing scheme (see Definition 3).

Setup((op,,...,0R,),t, )

1. Sample x and salt randomly from {0, 1}*.

2. Split  into n shares using (s1, ..., s,) < Share(k,t,n).

3. For each factor F);, compute the key material x; using algorithm
F}; .Setup associated to the factor construction.

4. Expand each £ to pad; of length £ using HKDF-Expand.

5. Encrypt each share s; with the pad derived from the expanded factor
via cs; <= s; @ pad;.

6. Run K < PBKDF(k, salt, ) to derive K € {0, 1}*.

7. Compute 3, ; for each factor (using K for the factors that use the
feedback mechanism).

8. Let By < (t, ¢, salt, (¢csy,- .., ¢s,), (Bots---5Bon))-

9. Return K and the public state By.

Derive((Wi,ul, ey Wi,ut>7 BZ)
1. For each of the ¢ witnesses, derive the source key material Ko, from
witness W ,,; using algorithm Fy, .Derive.
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Expand each £, to padu], of length ¢ using HKDF-Expand.

Decrypt share s,,; via s,; < Csu; @ pad, .

Combine the shares into x using Comb((Sy,, ... ,Sy,),t,n).

Use PBKDF on « to produce K.

Compute Bi-H,uj for each factor (using K for the factors that use the
feedback mechanism) and update B; ;.

7. Return K and the updated public state B; .

AN ol

Recover(W;, B;, z, o)

1. Compute & as in steps 1—4 of Derive.

2. Set up the new factor F, computing «/, and pad’, as in steps 3 and 4
of Setup.

3. Recover the share of the lost factor via s, < Rec(k, t,n, ).

4. Update cg, to ¢ < s, @ pad,.

5. Compute the inital state for F, and update the state of each of the ¢
factors used in the recovery.

6. Update B;; with the new states and ¢, and return it.

3.2.2.3 Combining Factors - Plain

Definition 5 (Plain MFKDF Construction). Let Fi, F5, ..., F}, be au-
thentication factors and let @ = (op,,0F,,...,0F,) be a vector with
the corresponding factor materials. The MFKDF construction for factors
Fy, F,, ..., F, consists of algorithms

(K, By) < Setup(a,{), and
(K, BZ'+1) < Derive(WZ-, Bl)

Here / is the desired length of the derived key and W; = (W, g, ..., W, F,)
is a vector consisting of the i" witness for each factor in the construction.
K is the final key output by MFKDF and B; is the i" public state.

For each factor Fj, let F;;.Setup and F};.Derive be the setup and de-
rive algorithm, respectively, associated to F); by the factor construction.
The “plain” (n-out-of-n) MFKDF construction for factors Fi, Fy, ..., F,
is given in Algorithm 6. Unlike the Threshold version, it is not based
on Shamir sharing, but rather on deriving the final key from a simple
concatenation of the factor key materials.
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Al

gorithm 5 ¢-out-of-n Threshold MFKDF Construction

Require: Let PBKDF be a memory-hard PBKDF, let HKDF.Exp be

1

N

e BN A I
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28:
29:
30:

31

32:
33:

34:
35:
36:
37
38:
39:
40:
41:

HKDF-Expand [186], and let (Share, Comb, Rec) be Shamir secret
sharing [265].

: procedure Setup((op,,...,0R,),t,0)

K s{0,1} ; salt <s{0,1}*

K < PBKDF(k, salt, ¢)

(S1,...,8n) < Share(k,t,n)

for j = 1ton do
Kj < Fj.Setup,(oF;) > If F; uses feedback
(ﬁog,/ﬁj) — Fj.Setup(aFj) > Else

pad; <~ HKDF.Exp(x;,¢,¢) > Expand r; to length ¢ with
empty context
Csj < padj Ds;
for j = 1ton do
Bo,j < Fj.Setup, (K, op;, Kj) > If feedback

BO — (ta ga Salt7 (0517 o 7csn)7 (60,17 o 760,71))
return (K, By)

: procedure Derive(W;, B;) > Using t factors (Fy,, ..., F,,) of the n
original factors o
Wiigs oo s Wi,) < Wi

(t,¢, salt, (csys- - Cs,)s (Bigy -y Bin)) < Bi

for j =1totdo
Ku; < Fy,.Derives (Wi, Biw,) > If feedback
(Kuy» Bitiu,) < Fu;-Derive(Wi .y, , Biu,) > Else

paduj < HKDF.Exp(ky,, €, £)
Su; = pad,; & Csu

K < Comb((sy,, .- ,Su,),t,n)
K < PBKDF(k, salt, )
for j =1tondo
if j € {uy,...,u;} then
Bit1,j < Fj.Derivey(K, K, B 5) > If F uses feedback

else Biy1; < Bij
B’H—l — (ty 67 Salta (Csl7 ey CSn)v (/Bi-i-l,h cee 7/8i+1,n))
return (K, k, Bi11) > If called by Recover
return (K, Biy1) > Else
: procedure Recover(W;, B;,z, 0 F) > Recover share x using ¢
factors

> Recover the secret and update existing factors:
(K, K, Bi—i—l) «— Derive(Wi, Bl)
(t7€7 salt, (csn <. 7CSn)7 (57:4—1,17 s 761'4-1,”)) — Bi-‘rl
> Replace the lost factor:
Kl < F.Setup; (o) > If F} uses feedback
6i+1,z «— Fals‘setupz(K7 OF!, Hip)
(Bit1,00 Kly) < Fy.Setup(opr) > Else
pad), « HKDF.Exp(x., ¢, ¥)
sy < Rec(k,t,n,x)
cs, < pad, @ s,
Bi+1 $— (t,g, Salt, (Csl, ey Csn), (BH,]J, e ,51‘4,17”))
return B, ¢

55



MFKDF: MULTIPLE FACTORS KNOCKED DOWN FLAT

Algorithm 6 Plain MFKDF Construction
Require: Let PBKDF be a memory-hard KDF.

1: procedure Setup((or,,...,0F,),%)

2: for j = 1ton do

3: K, < Fj.Setup;(oF;) > If Fj uses feedback
4 (kF;, Bor;) < Fj.Setup(or,) > Else
5: k< kr || kR |- .. || kE, ; salt <s{0,1}*

6: K < PBKDF(k, salt, £)

7: for j = 1ton do > If F; uses feedback
8: BO,Fj (*F}.Setupz(K,O'Fj,HFj)

9: B() <— (6, salt, (607F17 . 760,Fn))
10: return (K, By)

11: procedure Derive(W;, B;)

12: (Wi,Fl,~--,Wi,Fn)<_Wi

13: (ﬁ, salt, (/Bi,Fly-n’ﬂi,Fn)) +— B;

14: for j = 1ton do

15: KkF, < Fj.Derives(W; £, Bi F;) > If feedback
16: (F&Fj s ﬁi+1,pj) < Fj.Derive(Wiypj s 5i7Fj) > Else
17: K < KF H,‘@F2 ||”HFn

18: K < PBKDF(k, salt, )

19: for j = 1ton do > If F; uses feedback
20: 6i+17Fj — Fj.Deriveg(K, /‘GFjaﬁi,Fj)

21 Bipy + (4 salt, (Bisv,mys -+ -5 Biv1,Fy))
22: return (K, B;1)
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Table 3.1: Summary of the attacks, listing the type of attack (fundamental, state integrity, implementation-related, or caused
by bad assumptions or insufficient detail in the specification), and for each attack its prerequisites (read/write access to the
MFKDF state B; leak of a witness W; or the factor material o; user actions such as key derivation and replacing a factor), and
its impact (recover the final key K, the source key material s, or violate security theorems) and whether it can be mitigated
(from ‘no mitigations possible’ O, to ‘mitigations unclear’ @, and ‘mitigations provided’ e).

D> < 3 Q'%
& & & Sy & & &
b‘%&& eo’;& %’O&J X Q&QV'&O 004?}@{0042&6‘\1‘5& %;: Q)& ef;;oiﬁ
. >
& & »i@&w@ S Q&Q&& Q{gﬁ & “’2@’&
Dynamic Factor (3.3.1) fund X X X X X U/ o)
OOB Overwriting (3.3.2.1) int v v X X X v X v  / o
Parameter Tampering (3.3.2.2) int v 7/ X X v v X X v X o
Share Dilution (3.3.2.3) int, impl v X X v vioX v v X o
HOTP Compromise (3.3.3.1)  spec,impl | « X X v X v - X v / o
HOTP Bias (3.3.3.2) spec v X X X X X v X v °
Share Recovery (3.3.3.3) spec v X sUox v X v v v Ve °
Share Format (3.3.3.4) spec v X X X X i/ X v v °
Type Prerequisites Impact Mitigations

2 Depending on the minimum entropy of the remaining factors in the target MFKDF construction.
witness needed if the factor has low entropy. € As a consequence of recovering the source key material for the target factor.

3.3 ATTACKS

In this section, we present our attacks against the MFKDF construction
and its reference implementation (release v1.4.7) [217]. Table 3.1 provides
an overview of our attacks, categorized as fundamental (Section 3.3.1),
attacking unauthenticated state (Section 3.3.2) or exploiting underspec-
ifications and bad assumptions (Section 3.3.3). It also shows the attack
prerequisites, and whether each attack can be mitigated.

No concrete threat model is specified by NS [220]: the authors are
mostly concerned with attacks such as “credential stuffing”, where an
attacker uses a user’s leaked password from one account to access their
other accounts, in the hope that the user reused the password across
multiple accounts. We consider a more extensive threat model, which
includes access to the MFKDF state and user actions: the prerequisites
allow us to specify the fine-grained adversarial capabilities needed for
each of the attacks.

Under the impact column, we highlight the security goals of MFKDF
contradicted by our attacks. In particular, all attacks break the “Entropy”
goal [220, §3]:

Attacking the derived key should be as hard as attacking the
weakest set of allowed factors.

Some attacks additionally contradict “Safety” [220, §3]:

Providing an invalid set of factors should be highly unlikely
to derive the correct key.

Together, they invalidate the MFKDF security theorem [221, App. B,
Thm 4]. The theorem implicitly assumes that the combination of dif-

b Witness of a replaced factor. No
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ferent factors results in each factor contributing to the entropy of the
final key without any leakage—our attacks show that this is not the case.

We also falsify the claim of “exponential security” by showing attacks
that recover the final key or the source key material of factor construc-
tions:

[A]ttackers cannot separately guess individual MFKDF fac-
tors, and must simultaneously correctly guess all factors to
derive a key. [...] Therefore, given n available factors with
a mean factor entropy of 27" bits, the crack time ¢ will be
t o< 2™ for PBKDFs and ¢ o< 2" for MFKDF. We thus claim
that n-factor MFKDF provides an exponential security im-
provement over PBKDFs. [220, § 6]

Many of our attacks additionally lead to practically exploitable vulnera-
bilities in the reference implementation of MFKDF.

3.3.1 Dynamic Factor Attack

The H/TOTP, HMAC and OOB factor constructions convert dynamic
authentication factors into static source key material. We show that
these constructions inherently degrade the security compared to what
is expected of a dynamic factor: namely, that access to an old witness
does not compromise the security of the factor. When used for MFKDF,
leakage of a single witness to an adversary with access to the public
factor state instead compromises the factor permanently. As we discuss
in Section 3.5, this represents a fundamental issue with MFKDF that
cannot be mitigated.

Threat Model. The attack assumes an adversary with access to an
authentication witness for the dynamic factor. The witness does not have
to be “fresh”, in the sense that it would be valid if the factor was used
for authentication. For example, an already used or outdated H/TOTP or
OOB code suffices.

This threat model matches the standard expectation that “one-time”
codes are ephemeral, in the sense that leakage of an old code does not
compromise the security of the factor. It is also formally supported by
the threat model for HOTP described in RFC 4226 [197]. As a real-world
example, an adversary that captures a one-time code as it is being used
(e.g., by looking over the shoulder of the victim as they type it in, or
through a key-logger on a public computer) can mount this attack, even
after the code has been used or expired.

Additionally, the attack assumes read access to the MFKDF state.
Recall that the MFKDF state contains all factor construction states (see
Line 8 of the Setup algorithm of Definition 4). As described in [220], this
state does not have to be kept confidential, and could even “be stored on
a public blockchain” [220, p. 4]. This threat model is further supported
by the proposed deployments of MFKDF as an online password man-
ager [220, §10.1] or a decentralized cryptocurrency wallet [220, §10.2],
where the state is outsourced by the client and available to the adversary.
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Attack Overview. Recall from Figure 3.1 that the source key material
Kk associated to a factor construction F' is derived from the i-th witness
W, and the public factor state [3; via

Kk < Derive;(W;, 3;) .

This means that an adversary with access to the public state 3; can re-
cover K as soon as a witness is observed, thereby reducing the entropy
of the final MFKDF key by the amount provided by factor F'. Further-
more, since the adversary can record all past public states fy, . .., B;, kr
can be compromised as soon as any previous witness is leaked. As stated
above, this removes the security guarantee of dynamic factors which is
normally provided by the ephemerality of the witnesses.

Impact. The consequence of this attack is that dynamic factors are no
more secure than static factors with the same entropy. For instance, a 6
digit HOTP code from a software authenticator is no stronger than a six
digit PIN which the user could store in a password manager or memorize.
More troublesome, the gap between the expected security of one-time
codes (that is, that exposure of old codes is harmless) and their usage in
MFKDF likely leads to a false sense of security for users, who, unaware of
the implications for MFKDF, might not protect their old one-time codes
as they would a PIN or a password, thereby inadvertently risking the
security of the source key material. In conclusion: in MFKDF, one-time
codes are not one-time.

3.3.2 State Integrity Attacks

Beside the inherent issues with using dynamic authentication factors,
the public state B of MFKDF provides a large attack surface. This state
is accessed and updated in both the plain and threshold constructions
(see algorithm Derive in Definition 4 and 5). In [220], NS do not consider
whether the state needs to be authenticated or protected in any way.
We show that the lack of integrity of the state leads to practical attacks
against MFKDF. In Section 3.4, we argue that mitigations to this problem
are non-trivial, because of its circularity: the integrity of the state should
be verified prior to its usage, but before using the state, an MFKDF user
has no key that can be used for this verification.

The attacks presented here assume an adversary with read and write
access to the MFKDF state. This is the standard threat model for end-
to-end encrypted systems where users outsource the state to the server.
For instance, if MFKDF is used in an online password manager with an
untrusted server, as proposed by NS, the service provider or an adversary
controlling the server could perform these attacks.

3.3.2.1  OOB Overwriting Attack

This attack exploits the fact that users fetch their S/MIME public key
from the unauthenticated MFKDF state. Due to the lack of integrity
of the outsourced key, an attacker with access to the public state can
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overwrite the user’s public key pk with a malicious key, such that the
user encrypts their next OOB witness to a public key controlled by the
adversary. This allows the attacker to recover the source key material
Koob, since it is stored in the public state “encrypted” under the OOB
witness.

Attack Overview. Let 5; = (pk, ¢y i, cw,;) be the (honest) OOB factor
state after the i-th use of the OOB factor, consisting of the user’s public
key pk, the encrypted key material c,; ; and the encryption of the current
one-time code cyy;.

The attacker overwrites the state with 8] = (pk™, ¢, i, cw,i), where
pk™ is the public key of an S/MIME key pair for which the adversary
knows the corresponding private key sk*. Upon the next use of the OOB
factor, the user fetches 3/ from the state and runs:

Derive(W;, 55)

(PK™, Cris cwi) < B

Koob < (Cri + W;) mod 10°
Wit +s[0,10°)

Co it1 < (Hoob — W¢+1) mod 10°
c’{jw+1 + PK.Enc(pk*, Wi41)
Return (Koop, (DK™, € it1s C*W7i+1))

In particular, the key pk™ of the adversary is used to encrypt the
next OOB code W; . Since the attacker has access to the updated public
state Bi+1 = (Pk™, Cr it1, C*W,iJrl)’ it can recover the code as W, <+
PK.Dec(sk™, ¢y, ). After this, it is trivial to recover the source key
material as K oop ¢ (Cit1 + Wit1) mod 10,

Impact. A malicious server can use this attack to compromise the OOB
source key material as soon as the OOB factor is used, removing the en-
tropy from this factor from the MFKDF key. This compromise is invisible
to the user: after obtaining the source key material, the adversary can
overwrite 3, ;, either with the previous honest state 3;, or by replacing
C?{/V,i-i-l with ¢y it < PK.Enc(pk, Wi41), ensuring that the user can
successfully decrypt the witness ciphertext with their S/MIME private
key the next time the OOB factor is used.

3.3.2.2 Parameter Tampering Attacks

The public MFKDF state B includes information on the key derivation
function and its parameters, such as the number of iterations for PBKDF
and the length of the derived key. Tampering with this information will,
in most cases, result in deriving a bogus key. Nonetheless, the resulting
key could be used to infer information about the factors, or can be easy
to guess. The attacks we present illustrate the danger of storing this
“KDF metadata” unauthenticated in the MFKDF state, rather than having
the MFKDF client use a fixed KDF.

For this attack, we additionally assume that the MFKDF key is used to,
for example, encrypt data with an AEAD, or to authenticate to a service,
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and that the adversary can see the resulting ciphertexts or authentication
messages. If MFKDF is used to derive a key for a password manager or
outsourced file storage, an attacker in the malicious or compromised ser-
vice provider threat model can perform this attack. Similarly, if MFKDF
is used for authentication with the ISO/IEC 9798-2 Unilateral Authenti-
cation protocol, as proposed by NS[221, §7], the verifier can perform this
attack.

1: Short Key Attack. Consider MFKDF with key length ¢ chosen by
the user. (The default length is 32 bytes.) The adversary can overwrite /,
picking a new arbitrary length: let’s assume 4 bytes. If this key is used to
encrypt user data or to produce authentication messages, the adversary
can easily guess the 4-byte key by brute-force.

This trivially violates the confidentiality of the encrypted data, but
also has further consequences. Note that some of the PBKDFs proposed
for use in MFKDF (such as PBKDF2) are actually Extendable Output
Functions (XOFs), meaning that the 4-byte derived key will be a prefix of
the original key K. The adversary would thus learn the first four bytes
of K. The attack can then continue iteratively: the adversary sets the
key length to 8 bytes, and guesses the remaining unknown 4 bytes. This
process can be iterated until the full key is recovered.

2: Weak PBKDF Attack. The recommended choice of PBKDF for
MFKDF is Argon2, a memory-hard PBKDF. The use of Argon2 slows
down a brute-force attack on the MFKDF factors, by limiting the effec-
tiveness of parallelization [56, 234].

However, since the choice of PBKDF is stored in the public state B,
an adversary can overwrite B, replacing Argon2 with a weak KDF such
as, e.g., PBKDF2 with a single iteration of HMAC. When MFKDF is
evaluated, a different key K’ # K will be derived from the same factors.
If the adversary observes cryptographic operations where K’ is used,
like encryption or authentication, it can mount a brute-force attack to
guess the source key material of the factors used to derive K’, with a high
degree of parallelism and fast computation for each guess. A successful
attack would expose the source key material, enabling the adversary to
recover the original key K. Hence, the benefits of using a memory-hard
PBKDF are void against an attacker with write access to the state.

Impact. The attacks significantly reduce the computation cost of brute-
force attacks on MFKDF. For the weak PBKDF attack, an analysis by
Percival [234] estimates the cost of guessing a password with 56 bits
entropy to $10M for PBKDF2, compared to $210B for a memory-hard
KDF. For the short key attack, recovering a 32 byte key would require
only 8 - 2%
to 22°¢ guesses for a brute-force search.

guesses when iterating the attack 4 bytes at a time, compared

3.3.2.3 Share Dilution Attack

The t-out-of-n threshold MFKDF construction (Section 3.2.2.2) uses Sha-
mir secret sharing to allow the MFKDF key to be derived from any subset
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8See src/classes/
MFKDFDerivedKey/
reconstitution.js, line 365

9This HMAC key can be com-
monly extracted from au-
thenticator apps for smart-
phones by using the backup
functionality [147, 31, 41].
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of at least ¢ out of the n factors. Like for the parameter tampering attacks,
the threshold value ¢ is stored in the unauthenticated MFKDF state. This
attack effectively removes factors from MFKDF, exploiting the lack of
integrity of the state, together with the fact that the concrete implementa-
tion of algorithm Recover [217] in the reference implementation deviates
from what NS describe in [220], and that we report in Algorithm 5.

Attack Overview. Instead of recovering the share of the lost factor
with Rec, as specified in [220] (see Algorithm 5), the implementation
of algorithm Recover runs Share(x, ¢, n) to generate fresh shares for all
factors, where t is fetched from the MFKDF state B.® This is equivalent
to running the share setup algorithm again with the same secret. Since B
is not integrity-protected, an adversary can overwrite ¢ with an arbitrary
value t' < t. This change has no effect until the user runs algorithm
Recover (e.g., to change their password). At that point, the adversary-
chosen threshold ¢’ is used instead of ¢ as input to Share, with the result
that ¢’ of the new shares suffice to derive the MFKDF key.

Impact. This attack impacts the security of the t-out-of-n threshold
MFKDF construction by reducing the threshold needed to compute the
final key, hence “diluting” the entropy provided by multiple factors. As
an example, a 3-out-of-4 construction with HOTP, HMAC, password and
OOB as factors becomes trivially broken when ¢’ is set to 2: an exhaustive
key search for the ~40 bits of entropy provided by the OOB and HOTP
factors would take seconds on a laptop.

Limitations. The MFKDF reference implementation is only vulnerable
to our attack if the attacker sets ¢’ > 1, as Shamir secret sharing is not
used for thresholds of 1.

3.3.3 Specification Attacks

Underspecification in cryptographic systems can lead to attacks, as show-
cased by for example JWT [267]. We now turn to attacks on MFKDF
which fall into this category. They either stem from a lack of rigor in
the specification of cryptographic primitives, or from incorrect assump-
tions on the security of these primitives. Most of these attacks are also
reflected in the reference implementation of MFKDF itself. The attacks
in this section all assume read-only access to the public MFKDF state.

3.3.3.1 HOTP Compromise Attack

This attack allows an adversary who already compromised the H/TOTP
factor material (i.e. the HMAC key)? to recover the MFKDF key if H/TOTP
factor constructions are used, bypassing other factors entirely. For both
HOTP and TOTP, the HMAC key is stored in encrypted form in the public
factor state. This encryption is performed using a “symmetric encryption
scheme”, but no security requirements of the scheme are specified. In
their concrete implementation of the H/TOTP factor constructions, Nair
and Song use the one-time pad (i.e. XOR) as the symmetric encryption
scheme.
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Attack Overview. In the reference implementation of MFKDF, the
feedback encryption mechanism using the final MFKDF key K creates
the factor material ciphertext on line 7 of Algorithm 2 as ¢, +— SK.Enc(K,
kp), where

SK.Enc(K, kp) == K @ ky, .

The ciphertext ¢, is part of 3;, contained in the public MFKDF state.
Hence, an attacker that compromises the factor material &, of a single
HOTP or TOTP factor can recover the final MFKDF key as K < c, @ ky,.

Impact. This attack violates the MFKDF security guarantee that the
derived key can only be recovered after all factors have been compro-
mised. While the leakage of the HMAC key is a strong prerequisite, the
consequence is that this attack completely voids the security of MFKDF
in the presence of a single compromised factor.

3.3.3.2 HOTP Bias Attack

This attack exploits a small bias in HOTP witnesses to recover the source
key material ¢, from sufficient observations of the public state in the
HOTP factor construction.

The reduction of the 31-bit integer s;,; modulo 10¢ on Line 5 of
HOTP in Algorithm 1 adds a small bias to the output, favouring values
closer to zero. While this bias is too small to be an issue for authenti-
cation [197, A.4.1], it can be exploited for MFKDF because NS use the
HOTP witnesses to protect the confidentiality of a static secret. This
connects different samples (despite independent witnesses) and allows
an adversary to exploit the small bias in each observation to accumulate
information about the hidden secret.

Attack Overview. The HOTP factor construction uses a d-digit long
witness to hide the static source key material K404 € [0, 10%): it com-
putes the next witness W, ; and encrypts Kpo1p Via Cxit1 = Khotp —
Wi4+1 mod 104 (line 17 of Algorithm 2). The resulting ciphertext ¢, ;1
is called the “offset” in [220]. The adversary may observe many such
offsets, since they are part of the public state.

Contrary to the assumption of NS, the HOTP values specified in
RFC 4226 [197] are not uniformly random in |0, 10d): they have a slight
bias towards smaller values. Algorithm 1 shows that HOTP produces
the witness by generating 31 random bits,'® interpreting them as an
integer, and taking the result modulo 10¢ to get a d-digit witness. This
results in a bias, since the largest number, 231 _ 1, is not divisible by
10%. Hence, for v = (2% — 1) mod 109, values in [0,7] are slightly
more likely to be output than values in (y, 10¢). While the HOTP factor
construction would be provably secure with truly uniformly random
witnesses (as alleged by NS in the security theorem for the H/TOTP
factor construction [220, §5.2.2]), the actual, biased, witnesses can be
exploited to recover K po¢p.

As above, let v denote the largest witness which occurs more fre-
quently than average. Figure 3.2 illustrates the bias for a simplified ex-
ample with 1-digit (d = 1) HOTP values."' Since the offsets ¢, ; =
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1°The bits are selected from the
HMAC digest. However, for our
purpose and due to the PRF secu-
rity of HMAC, we can consider
the bits to be random.

1 Our attack targets full-sized
HOTP codes of at least 6 digits,
as specified in RFC 4226 [197].
Figure 3.2 is only an illustrative
example.
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Figure 3.2: Bias of 1-digit
HOTP witnesses for n = 10
bins.

Figure 3.3: Bias of offsets, shift-
ing the HOTP witness bias de-
pending on the hidden secret
Rhotp-
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Khotp — Wi mod 10 are generated by subtracting the biased factor wit-
nesses IV; from the secret, offsets in the interval [Kpotp — 7, Khotp) (mod-
ulo 10%) will appear more frequently than the rest. Hence, Khotp can be
recovered by finding the upper endpoint of this interval.

Figure 3.3 shows a possible distribution of the biased offset for the
static secret K01 = 2. By I}, we denote the interval of more frequent
offsets, and I; the less frequent. In the previous example, we have I} =
[3,6] and I;, = [0,2] U [7,9).

Given m offsets c, ;, an attack strategy to locate interval I}, is to
use the maximum likelihood estimator (MLE). We aim to identify the
consecutive interval (with wraparound at 10%) that has the maximal sum
of per-bin counts (i.e. the largest number of offsets). The secret £,y is
the last value of I}, before the less frequent offsets.

Concretely, fix a candidate secret ¢ and recall that I}, consists of the
~ values ending at ¢. Each offset independently falls inside this interval
with probability p, and outside it with probability p; < pp. Writing S(¢)
for the number of the m observed offsets that fall in the interval, the
likelihood and log-likelihood are

L(t)=p," " p"
log L(t) = S(t) log pp, + (m — S(t)) log pi
= mlogp; + S(t) (log p, — logpy) -
Since p;, > p, this is increasing in S(t), so maximising the likelihood

amounts exactly to selecting the interval with the most offsets (breaking
ties arbitrarily). The only assumption is that the individual offsets ¢, ;
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are independent given k., — the witnesses are evaluated at distinct
counters and are independent by PRF security of HMAC.

We generalize the problem of finding the exact end point of [, to
finding a value that is at most € values away from the correct secret
Khotp» as the adversary may have external means to test multiple guesses
for Kpetp. For instance, it may be feasible to try some number of HOTP
values for every password guess, and perform trial decryption with the
resulting MFKDF key to verify the correctness of the guess.

It is instructive to model MFKDF offsets as a “balls into bins” problem
with biased probabilities, where samples correspond to balls and integers

in [0, 107) to bins, to gain a more rigorous understanding of our attack.

As discussed below, we can express the number of balls in an interval of
bins as the sum of Bernoulli random variables and use Chernoff bounds
to estimate the worst case number of samples needed to get within e
distance of K.

Formal Analysis. There are n = 10? bins (one for every possible
offset) and m balls (corresponding to ¢, ;). The interval I;, of more likely
offsets has v = 23! mod 10% elements (e.g., in Figure 3.3, v = 6), and
|I;| = 10¢ — . We now compute the required number of balls to recover
Khotp With good probability.

Let X Z] be a Bernoulli random variable that is 1 if ball 7 falls into bin j
and o otherwise. The biased probabilities pj for likely bins, respectively
p; for unlikely bins, are as follows:

[2°/10%] +1
231
L231/10dJ
231

pr=Pr[X! =1jel}) =
p=Pr[X! =1jel] =

Let B; = Y "X f be the random variable counting the number of
balls in bin j. Since |Ij,| = 7, we define a random variable for the sum
of v consecutive bins as follows, ending with bin i:

-1

=2

Si = Bi—j mod 109
0

RN
Il

Our attack is successful if the interval Ij, (which ends with the bin
Khotp) has the largest overall sum, i.e., Pr[Sy, . > MaX; £k, S;l.

In the generalized version of the problem, we consider the attack
to be successful if any bin with distance at most € from s, has the
maximal sum for i, j € [0,10%):

Pr[ max S;> max 5j

‘i_nhotp‘gf |j_"'ihotp‘>5

= \/ /\ Pr[S; > 5] (3.1)

|i_"€hotp | <e ‘j_"fhotp | >e€

We will now compute Pr[S; > S;] for some ¢, satisfying |i —
Khotp| < € and |j — Kpotp| > €, by applying two Chernoff bounds for

65



66

2 To maximise the product of these
probabilities, we would need to bal-
ance both terms, i.e., have 6% .
wi/2 ~ 6% - pj;/3. Hence, we
would have to pick d1, 62 such that
TP LT

5 3pi "

13Using t = 0.81, € = 0 (the an-
swer needs to match Kkpopp), @ =
Khotp and j = Kpotp +1 mod 104
since distinguishing S; from S;
is maximally challenging because
they only differ by one element. For
these choices, we have the expecta-
tions p; = m -y - ppand p; =
m-((y—e—1)-pp+(e+1)-pp).
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independent Poisson trials for some 0 < dy, 0, < 1:

Pr[S; > (1— 81)pi] > 1 — e ornl?
Pr[S; < (14 0p)py) > 1— e %1/

where pj, denotes the expected value of Sy, for k € {7, j}, computed ex-
plicitly below. If we carefully pick d1, 05 such that (1—08;)p; > (1462) 115,
then we can combine the above probabilities to estimate Pr[S; > S;].
Although S; and S; are clearly not independent, we find that the empir-
ically measured attack success reasonably matches the values computed
here.

Before we can pick 61, d,, we compute the mean py, for some k& €
[0,10%) with the straightforward computation:

Y—1 m

HEe = E[Sk} = Z ZE[ ]i_j mod 10d] =m:- (('7 - ak)ph + Oékpl)

j=0 i=1

for ay; = min(|k — Kpotp|, min(n — v,7)), the number of unlikely bins
among the ones that S}, sums over (which can be at most the total number
of unlikely bins n — ~, and not more than all bins of S}).

We derive the following limits for dy, d,:

0<51<1—(1+52)ﬁ
123
0<52<&—1
Hj

For the optimal bounds, we would set the values 1, d, such that they
maximise Pr[S; > (1 — 61)p) - Pr[S; < (1 4 62)p;]."> For simplicity,
we just pick the middle of the interval for §, (which is not significantly
worse than the optimal choice):

5, = Mi_ﬂj’(sl: Hi — [
2445 214

We can estimate the worst case number of samples needed to identify
the secret (up to an error ¢€) by picking the desired success probability ¢
for Pr[S; > Sj], for a reasonable choice of 7, 7, and then solve for m. We
approximate

t=Pr[S; > S;] > (Pr[S; > (1 — 6;)i])?

since we pick d; and d, to roughly balance the two Chernoff bounds.
Then, we compute the number of samples m as

—2In(1 — /1)

m
0f - ph

For example, at most m = 10'° samples are required to recover Khotp
uniquely for 6-digit HOTP witnesses."3
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Attack Cost. TOTP factor constructions of MFKDF, which build on
HOTP, require the user to precompute many offsets to allow keys to be
re-derived in the future. As TOTP witnesses change every 30 seconds,
NS suggest storing 86400 offsets, such that users can be inactive for 30
days without losing access to their key material. This is an unusually
high number of HOTP codes that are available to the adversary “for free”
in the public MFKDF state. To understand the practicality of our attack,
we simulate it by generating samples of the bias using 6-digit HOTP
codes (conforming to RFC 4226 [197]) to hide different targets rjq.'*
Figure 3.4 shows a log-log plot of the attack success, averaged over 100
targets and up to 10° samples. We measure the attack success as the
position of target k., in the list of possible values i that is sorted in
decreasing order by the overall sum of offsets observed in the interval
[i — ~,i] (mod 10%).> This distance decreases from around 300,000 for
107 samples to 10700 for 10° samples.

Impact. This attack recovers the source key material 4,4, from the
bias in HOTP witnesses, given enough observations of the offsets stored
in the MFKDF state. While our simulation indicates that this HOTP
bias attack is not practical,'® it directly invalidates the security theorem
for the H/TOTP factor constructions in [220, §5.2.2]. In particular, the
claims that the offsets “reveal no further information” about the source
key material are clearly false.

Unfortunately, this attack also means MFKDF cannot use T/HOTP
codes and would require witnesses that are actually uniformly random.
This significantly weakens the contribution of MFKDF, as one of its major
advantages is the

compatibility with existing systems using PBKDFs; systems
should not need to be entirely rearchitected to use MFKDF,
and the user experience should not be impacted whatso-
ever. [220, § 4].

However, T/HOTP codes are widely used for authentication, and we are
not aware of any authentication factors with uniform witnesses that are
similarly popular.
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Figure 3.4: Simulated attack
on HOTP factor constructions
with up to 10° samples, aver-
aged over 100 random targets
Rhotp-

4 Running the simulations took
14.5 hours on an Intel® Xeon®
CPU E5-2699A v4 @ 2.40GHz
with 44 physical cores and 512 GB
of memory.

5We conservatively measure at-
tack success and count values that
have the same overall sum as the
target Kpotp to the values in front
of Kpotp to get the worst-case dis-
tance of the correct answer from
the top of the sorted list.

16 However, it could be dangerous
for an application to allow users
to be inactive for many years,
which leads to it publishing many
more samples in the MFKDF state.
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7 The reference implementa-
tion diverges from this descrip-
tion, and is therefore vulnera-
ble to the share dilution attack
described in Section 3.3.2.3.
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3.3.3.3 Share Recovery Attack

This attack impacts the security of the ¢-out-of-n threshold MFKDF con-
struction (Section 3.2.2.2).

Let F, be a “lost” factor and let F,. be the new factor that will replace
it. Before the recovery process, the public MFKDF state contains c¢s, =
sz @ pad,, the encryption of s, under a pad derived from the source key
material of F},. If the algorithm Recover works as described by NS in
the paper,'” then step 3 uses algorithm Rec to recover s, with help of
the other factors. The recovered share is then re-encrypted with the pad
corresponding to the new source key material pad’,, and the ciphertext
in the public state is updated to ¢, = s, @ pad},. However, the share
itself is not updated.

Attack Overview. The share not being updated when Recover is run
has two consequences. First, an adversary who compromises the source
key material of the lost factor can use it to decrypt ¢ _and recover s,.
Hence key material of a lost factor is as critical for security as that of any
still valid factor. Second, the same share s, is xored twice using different
strings pad,, and pad], a “two-time pad”. This is completely insecure
when the pads have small entropy. If the adversary observes the public
state before and after the update, it obtains ¢, and ¢/ . It can therefore
compute
¢s, @ ¢, = pad, & pad,,

and start guessing values for pad, and pad’,. For factors of entropy m,
pad can only take M = 2™ possible values. We can efficiently recover
the values of the pads in O(M) guesses: first we precompute all the M
possible values of pad, @ cs, @ c;_, storing them in a hashtable. Then we
iterate over the M possible values of pad’,, checking the hashtable for
matches. This attack succeeds with overwhelming probability if 2 <«
2¢, where / is the bit length of the share. We analyse this in more detail
below.

Formal Analysis. Recall the setting: we have a lost factor F' and are
replacing it with a new factor F/. A secret share s is encrypted with
the one-time pad under two different pads, pad and pad’, producing
ciphertexts ¢; = s @ pad and ¢, = s @ pad’, where

pad - HKDF-Expand(k,1)

pad’ « HKDF-Expand(+’, ) (3:2)

are the [-bit outputs of HKDF-Expand on (possibly low-entropy) source
key materials r, <’ associated to F' and F", respectively. Given ¢ and ¢,
our goal is to recover s.

r and k' have, respectively, min-entropy m and m’: we have at most
M < 2™ (resp. M < 2 possible distinct values of pad (resp. pad’).
Let P = {pi}icjo,m) be the set of possible values of pad (resp. P’ =
{P;}jejo,n] the set of possible values of pad’). Observe that P, P’ C 2,
as each pad is an [-bit output of HKDF-Expand. We can enumerate P
and P’ using the public state of the factors by iterating over all possible
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witnesses, thereby recovering the source key material as in Attack 3.3.1,
and then using Equation 3.2 to compute the corresponding pads.

In order to recover s, we need to recover the value of pad or pad’. To
this end, we first compute a table of values t; = p; ® ¢ ® ¢ for each
p; € P. We then iterate over the values of p; € P, and check if there
exists any t; such that t; = p;-. If that is the case, we have found pads
pi, P such that

pi s Bl =p; . (3-3)

We claim that the above only holds when p; = pad, p; = pad’, or sym-
metrically (if pad, pad’ € PN P’), when p; = pad’, p; = pad. This relies
on two assumptions.

1. The pad for the lost factor is different from the pad for the new
factor (i.e. pad # pad’). Note that if pad = pad’, the attack is not
possible—the observed ciphertext does not change, and we learn
nothing from it. Let pf,j), denote the probability that pad = pad’,
i.e., the probability that this assumption fails.

This can happen for one of two reasons. Either there is a collision
in the HKDF-Expand outputs (i.e. pad = pad’ A k # '), or the
source key material for the lost factor is the same as the source
key material for the new factor (i.e. kK = k).

For the first case, we can assume that HKDF-Expand outputs are
uniformly distributed in {0, 1}/, relying on random-oracle assump-
tions on the underlying HMAC. The probability of a pad collision
can then be determined by the birthday bound: for factors with
entropy m ~ m’ and 2™ < 2, it is approximately 1 — e=2"""
For all practical purposes, this is negligible, so we assume that
Dfail, = 0 in this case. For example, according to [220, §6], m = 20
for T/HOTP and m = 40 for passwords, and [ = 256 by default in
MFKDF.

For the second case, the probability of the two source key materials
colliding depends on the factor constructions used. For instance,
if a lost password is replaced with a new, different password, the
source key material will change. Instead, if a T/HOTP factor is
replaced with another T/HOTP factor with the same number of
digits, then it is possible that the new source key material, which
is sampled uniformly at random, coincides with the previous one.
For factors with source key material sampled uniformly at random,
we then have pg,;;, = 27", since the factors have entropy 2". For
example, when a 6-digit TOTP is used as a factor, pgaj, ~ 2%,

2. The values y; ; = p; © p;- are all distinct, save for symmetries. If
this were not the case, we would have two colliding values y;, ;,
and y;, j,, where

pi, ® Pj, = pi, D P}, - (3.4)
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In this case, we cannot differentiate between correct and incorrect
guesses for the pads, since they collide to the same observable
s @ c, value.

Let’s analyse all the cases in which such a collision can happen:

« Ifiy = iy A j1 # jo, then pg-l = pg-z. This is never the case,
since the values in P’ are all distinct.

o If iy # iy A\ j1 = jo, then p;, = p;,. This is never the case,
since the values of P are all distinct.

o If iy # i35 A\ j1 # js, then we consider the cases:

- Pii = Pi, AP}, = Pj,- As above, this is never the case:
the values of P and P’ are all distinct.

- pii = Pj, Api, = Pj, or pi; = pj, Api, = pj. This
can only happen if P N P’ # (). For example, when the
new factor uses the same factor construction as the old
factor, P = P’. Observe that the first case contradicts
Assumption 1. The second case is the symmetric case:
Equation 3.3 holds for both pad = p;,pad’ = p;- and
pad = p;., pad’ = p;. Hence we are still able to recover
the pad values, up to their ordering.

= Pi1s Piy» P, P}, all distinct. If HKDF-Expand outputs are
uniformly distributed in {0, 1}/, so are the pad values.
From this, it follows the xor of two uniformly distributed
Pi, p; is itself uniformly distributed: the probability of
Y;,; taking any particular value is then 271,

To recap: this assumption fails with probability pr.j, = 27 Thus
the probability pr,, is negligible when the HKDF-Expand output
space is large, as is the case in MFKDF, where by default [ = 256.

The probability of either assumption failing is pgaj1 < Pfail, + Phail, =
27™ 4+ 27!, We claimed that Equation 3.3 is only satisfied for p; =
pad,pj; = pad’ or p; = pad’,p/; = pad. Consider the constant value
¢s @ . By the first assumption, we know that it is non-zero, and results
from a two-time pad. By the second assumption, we know that this value
corresponds to a single pair of p;, pg-. Since we know that pad € P and
pad’ € P/, our claim holds: we can recover the pads and hence the share.

We ran simulations of our attack, by encrypting the same 256-bit
secret using two different pads, derived from a factor with 24 bits of
entropy. This is sufficient to capture HOTP factors with 6-digit codes,
which would only provide 20 bits of entropy. The attack always recovers
the target pads (up to their ordering), and terminates in under 10 seconds
on a laptop (Intel(R) Core(TM) i7-8650U CPU @ 1.90GHz with 4 physical
cores and 16 GB of memory).

Impact. Our first observation means that the recovery algorithm should
not be used as a means of replacing a compromised factor (e.g., in the
event of a password breach), as witnesses for the lost factor can still
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be used to compute the share, therefore bypassing the new factor. By
our second observation, the recovery process allows an adversary to ef-
ficiently recover the share corresponding to low-entropy factors when
they are replaced, violating the security claim that individual MFKDF
factors cannot be guessed in isolation.

3.3.3.4 Share Format Attack

Recall that in threshold MFKDF, the public MFKDF state B contains a
one-time pad encrypted share ¢, and factor construction state 3; for each
factor F'. NS note that the one-time pad can “be replaced by symmetric-
key encryption as long as no checksums or integrity mechanisms are
included in the scheme” [220, A.4]. The following attack shows that this
esoteric requirement is vital for the security of MFKDF, but that even
using the one-time pad, threshold MFKDF is vulnerable to a theoretical
guessing attack against individual factors, leveraging the byte represen-
tation of Shamir shares.

Attack Overview. The attack assumes that the byte representation of
the shares produced by Shamir secret sharing is non-uniform. Note that
in Shamir’s original description [265], shares are elements of a prime
field; for an I-byte prime p < 256, each share is a value in [0, p), and
hence cannot be represented as an [-byte string that is uniformly dis-
tributed in [0, 256'). Since the distribution of shares is non-uniform, we
can construct a distinguisher algorithm D that, given as input either a
share or a random byte string of the same length, outputs 1 if the input
was a share and 0 otherwise. We refer to the success probability of this
algorithm as:

p = | Pr[D(s) = 1|s is a share] — Pr[D(s) = 1|s is random]

An attacker can use this distinguisher to guess witnesses for each
factor independently of the other factors, as follows. The adversary can
check a witness guess W;* for F' by computing:

K}, < Derive (W}, 5;)
pad® < HKDF.Exp(x}., €, £)

It can now use the distinguisher to check if guess was correct by
evaluating if D(cs @ pad®) = 1. This confirms a correct guess with
probability p.

Note that if the encryption scheme included any “integrity mecha-
nisms”, the distinguisher could be replaced by the decryption algorithm.
The attack would then succeed with overwhelming probability even if
the shares were uniform.

Impact. This attack undermines the claims of exponential security of
MFKDF, allowing an adversary to attack each factor separately if shares
have a biased representation. For example, in case the distinguisher
fails with probability 272°, i.e. p = 1 — 272°, HOTP and TOTP factors
are trivial to brute-force since they individually provide only ~20 bits of
entropy.
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bytes share, but that’s insufficient
to actually recover the secret.

19 For functionality, the key
must be deterministically
derivable from the factors.
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Limitations. In the reference implementation, the share representa-
tion used is such that the bias is always contained in the first byte of each
share. Additionally, because of an implementation bug, the first 16 bytes
of shares are actually not encrypted.'® Therefore, the reference imple-
mentation inadvertently avoids being vulnerable to this attack. However,
the attack would work if the shares were properly encrypted.

3.4 MITIGATIONS

In this section, we discuss how some of the attacks from Section 3.3 can
be mitigated. Unfortunately, this does not apply to Attack 3.3.1; due
to the static nature of key derivation'® and the mismatch between the
threat models of authentication and key derivation, this attack cannot
be mitigated. The result is that dynamic authentication factors such as
H/TOTP, OOB codes and HMAC hardware tokens—the most common
MFA methods in practice—are unsuitable for use with MFKDF. This rep-
resents a significant drawback for MFKDF, as one of its main goals is
to

realize the full benefits of multi-factor authentication within
the key-derivation process

with

no noticeable change to the user experience, and while sup-
porting all of the same 2FA factors that users have already
grown accustomed to. [220, §2]

Section 3.5 discusses this fundamental problem of MFKDF in more detail;
in the rest of this section, we focus on the problems that can be fixed.

State Integrity. It is clear at this point that MFKDF should not be used
if its state has no integrity protection: the OOB Overwriting (3.3.2.1),
Parameter Tampering (3.3.2.2) and Share Dilution (3.3.2.3) attacks all
result from this lack of integrity.

A partial solution could be to give up on some of the flexibility
and functionality of MFKDF, such as the support for arbitrary thresh-
old policies and user-specified key length, and embed these parameters
in the client software instead of keeping them in the state. While fix-
ing the threshold value, key length, and PBKDF parameters prevents
Attacks 3.3.2.2 and 3.3.2.3, it is not possible to hard code public keys to
protect against Attack 3.3.2.1. Moreover, other attacks that rely on the
lack of integrity of the remaining state may still be possible; this miti-
gation only helps against some of the concrete vulnerabilities that we
found, but does not fundamentally solve the issue of state integrity.

Unfortunately, verifying the integrity of the state presents a “chicken-
and-egg” dilemma: the purpose of MFKDF is to derive a key, so we cannot
assume the existence of a key which can be used to protect the state, but
without a key, the integrity of the state cannot be verified. The only
option is to use the MFKDF key, derived from the unprotected state,
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to itself ensure the integrity of the state. But this circular approach is
vulnerable to attacks where the adversary exerts control over the derived
key (in the vein of Attack 3.3.2.2).

Therefore, as it stands, MFKDF itself cannot achieve state integrity.
The two plausible alternatives to instantiate MFKDF in a secure way are
to rely on a trusted third party to protect the state, or to come up with a
new, stateless construction.

In their response to our disclosure, NS suggest the first option, say-
ing that the state can be stored on a blockchain or on IPFS. This impacts
the practicality of MFKDF, and leaves open the problem of updating the
state: either the state is immutable, or the user would need to authenti-
cate in order to modify it. An MFKDF construction without state might
be of interest for future work, but requires considerable change to the
proposed design.

MFKDFz [253] mitigates state integrity issues in two ways. First, it sets
some parameters to fixed values, including key length (32 bytes) and PBKDF
(Argon2id): this limits the adversarial control over the final key output,
making it harder for MFKDFz to output a low-entropy or easy-to-brute-
force final key. Second, it adds an integrity check over most values included
in the public state, using a key derived from the final key. This corresponds
to the circular approach that we mentioned earlier, and, combined with the
static PBKDF and key length, seems to frustrate most practical attacks. A
security proof of this construction is still outstanding.

Cryptographic Primitives. The HOTP Compromise (3.3.3.1) and Sha-
re Format (3.3.3.4) Attacks result from underspecified requirements for
the cryptographic primitives used in MFKDF. NS argued in their response
that this underspecification is intentional, to ensure that MFKDF is “fu-
ture proof” and can be adapted and implemented as required by applica-
tions. We believe the specification should be more stringent and clarify
the security properties of the primitives on which MFKDF relies. In this
vein, NS agree with us that symmetric encryption should at least be
IND-CPA secure (hence in particular excluding the usage of one-time
pad).

Independently from our other proposed mitigations, we advise to use
AEAD encryption where appropriate to protect dynamic parts of the state
from changing. A notable exception is the encryption of shares, which
instead requires a non-authenticated scheme to avoid factor brute-force
attacks through trial-decryption. Avoiding this class of attack requires
non-standard assumptions on the encryption scheme: decryptions under
incorrect keys should yield plausible-looking shares. This has been stud-
ied by Juels and Ristenpart in their work on honey encryption (HE) [177]:
we postulate that a HE scheme could be used to encrypt the shares while
withstanding brute-force attacks on low-entropy keys.

MFKDFz mitigates some of these attacks by switching from one-time
pad to AES-256-ECB. While this is a questionable choice of cipher (in par-
ticular, it is not IND-CPA secure), practical attacks are limited when ECB
is used to encrypt high-entropy plaintext, which is the case in MFKDF2.*°
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report [252]. That particular vul-
nerability was fixed by switching
to AES-CBC.
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The integrity tag over the public state contributes to providing a weak form
of ciphertext integrity.

HOTP. While the HOTP Bias Attack (3.3.3.2) can be avoided by dis-
continuing the use of HOTP codes as an MFKDF factor, the fundamental
issue with dynamic factors (including HOTP) remains; they should not
be used for key derivation.

MFKDFz suggests the usage of an external trusted service, dubbed “tim-
ing oracle’, to provide unbiased one-time codes that can be summed (mod
10%) to the user’s OTPs. At the time of writing this thesis, the timing oracle
implementation is not fully specified in MFKDFz.

Share Recovery. As described in Section 3.3.3.3, the Share Recovery
Attack can be prevented by having Recover generate fresh shares when
a factor is lost. If the share threshold ¢ were to be additionally authenti-
cated or constant, this results in a secure factor recovery mechanism (that
does not instead expose the user to the Share Dilution Attack 3.3.2.3).

MFKDFz does generate fresh shares, and the threshold value is included
in the integrity tag.

3.5 DISCUSSION

In our analysis of MFKDF, we found multiple issues with both the pro-
posed constructions and the implementation. However, the most dam-
aging finding is arguably the dynamic factor attack, which points to a
fundamental flaw in the concept of MFKDF, and cannot be mitigated. This
flaw stems from a gap between the two threat models of password-based
systems in which MFKDF operates: key derivation and authentication.

In the following, we discuss this gap and why it arises. We compare
MFKDF to the state of the art in authentication and key derivation, re-
spectively. Our analysis shows that for authentication, MFKDF is always
weaker than traditional MFA, and that for key derivation, MFKDF is no
better than using PBKDF on a longer password—and the latter is arguably
the safer option from a usability point-of-view.

Authentication. In the setting of (multi-factor) authentication, the
goal is to prevent outsiders from impersonating the prover towards the
verifier. For instance, consider the case of a server authenticating a user
to an application such as e-banking, unencrypted email or cloud storage.
In its role as a verifier, the server is trusted: it aims to prevent an external
actor—which may partially compromise user secrets and observe the
communication between user and server—from gaining access to the
user’s resources. For MFKDF, this threat model is relevant when the
derived key is used for authentication; NS propose this usage, arguing
that the final key implicitly verifies the authentication factors used to
derive it, and can hence replace traditional MFA.

Next, we compare the security achieved by using the MFKDF key
for authentication, to directly using traditional authentication factors for
MFA. Note, however, that the state-of-the-art for authentication are pro-
tocols like WebAuthn [160], which leverage public-key cryptography for
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completely passwordless authentication. MFKDF does not try to compete
with these more modern alternatives; its goal is instead to strengthen
the security of password-based systems, making MFA the appropriate
baseline.

MFKDF vs. MFA. In traditional MFA, dynamic authentication factors
present a significant advantage over static ones: access to a dynamic
factor witness is only useful to authenticate once (the witness is “one-
time”), and sometimes only during a short time interval (cf. TOTP). This
is possible thanks to the threat model, which allows the client to put
some trust in the server (concretely, in the form of a shared secret such
as an HMAC key, or a server-generated OOB code).

This is not the case in MFKDF. Because the final key has to be static,
dynamic factors need to be turned into static ones. Consequently, the
one-timeness/freshness properties of dynamic factor witnesses are lost;
as shown in Attack 3.3.1, corrupting a single witness allows an adversary
to recover the source key material for the corresponding factor.

NS do not discuss the consequences of turning dynamic factors into
static ones in their paper, and—in response to our disclosure—dismissed
this limitation as inherent to the properties of a key derivation function.
However, dynamic factors can make a difference in practice: consider a
user authenticating to their e-banking account with a password and a
TOTP token, on a device infected with a keylogger. The adversary learns
the password and the token witness, allowing it to derive the MFKDF
key. This enables the attacker to repeatedly authenticate as the user, also
in the future. In contrast, if traditional MFA was used, the attacker would
be unable to authenticate at all since it does not have access to the TOTP
token, and the captured witness has already been used.

Hence, authenticating with traditional MFA is stronger than using
MFKDF. Furthermore, the connotation that, for example, TOTP codes
are “one-time” (as alluded to in the name) might convey a false sense of
security to users, who should not reasonably be expected to understand
that their previously dynamic authentication factors have now become
static, and that their “one-time passwords” need to be treated with as
much care as their normal passwords.

Key Derivation. In the setting of password-based key derivation, the
goal is to extract entropy from a password to produce a cryptographic key,
while making brute-force and dictionary attacks hard. The resulting key
can then be used for cryptographic operations, without requiring the user
to memorize or store the key. Notable use-cases include encrypting files
for end-to-end encrypted cloud storage (e.g. MEGA [210]), or protecting
passwords stored in an online password manager (e.g. Bitwarden [168]):
here, the service provider hosting the encrypted data is not trusted. This
threat model differs from that of authentication in two ways.

First, if the key is used to protect outsourced data, the server storing
that data is considered malicious. As we outlined under Authentication
above, this deviates from the authentication setting, where the client

75



76

MFKDF: MULTIPLE FACTORS KNOCKED DOWN FLAT

may share secret key material with the server for the purpose of authen-
tication.

Second, the attacker “trivially” wins if it compromises the device of
the user where the key derivation is taking place, since it then learns the
key. In the case of MFKDF, this is true even if the attacker has not compro-
mised any of the factors used for the key derivation. In the authentication
setting, in contrast, compromise of the device where authentication is
taking place is insufficient to impersonate a user thanks to the dynamic
factors; all factor material must be corrupted in order for the attacker to
win (see the keylogger example above).

One of the explicit goals of MFKDF is to bring the security guarantees
of MFA to key derivation, but this is unattainable, as the two threat
models are in conflict: trust in the server cannot be leveraged in the key
derivation setting, and MFKDF cannot help against compromise of the
user’s device (as MFA does) if the server is also malicious.

MFKDF vs. PBKDF. In light of the above considerations, we argue
that MFKDF is no stronger than using PBKDF on a longer password (or,
equivalently, the combination of multiple static secrets). First of all, At-
tack 3.3.1 shows that dynamic factors are unsuitable for use with MFKDF;
they have to be turned into static source key material to satisfy the re-
quirements for key derivation, and hence lose their advantage over static
factors. Since MFKDF internally applies PBKDF to the concatenated
source key material of all factors (see lines 5-6 of Algorithm 6), it is clear
that this approach is no more secure than applying PBKDF to a longer
password of the same entropy as that of the factors combined. More
importantly, users are faced with the non-obvious shift in threat model
which implies that one-time codes from their dynamic factors need to be
treated as secrets lest they permanently degrade the security of their key.

The other claimed advantages of MFKDF, such as threshold key
derivation and factor recovery, have to be traded off against their dis-
advantages. Indeed, our attacks show that the substantial complexity
added by MFKDF can easily make it considerably less secure than just
PBKDF. Among the reasons for this are the vulnerabilities that arise from
having security critical values in unauthenticated state, as well as imple-
mentation pitfalls such as the use of biased Shamir shares combined with
encryption, a use case for which they were not designed. Such features
would require careful formal treatment and vetting of the implementa-
tion.

3.6 CONCLUSIONS

MFKDF is promoted as a more secure alternative to PBKDF, bringing
the advantages of multi-factor authentication to password-based key
derivation. In our analysis, we showed that the security claims made for
MFKDF are void: the proposed construction suffers from vulnerabilities
that allow an adversary to compromise or bypass the factors used for
key derivation, or directly recover the derived key without corrupting
all of the factors. Additionally, even with the mitigable vulnerabilities
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patched, MFKDF is not more secure than PBKDF with longer passwords
of equivalent entropy.

As a concept, MFKDF proposes a way of harvesting the entropy from
authentication factors that a user might already have, and use it for key
derivation. Indeed, the authors state that MFKDF provides

a paradigm shift toward direct cryptographic protection of
user data using all available authentication factors, with no
noticeable change to the user experience [220].

However, when proposing to use authentication factors for key deriva-
tion, they fail to discuss the disparate threat models of these objects. The
result is that the protection provided by dynamic factors against imper-
sonation attacks is lost when MFA is replaced by authentication through
MFKDF with the same factors. Additionally, dynamic factor witnesses
such as HOTP codes are no longer one-time when used for MFKDF; they
lose their advantage over static factors, and they instead represent a
security risk for users who do not understand this change.

Future Work. Constructing an alternative to PBKDF which strength-
ens the security of derived keys by combining the password with ad-
ditional inputs is a highly relevant quest. If we move away from the
authentication threat model, we can design dynamic factors specifically
for key derivation purposes which can achieve this goal, and provide
security for the KDF even under leakage of all the inputs and outputs of
the factor. One possible direction is to use OPRF evaluation on a separate
device as a second factor: this has been explored by Iliescu in her MSc
thesis [165]. MFKDFz2 [253], a follow-up to MFKDF which includes fixes
for many of the attacks we outlined in this work, has received audits but
still lacks a formal security analysis. Provable security for MFKDF2 is
also a relevant direction for future work.
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CHAPTER 4

Zero Knowledge (About)
Encryption: A Comparative
Security Analysis of Four
Cloud-based Password Managers

This chapter has been previously published as:

Scarlata, M., Torrisi, G., Backendal, M., Paterson, K. G. “Zero Knowl-
edge (About) Encryption: A Comparative Security Analysis of Three
Cloud-based Password Managers” 35th USENIX Security Symposium
(USENIX Security 2026). USENIX Association, August 2026.

URL: www.usenix.org/conference/usenixsecurity26/presentation/

scarlata

For this chapter, I have made several modifications from the original
publication, including extended details that were present in the full ver-
sion [262] or previously unpublished. In particular, I included a more
detailed security analysis of 1Password in this chapter, therefore increas-
ing the count of targets from three to four. I also updated the mitigation
advice to match our evolving understanding of the issues raised, and our

latest discussions with the password manager companies.

Summary

password manager design.

In this chapter, we provide a comparative security analy-
sis of four major cloud-based password managers: Bitwarden, LastPass,
Dashlane and 1Password. We present 31 attacks across the four systems,
targeting escrow-based key recovery, credential sharing, vault integrity,
and legacy encryption. We discuss mitigations and broader lessons for
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4.1 INTRODUCTION

Despite the rise of alternative authentication methods, users today still
have to deal with passwords, often numbering in the hundreds [223].
Password managers help to tame the problem by providing a tool to se-
curely store passwords, reducing the challenge of remembering many
passwords to remembering just the one “master password” for the pass-
word manager. Cloud-based password managers outsource the storage
to a remote server under the control of a service provider. At an ab-
stract level, a user’s passwords are collected in a single object which is
then encrypted by the user’s client under a cryptographic key derived
from the user’s master password, creating an encrypted vault. The client
then uploads the encrypted vault to the server. When a user wishes to
access a password for a particular service, their client authenticates to
the service, retrieves the encrypted vault, and decrypts it locally with a
user-provided copy of the master password.

Importantly in solutions of this type, the service provider does not
see the vault plaintext and therefore does not immediately learn the
user’s passwords or other sensitive data. This is akin to the situation
with end-to-end encrypted (E2EE) cloud storage, and while the terms
E2EE or client-side encryption are sometimes used by vendors in this
space, the most commonly used term is Zero Knowledge Encryption. The
term Zero Knowledge of course has a specific technical meaning in the
context of interactive protocols, but here the term is being used with a
different meaning, as we shall see.

The cloud-based approach has multiple advantages: users can ac-
cess their encrypted vaults from multiple devices; vaults can store other
sensitive information beyond passwords (e.g. credit card data, personal
documents); and the service can be extended to allow sharing of sensitive
data within a family, group or organisation. The “access from anywhere”
feature creates work for vendors, who have to support access from web
browsers as well as stand-alone applications running on different OSes.
Many vendors have offerings which allow the cloud storage element to
be self-hosted by an organisation instead of by the vendor.

Four prominent providers in this space are Bitwarden, Dashlane, Last-
Pass and 1Password. At the time of writing, Bitwarden claims to have 10
million users, Dashlane 19 million users and 24,000 business customers,
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and LastPass 33 million users and 100,000 business customers [57, 90,
190]. A 2024 report [264] based on a survey of 1000 US consumers gives
further insight into the popularity and market share of password man-
agers. The built-in password managers of Google and Apple now repre-
sent 55% of the market, up from a combined share of only 15% in 2021.
Bitwarden and LastPass are the next two largest, according to the study,
with 11% and 10% market share, respectively. Dashlane now has only 2%
market share, down from 7% in 2021 when it was amongst the market
leaders.” The same report places 1Password as the fifth most popular
password manager (after Google, Apple, LastPass, and Bitwarden) at 5%
market share; the company reports 180,000 business customers and “mil-
lions” of users, including one million developers [7]. There is a long tail
of smaller players in the market.

Threat Model. We conduct our analysis of cloud-based password man-
agers in a threat model in which the servers storing users’ vaults are
assumed to be fully malicious, meaning that they can arbitrarily devi-
ate from expected behaviour when interacting with clients. This is a
stronger model than considered in prior work. We present three argu-
ments to justify this in Section 4.2, summarised here. First, vendors’
explanations of Zero Knowledge Encryption and E2EE terminology im-
ply that security is maintained in this setting. Second, given the large
amount of sensitive data that they store, the service providers are likely
targets for sophisticated attackers capable of penetrating the servers and
then mounting active attacks (indeed, some vendors have been repeat-
edly breached [187, 130, 278]). Third, in closely related areas such as
cloud storage and messaging, security against a malicious server is by
now de rigueur.

Security Expectations. Given this threat model, what security should
users reasonably expect of password managers? Based on prior work
and our examination of vendors’ security claims, we argue that the ap-
propriate guarantees are:

1. Confidentiality of all data in a user’s vault. This includes the items -
that is, credentials (usernames and passwords), but also credit card
information and notes. Most metadata is not kept confidential in
the systems we studied, but achieving this is also desirable.

2. Integrity of vault data (and metadata). This should apply at the
level of individual items, but also at the level of the data collection
as a whole. It should be infeasible for an adversary to modify
existing data or inject new data, undetectably delete or modify
any data, or change the semantics of any data in a vault, e.g., by
altering metadata. In particular, the integrity of any user-specific
settings should be maintained.

3. Secure sharing and account recovery. If these features are enabled,
then only the set of other users with whom a given user intends to
share some or all of their vault data (or grant an account recovery
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capability) should be able to access that data (respectively, recover
the account).

Several subsidiary security properties are needed to achieve these
goals. For example, it should be hard for a malicious server to weaken
the cryptography used by clients (e.g., reducing the iteration count used
in password hashing).

More advanced goals can also be envisaged, e.g. vault indistinguisha-
bility, oblivious client operations, device privacy, etc. Such goals are
far from being achieved by today’s password managers and thus out of
scope for our analysis; however, see [33] for a recent study of possible
security properties.

Our Results. In Section 4.4, we give a detailed analysis of Bitwarden,
Dashlane, LastPass and 1Password, presenting a cornucopia of practical
attacks. In the artefacts that accompany this thesis, described in Sec-
tion 4.7, we give Proof of Concept (PoC) implementations of all of these
attacks, demonstrating their feasibility. The attacks allow us to down-
grade security guarantees, violate security expectations, and even fully
compromise users’ accounts. Table 4.1 lists the attacks and their impacts.
Worryingly, the majority of the attacks allow recovery of passwords —
the very thing that the password managers are meant to protect.

We group the attacks into four categories: attacks exploiting the
key escrow features used for account recovery and SSO login, attacks
based on lack of integrity of the vault as a whole, attacks enabled by the
sharing features, and, finally, attacks exploiting backwards compatibility
features.

These attacks reveal common design anti-patterns and cryptographic
misconceptions. Lack of authentication of public keys is widespread.
When combined with key escrow and sharing features, this results in
the adversary being able to fully compromise vaults. Another recurring
failure mode is (wrongly) assuming origin-authentication of public key
ciphertexts, leading to key substitution attacks against Bitwarden in the
style of [14, 161]. LastPass stands out for lacking any form of cipher-
text integrity, using AES-CBC as its main encryption mode. Thanks to
legacy code and backwards compatibility exploits, we can downgrade
Bitwarden and Dashlane to similarly hazardous states. We also show that
integrity is only achieved for single fields in individual items, instead of
at the vault level. This enables cut and paste attacks within items and
across the vault. Such attacks can often be chained to compromise the
confidentiality of the vault as well. These attacks work even when proper
authenticated encryption is used. They are possible because of insuffi-
cient key separation in vaults with complex structures and/or a lack of
cryptographic binding between data and metadata.

Target Selection. We selected the four providers as targets based on
their historical and current market share, the availability of unobfuscated
client source code (available for Bitwarden and, partially, for Dashlane
and LastPass), the richness of the offered feature set, and the diversity of
approaches. Our analysis of 1Password is not as thorough as for the other
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three, due to the lack of source code. As noted above, Apple and Google
now dominate the password manager market. However, the unavailabil-
ity of source code precludes easy analysis of these systems. Additionally,
E2EE is an opt-in feature for Google’s password manager, so users do
not enjoy security against malicious servers by default. Finally, while
numerous other cloud-based password managers could also have been
studied, our deep examination of the four selected products - represent-
ing over 60 million users and 28% of the market — was already sufficient
to surface severe design flaws and common misunderstandings.

Mitigations and Disclosure. We describe potential mitigations for
each attack in Section 4.5. We also discuss general strategies to avoid
the common pitfalls we discovered. We have shared these mitigations as
part of a detailed, vendor-specific disclosure document with Bitwarden,
LastPass, Dashlane and 1Password. In each case we have followed an
industry-standard coordinated vulnerability disclosure approach, giving
vendors at least 9o days to deploy countermeasures. For more details,
see our ethics analysis in Section 4.6.

Broader Impact and Contributions. The immediate impact of our
work is to help the affected vendors patch their vulnerabilities, thereby
providing stronger security for very sensitive data of millions of users.
But the impact of our findings also goes beyond the specific products
they affect to illustrate some of the frontiers in the space of end-to-end
encrypted applications. The importance of the integrity of vaults is a
new finding, but parallels can be drawn with similar, recent notions of
integrity for cloud storage [37]. Building systems that support key escrow
without opening up attack avenues for malicious actors is considered
a hard problem, one that has arisen repeatedly in the arena of lawful
access and the Crypto Wars [8]. The problem of reliably authenticating
public keys that (as we show) plagues password managers also comes
up in the messaging space, where it is being tackled by the introduction
of Auditable Key Directories, cf. [191]. Section 4.8 considers these and
other issues at greater length.

Beyond categorizing the common pitfalls of E2EE cloud-based pass-
word managers and drawing parallels to where these arise in other E2EE
systems, a main contribution of our work is to firmly establish the need
for formal study of these products and their security. The number of
severe vulnerabilities we uncover among a diverse set of vendors shows
that getting end-to-end encryption right in this setting is not easy. Build-
ing on initial notions for password manager security in [128], we propose
as future work to formally define the goals of E2EFE against a malicious
server, akin to what was recently done for cloud storage [37]. Analysing
cloud-based password managers in this threat model is a novel aspect of
our work, and we have seen from our interactions with vendors that our
attacks provide a strong motivation to work towards achieving theoreti-
cally well-founded guarantees in this setting, promoting the benefits of
formal analysis and provable security in practice.
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Related Work. There was substantial prior analysis of password man-
agers shortly after they first appeared on the market. However, none of
this work considered the malicious server threat model as we do. Early
analysis started more than a decade ago. Li et al. [192] examined five
browser-based password managers (LastPass and four others that are
no longer extant), uncovering vulnerabilities in four categories: book-
marklet issues, classic web issues, authorization issues, and UI issues.
The threat model used in [192] is that of a “web attacker”. In the same
timeframe, Stock and Johns [274] studied the impact of XSS-based at-
tacks on password managers. In contrast to [192, 274], our vulnerabili-
ties are of markedly different type, stemming more from cryptographic
issues, and in some cases are more devastating. Meanwhile, Silver et
al. [270] examined the dangers of autofill while Fahl et al. [118] studied
the impact of malicious Android apps on password managers. Gasti and
Rasmussen [128] provided a theoretical treatment of a range of password
manager database formats, focussed on a local storage model and assum-
ing the adversary has either read-only or read-write access to the en-
crypted database. Such capabilities are available to our malicious server
adversary for the user vaults that it stores. Gasti and Rasmussen [128]
found only one format offering both integrity and secrecy in their attack
model, indicating developers’ lack of understanding of the need to pro-
vide appropriate cryptographic protection. In contrast to our work, [128]
did not explore the practical consequences of their findings. Passive
(rather than active) attacks on password manager applications running
on i0OS and Blackberry were presented by Belenko and Sklyarov in [42];
this work highlighted the use of weak PIN protections or lack of suitably
strong password-based key derivation functions. LastPass was one of the
targeted products; in 2012 when [42] was published, it used only one iter-
ation of SHA-256 to derive the vault master key from the user password.
This has improved since. Zhao et al. [292] also considered the security of
LastPass, but focussed mostly on the complexity of brute-force attacks on
its password hashing mechanism; this paper also observed that a passive
server adversary could observe sensitive data in the RoboForm product
because of lack of client-side encryption, a valid attack in their insider
attack model which allowed for server-side monitoring and data theft
(but not an actively malicious server).

In 2020, Oesch and Ruoti [224] revisited some of this early work to
consider the full password manager lifecycle for seven different stan-
dalone managers (including the four that we study) and five browser-
provided managers. Their consideration of password storage documented
vault encryption mechanisms and briefly studied metadata privacy. Their
main takeaway is that password managers have improved their security
compared to how they performed in earlier studies, though still with
significant weaknesses in the areas of unencrypted metadata, insecure
defaults, and vulnerability to clickjacking attacks. A similar study was
carried out by Carr and Shahandashti in [74], focussed on phishing, clip-
board and PIN brute-forcing vulnerabilities. A further five years later,
our work challenges the findings of [224, 74] in the malicious server
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threat model that we have justified to be appropriate for cloud-based
password managers. Fabrega et al. [116] considered injection attacks
against ten different password managers, wherein an adversary (only)
controls their own application client, which they use to “inject” chosen
payloads to a victim’s client via, for example, sharing credentials with
them. The adversary is also able to observe the protected vaults in some
form. The threat model in [116] is different to ours — roughly speaking
it considers a malicious client in combination with a passive server (or
a network adversary) whereas we consider a malicious server. Finally,
Duan et al. [109] provided a categorisation and formal models in the
UC framework, and studied offline guessing attacks against 43 password
managers.

Parallel to our work, Avoine et al. [33] study password managers in a
threat model where the server remains “covert” in any attack it mounts.
This preprint classifies cloud-based password managers into three types
and sketches attacks by type. The attacks violate vault integrity, as well
as several weaker properties not currently targeted by vendors. The
attacks’ impacts are not fully explored, and there are no PoCs. Some of
them rely on weak passwords and/or low PBKDF iteration counts.

A raft of work has studied password managers from human and us-
ability perspectives [78, 178, 209, 117, 75, 232, 162, 241, 225, 208]. In
addition, studies on general password usability, password policies, tech-
nical measures for improving password security, and password breaches
abound.

Close in spirit to our work is a recent line of work analysing the secu-
rity of E2EE cloud storage providers in the malicious server setting [38,
159, 19, 14, 161]. Many vendors in this space also use the term Zero
Knowledge Encryption in a similar way to vendors of password man-
agers. Our findings are broadly analogous to the ones of these papers,
though significantly different in the technical details of attacks. We com-
pare our work with this line of work in more detail in Section 4.8.

4.2 THREAT MODEL

As we laid out in our discussion of related work, there has been a sig-
nificant amount of security analysis of password managers over the last
decade (and more). At the same time, the landscape of password man-
agers has changed, with cloud-based solutions becoming significantly
more common. This makes it timely to revisit the question: what is the
appropriate threat model in this setting?

Before going further, we note that there is a trivial attack against end-
to-end encrypted applications that we wish to take out of consideration
from the outset. Namely, a user can be supplied with a malicious client
which, for example, simply returns the user’s master password to the
server in the clear. Such an attack would be detectable through code
audits and - though possible via an obfuscated functionality — would
be very risky for a vendor to conduct. This is especially true for signed
software releases (e.g., desktop and mobile clients, browser extensions),

85



A COMPARATIVE SECURITY ANALYSIS OF FOUR CLOUD-BASED PASSWORD MANAGERS

as the existence of a signed malicious client would constitute proof of
vendor misconduct.

Setting this trivial attack aside, we argue here that it is appropriate to
consider a threat model in which the server is considered fully malicious,
meaning that it can deviate arbitrarily from its expected behaviour. Such
deviations are hard to detect, especially when targeted at selected users.
We argue that this threat model is motivated by the advertised security
guarantees by the vendors, the sensitivity of vault data, and the fact
that malicious-server security is by now the norm for outsourced data
in other, related settings. We expand on each of these below, and end by
briefly discussing the role of client interaction in this threat model.

Other E2EE Domains. Security in the face of a malicious server is
by now the de facto standard in related settings such as messaging sys-
tems and cloud storage, where sensitive user data (in the form of private
messages or files) is also relayed or stored by service providers. In par-
ticular, the malicious server threat model is the accepted interpretation
of the security guarantees provided by end-to-end encryption in these
settings. (We note that some vendors of E2EE cloud storage also use
“Zero Knowledge Encryption” to refer to E2EE. Thus, also in this setting,
this term is taken to mean data confidentiality and integrity in the face
of a malicious or compromised server.) For example, recent analyses
of cloud storage systems [38, 159, 19, 14, 161] have forced vendors in
this space to upgrade their approach to provide security against a ma-
licious server, while major messaging systems like Signal, WhatsApp
and iMessage have long featured E2EE in the standard sense (Telegram
remains a notable and regrettable exception in this area, with E2EE only
being optionally available on a per conversation basis rather than as a
default, and not available at all for groups). We think it is reasonable
to expect these terms (zero knowledge and E2E encryption) to have the
same meaning in the context of password managers.

Passwords have High Value. Passwords are among the most sensi-
tive kind of user data, as they often grant access to accounts and services
which may in turn reveal more data, or allow an attacker to impersonate
the victim. Since password manager servers host high concentrations
of passwords from thousands of users, they thus provide an attractive
target for hackers. Attacks on the provider server infrastructure can be
prevented by carefully designed operational security measures, but it
is well within the bounds of reason to assume that these services are
targeted by sophisticated nation-state-level adversaries, for example via
software supply-chain attacks [76] or spear-phishing. Moreover, some
of the service providers have a history of being breached - for example
LastPass suffered breaches in 2015 and 2022, and another serious security
incident in 2021. In the 2022 breach, the attacker gained access to the
development environment, source code, and technical information, used
that information to compromise the computer of a senior DevOps engi-
neer, then gained access to an encrypted corporate vault, and finally to
the keys of the Amazon S3 “buckets” of the backups to customer files [130,
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278]. In a self-hosted deployment involving a less technically advanced
customer, it seems highly likely that the server hosting user vaults could
not resist such a determined attack. While none of the breaches we
are aware of involved reprogramming the server to make it undertake
malicious actions, this goes just one step beyond attacks on password
manager service providers that have been documented. Active attacks
more broadly have been documented in the wild [257, 169].

Vendors’ Statements. Additionally, we provide example statements
made by the providers which we believe justify this threat model here
(taken from their web sites and white papers where they explain their
“Zero Knowledge Encryption” claims).

“Zero knowledge encryption: Bitwarden team members can-
not see your passwords. Your data remains end-to-end en-
crypted with your individual email and master password.
[...] Since it’s fully encrypted before it ever leaves your de-
vice, only you have access to your data. Not even the team
at Bitwarden can read your data (even if we wanted to).” [59]

“Dashlane Password Manager is designed using zero-knowl-
edge architecture, with the data encrypted locally on the
user’s device. Only the user can access the data by using a
password or another form of authentication. Since Dashlane
doesn’t have access to the user’s vault and doesn’t store the
user’s Master Password, malicious actors can’t steal the in-
formation, even if Dashlane’s servers are compromised.” [94]

“With a zero-knowledge approach, you can rest easy know-
ing that no one else but you, not even your password man-
ager vendor, has the keys to the kingdom. [...] For example,
zero-knowledge means that no one has access to your mas-
ter password for LastPass or the data stored in your LastPass
vault, except you (not even LastPass)” [124]

“Zero-knowledge encryption means that no one but you —
not even the company that’s storing the data — can access
and decrypt your data. This protects your information even
if the server where it’s held is ever breached.” [6]

While none of the vendors quoted here explicitly describe the threat
model under which they expect their product to remain secure in terms
of attacker capabilities, we argue that — based on statements like the
ones above — their customers could reasonably deduce that their vault
data remains protected even against a malicious server. Moreover, none
of the vendors objected to our adoption of this threat model during the
disclosure process.>
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? LastPass have communicated
that they don’t adopt a generic
malicious server threat model,
but apply compensating controls
to mitigate server risks. 1Pass-
word explicitly notes that they
don’t verify public keys, and
confirmed that they view the
server as trusted when it comes to
providing authentic public keys
or authentic public encryption
ciphertexts.
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Figure 4.1: Key hierarchy for
Bitwarden.

Client Interaction. While our threat model concerns a malicious server,
some of our attacks rely on interaction with the (honest) client victim.
We treat the amount of client interaction needed for an attack to succeed
as a resource, and for each attack, we list the expected client interactions
required.

The majority of our attacks require simple interactions which users
or their clients perform routinely as part of their usage of the product,
such as logging in to their account, opening the vault and viewing the
items, or performing periodic synchronization of data. We also present
attacks that require more complex user actions, such as key rotations,
joining an organisation, sharing credentials, or even clicking on a mis-
leading dialog. Although assessing the probability of these actions is
challenging, we believe that, within a vast user base, many users will
likely perform them. Table 4.1 summarises the interaction requirements
for each attack.

4.3 THE PASSWORD MANAGERS
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4.3.1 Bitwarden

The key hierarchy of a Bitwarden user, illustrated in Figure 4.1, is rooted
in the user’s master password and email. These are used respectively
as key and salt of a KDF, which can either be PBKDF2 or Argon2id, in
order to generate a 32-byte-long master key (k). The master key is
used for authentication by sending the result (h,,) of a single iteration
of PBKDF2 on the master key with the user’s password as salt to the
server, which compares it to the value of h,, stored at registration. The
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master key is additionally used to derive two 32-byte keys via HKDF-
Expand with two different input labels: "enc" and "mac". The resulting
keys (kohe, kIa¢) are concatenated to form the 64-byte extended master
key (Kem)-

After deriving the extended master key, a 64-byte user key (k) is
sampled uniformly at random. Similarly to ke, this key can be inter-
preted as consisting of an encryption (k;"“) and a MAC key (k;'*°), each
32-bytes. The role of the user key is crucial: it protects all the data inside
the user’s vault, either by directly encrypting vault items, or indirectly
(if so-called “per-item keys” are enabled, as explained below). Once the
user key is generated, it is encrypted under ke, and stored on the server
to be served at the next login.

Additionally, the client generates an RSA key pair (with a 2048-bit
modulus) consisting of a public key pk and a private key sk. This key
pair is used in the context of Bitwarden’s organisation as described below.
Finally, the private key is also encrypted under the user key and sent to
the server.

Bitwarden allows users and businesses to self-host the server, in order
to have complete control of their data. For users of self-hosted Bitwarden
instances, the adversary in our threat model will thus be the self-hosted
server.

Key and item encryption. Bitwarden uses AES-CBC-HMAC for au-
thenticated encryption of keys and vault items, using the “enc” and “mac”
parts of the key for encryption and MACing, respectively. For backwards
compatibility, the HMAC is omitted if the “mac” key part is missing. That
is, if the client attempts to encrypt using a key which is only 32 bytes,
the client falls back to using AES-CBC.

In vault items, each item data field is encrypted individually. Item
fields used to be encrypted directly with the user key k,;, but from version
2024.2.0 new items are encrypted with individually sampled per-item
keys, which are in turn encrypted by the user key. Old items remain
encrypted directly under k.

Organisations. Credential sharing is implemented in Bitwarden through

organisations. When a user creates an organisation, their client samples
a new 64-byte organisation symmetric key kg, and encrypts this key
under the user’s public key, yielding cg;". Additionally, the client also
generates an organisation RSA key pair (pk 4, skorg) (used for account
recovery purposes), and encrypts the private key using ks to create
Cskorg (see Figure 4.1). It then sends c5ry', Pk, and the encrypted
CskOrg to the server. Items in an organisation are individually encrypted

using the organisation symmetric key.

The creator of an organisation can add new members by encrypting
the organisation symmetric key for the public key of the invitee. For
each user user’, the resulting ciphertext cjpe" " is sent to the server for
storage, and served to user’ when syncing. The client of user’ can then
decrypt cirg " using their private key to obtain Korg. A client determines
that the user is a member of an organisation if it can obtain k.
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Figure 4.2: Key hierarchy for
LastPass.

Further organisation data, such as the organisation name and policies
regarding account recovery, for example, are stored unencrypted on the
server and sent to the client whenever a sync operation is performed.

(pw, email)
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4.3.2 LastPass

As in Bitwarden, the key hierarchy in LastPass (illustrated in Figure 4.2)
begins with the user’s password, which is used to derive a 32-byte user
key k, using PBKDF2 with the user’s email address as salt. The default
KDF iteration count is 600,000. To authenticate, the client sends h,,, the
result of one more iteration of PBKDF2 over k,, with the password as
salt, to the server; the server checks if the received h,, matches the value
received at registration.

Key and item encryption. The user key is used to directly encrypt the
items in the user’s vault using AES-CBC (with no integrity protection).
Each user also has an RSA key pair (sk, pk); the secret key is encrypted
under k, using AES-CBC and stored at the server.

Sharing. Sharing among LastPass users is implemented through shared
folders. When a user first shares an item, their client samples a 32-byte
shared folder key kgp,. This is subsequently used to encrypt the items
in the shared folder using AES-CBC. The folder key is itself encrypted
using RSA-OAEP under the public key of every user with whom the
folder is shared.

4.3.3 Dashlane

Dashlane’s vault is maintained in the form of a transactional database.
Each transaction can create, modify, or delete an item in the database:
the transaction type and timestamp are unencrypted metadata fields,
while the transaction content, consisting of compressed XML data with
information about items or user settings, is encrypted.

Key and item encryption. Content is encrypted using a key derived
from the user’s master password. The exact details for these operations
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are specified in the first bytes of the content by a payload string: this
defines the password-based key derivation function (either PBKDF2,
Argon2d, or noderivation), its parameters (e.g., salt length, hash method,
and iterations for PBKDF2), the cipher (by default AES-256), and the
cipher mode (by default CBC with HMAC). First, an intermediate 32-
byte key kcp is derived from the password. If the cipher mode is CBC
with HMAC, then an additional SHA-512 is used to derive the 64-byte
kebe-hmac- When the user modifies their vault (e.g., by adding an item),
a new transaction is created and sent to the server. See the illustration
in Figure 4.3.

Sharing. Each user also has a 2048-bit modulus RSA key pair (sk, pk);
the secret key is stored encrypted (as a transaction) on the server, to-
gether with the public key. The RSA keys are used for sharing: when a
user shares an item with another user (either directly or in a group), a
symmetric encryption key kg, is sampled and encrypted for the recipi-
ent(s) public keys (which the sharer retrieves from the server).

NoTke. The only fully-available open-source Dashlane client is the CLI
client, which does not support encryption nor the credential sharing
feature, so the description we provide here is based in part on reverse
engineering and may be incomplete. We focus on the parts of the system
relevant to our attacks, for which the functionality we describe here is
verified by the PoCs.

4.3.4 1Password

Similar to the other password managers we study, one root of security
in 1Password is the user’s master password—but unlike the other three
products, 1Password also includes a high-entropy cryptographic key in
the key derivation, the so-called secret key. This means that users cannot
access their vaults using just their master password: they also need access
to the secret key. To enable multi-device support, this key needs to be
transferred between devices prior to user authorization: this can be done
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Dashlane.
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Figure 4.4: Key hierarchy for
1Password. Some levels of key
wrapping have been omitted for
simplicity. For instance, kavuk
encrypts the symmetric key in
the key set, which in turn en-
crypts the secret key—here we
show the kayk as directly en-
crypting skn.

3 1Password actually implements
a variety of ways of transferring
the secret key. The enrolled de-
vice can show a “setup” QR code,
which contains the secret key and
other account information, for the
new device to scan. Alternatively,
the new device can show a QR
code, that the enrolled device scans;
the QR contains a cryptographic
key, used to instantiate a secure
channel between the two devices
(“Mycelium”); the secret key is
then transferred using this chan-
nel. Another flow, available for
SSO users, consists of the enrolled
device showing a short enrollment
code, which can be typed on the
other device; this code is used for
a password-authenticated key ex-
change (CPace), once again instan-
tiating a device-to-device secure
channel, used to transfer key mate-
rial [5].

4We found that actually, from our
empirical experience, this system
was quite easy to use: properly engi-
neered clients remove much of the
friction of having to manage cryp-
tographic key material.

5For Individual accounts, the group
is generated client-side at account
setup; for Family/Team it’s an
account-level group whose private
key is delegated to admins/owners.
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manually by the user, or automatically, using a previously enrolled device
to scan a QR code.3

1Password therefore starts with a security advantage compared to
its competitors (at the cost of some loss of usability)*: thanks to the
involvement of the secret key, brute-force attacks should be out of reach.

Key and item encryption. The key derivation process is documented
in the 1Password whitepaper [4]: at a high level, PBKDF2 (a default of
650,000 iterations in the version we analysed) derives a key from the
master password, which is then combined by XOR with a pseudorandom
stream derived from the secret key via HKDF-SHA-256. The resulting
key is the AUK (Account Unlock Key), denoted kayk. The kayk en-
crypts (AES-GCM) the symmetric key of the user’s keyset — a bundle
containing that symmetric key together with an RSA encryption key
pair (and a signing key pair) — and that symmetric key in turn protects
the keyset’s RSA private key. The keyset’s public key is used to encrypt
each vault key k,, (RSA-OAEP); the vault key encrypts individual items
(AES-GCM). Figure 4.4 depicts this hierarchy.

Sharing and Recovery. 1Password users can share vaults: the client
fetches the public part of the recipient’s keyset and encrypts the vault key
under it. 1Password additionally supports recovery via a recovery group
- a special keyset created at account initialization.> Clients encrypt vault
keys (and the user’s own keyset) under the recovery group’s public key.

Client-to-Server Protocol. Like the other password managers we
study, 1Password protects all client-to-server communication with TLS.
As an additional security layer, 1Password uses a custom secure channel
protocol based on the SRP-6a PAKE [164] as a key exchange, and JWT
messages with AES-GCM encryption as a record protocol. The client’s
SRP secret k', is derived from the master password and secret key

via the same two-secret KDF as the AUK, but with a different (server-
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supplied) salt. This means that the protocol can only be terminated at
the 1Password server, which stores gkAUK , the secret verifier, rather than
at any earlier TLS termination point, such as load balancers.

4.4 ATTACKS

We now present our attacks on Bitwarden, LastPass, Dashlane and 1Pass-
word, grouped into four categories based on cause, as follows:

1. In E2EE password managers, forgetting the master password means
that a user irrecoverably loses access to their vault. Thus, many
password managers implement some form of account recovery
mechanism through key escrow, such that an administrator can
help users recover their vault contents. In Section 4.4.1, we show
attacks against vault confidentiality in Bitwarden, LastPass and
1Password resulting from vulnerabilities in their key escrow de-
signs. We also discuss a weakness in Dashlane’s design.

2. None of the password managers we analyse treat the password
vault as a monolithic object. Rather, all data items (as well as sen-
sitive user settings) are encrypted as separate objects, and often
combined with unencrypted or unauthenticated metadata. In Sec-
tion 4.4.2, we show how such an item-level vault encryption design
is often in tension with the vault integrity security goal. We find
attacks against all of Bitwarden, LastPass, Dashlane and 1Password.
Notably, many of these integrity violations also lead to concrete
attacks impacting confidentiality.

3. Many password managers implement sharing features (targeting
for example families and businesses) which allow multiple people
to access common shared credentials. In Section 4.4.3, we show
attacks against the sharing features of all four of our targets. These
impact both vault integrity and confidentiality.

4. All four password managers that we analyse have undergone cryp-
tographic evolution over time. They all maintain some form of
backwards compatibility to support older client versions—for
instance, maintaining support for older encryption schemes, or for
different sets of KDF parameters. In Section 4.4.4, we show that
such “legacy code” creates cryptographic hazards. Specifically, a
malicious server can trigger legacy code paths to be executed in
clients, resulting in downgrade attacks in Bitwarden and Dash-
lane. This holds even if a user intends to use the latest version of
the clients. Through such attacks, an adversary can for example
downgrade clients to use unauthenticated encryption, opening up
avenues for further attacks that violate both vault integrity and
confidentiality.

Table 4.1 gives a complete summary of our attacks. Throughout this
section, we refer to “the adversary” as an entity that has full control of
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Class Ref Name Cause Impact Interaction Mitigations
BWo1 Malicious Auto-Enrolment Lack of Key Auth,  Full vault compromise } 1 join PKA, SC
Key Substitution
& BWo2 Malicious Key Rotation Key Substitution Full vault compromise 1 rotation SC
E g BWo3 Malicious KC Conversion  Lack of Key Auth,  Full vault compromise } 1 dialog PKA, SC
= Key Substitution
LPo1 Malicious Password Reset ~ Lack of Key Auth Full vault compromise } 1 login PKA, SC
1Po1  Malicious Recovery Group Lack of Key Auth Full new vault compromise ¥ 1 open PKA, SC
BWoyg Unprotected Item Metadata Lack of Auth Enc Read and modify metadata - AE, AD
BWos5 Item Field Swapping Lack of Key Sep Field and item swapping - KS
BWo6 Icon URL Item Decryption  Lack of Key Sep Loss of confidentiality 1 open KS
BWo7 Remove KDF Iterations Lack of Auth Enc No brute-force protection 1 login KDF
LPo2 Item Field Swapping Lack of Auth Enc Field and item swapping = KS, AE
.. & 1LPo3 Icon URL Item Decryption Lack of Key Sep Loss of confidentiality ¥ 1 open KS, AE
TE’, gﬂ LPos Remove KDF Iterations Lack of Auth Enc No brute-force protection 1 login KDF
> & LPos Malleable Vault Lack of Auth Enc Loss of vault integrity - AE
LPo6 Unprotected Item Metadata Lack of Auth Enc Read and modify metadata - AD, AE
DLo1 Transaction Replay Lack of Vault Tag Loss of vault integrity - KS, AD
1Po2 Item Dropping/Duplication Lack of Vault Tag Loss of vault integrity = AD
1Po3  Vault Injection Lack of Ctxt Auth Loss of vault integrity - SC
1Pog  Remove KDF Iterations Lack of Auth Enc Less brute-force protection 1 login KDF
BWo8 Organisation Injection Lack of Ctxt Auth ~ Add users to arbitrary orgs 1 sync SC
8 BWog Organisation Overwrite Lack of Ctxt Auth  Organisation compromise ¥ 1 join SC
g LPo7 Sharing Key Overwrite Lack of Key Auth Shared vault compromise ¥ 1 join PKA
%  DLoz Sharing Key Overwrite Lack of Key Auth Shared vault compromise ¥+ 1 join PKA
1Po5  Sharing Key Overwrite Lack of Key Auth Shared vault compromise § 1 join PKA
1Po6  Vault Substitution Attack  Lack Ctxt Auth Vault compromise F 1 open SC
BWi1o Disable Per-Item Keys Lack of Auth Enc Downgrade key hierarchy - KS, AD
» & BWi1 User Key Overwriting CBC Support Loss of confidentiality 2 logins AE
':% ‘2 BWi2 Downgrade to Legacy CBC Support Full vault compromise } 2 logins AE
E g DLo3 Item Injection CBC Support Loss of vault integrity 10* syncs AE
8 & DLog4 Remove KDF Iterations CBC Support No brute-force protection 10* syncs AE
R3S DLos CBC-Only Downgrade CBC Support Loss of confidentiality 10° syncs AE
DLo6 Lucky 64 CBC Support No brute-force protection 10* syncs AE

Table 4.1: Summary of attacks. The attacks are grouped in four categories, depending on the password manager feature
they exploit. The attack ref(erence) also indicates the product: BW for Bitwarden, LP for LastPass, DL for Dashlane and 1P
for 1Password. We highlight the main causes for the attack, its high-level impact (1 denotes recovery of encrypted items in
user vaults, ¥} recovery of encrypted items created after the attack took place) and the client interaction required: periodic
or user-triggered synchronisation (sync); the user logging in (login), opening the vault (open), joining an organisation (join),
sharing a vault (share) or clicking on a misleading dialog (dialog). Finally, we report the mitigations from Section 4.5.

®Due to the considerable engineer-

the server. Table 4.2 summarises the analysed software versions and the
availability of source code. Unless otherwise specified, all of the attacks
affect all the clients mentioned in the table.®

ing effort required for testing all

the clients, we limit our PoC test-
ing to Bitwarden’s web client and
the browser extensions for LastPass
and Dashlane. For most of the at-
tacks, it is evident that they are de-
sign issues, independent of specific
client implementations.

Analysis Method. Our approach to analysing password managers fol-
lows the “attack” branch of the “Cryptography in the Wild” methodology
that is described in detail in [22]. We explain here how we deployed this
methodology in the specific context of password managers.

Our process began with reviewing white papers and client code (and
server code, when available). We initially focused on Bitwarden, where
the availability of source code eased our analysis and enabled us to more
easily build our mental model of architecture, protocols, and system fea-
tures (cf. object selection in [22]). From the outset, our goal was to carry
out an analysis in the face of a malicious or compromised server: based
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Source Version Features

Bitwarden
Web Client ®[53] v2024.10.2 n
CLI Client ®[538] v2024.10.2 o
Server ®[53] v2024.10.2

LastPass
Web Client o) Unknown o
Browser Ext. @) 4.140.0
CLI Client o[2] v.1.6.1

Dashlane
Web Client o) Unknown i |
Browser Ext. ®[92] 6.2513.1 [ ]
CLI Client ®[93] v6.2447.2 o
Android Client  o[91] 018f827f2a01 n

1Password
Web Client O 2285 [
Browser Ext. o) 8.11.4.27 m

on the functionality of the target systems, we refined this to a concrete
adversarial model. We developed pseudo-code models for the main cryp-
tographic actions of each feature of interest (ingestion). We then analysed
these models to find attacks. Here we relied on our own experience in
finding cryptographic vulnerabilities in systems, along with a list of po-
tential attack vectors gained from the by-now-extensive literature on
cryptographic attacks. For password managers, we drew particular in-
spiration from recent literature on E2EE cloud storage providers in the
malicious server setting [38, 159, 19, 14, 161] as well as common attack
vectors such as padding oracle attacks [284], key overwriting in various
forms, cf. [72], and exploitation of backwards compatibility features, cf.
[172]. Finally, we built PoC implementations for the attacks, implement-
ing malicious server functionality where needed, and testing against the
relevant client. This step is vital for ensuring that attacks developed “on
paper” actually work in practice.

Following our initial study of Bitwarden, we iterated the same pro-
cess to determine whether our findings were applicable to other products.
For Dashlane and LastPass, we carried out some reverse engineering of
minified client Javascript and of the Android applications. Having al-
ready studied Bitwarden helped us in developing our understanding of
how these products operate. After finding more attacks on both of them,
we extended our scope to 1Password, which required some additional
reverse engineering effort. We confirmed that our attacks were applica-
ble to the newly selected targets. Additionally, we manually classified
the different attacks and grouped them into four categories, providing a
starting point for follow-up work analysing further password manager
products. This extends the methodology from [22].

Note that absent formal analyses, the set of attacks we found must
be considered incomplete. Indeed, in some cases, we stopped looking for
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Table 4.2: Summary of the soft-
ware distributions of the pass-
word managers we study, de-
tailing source code availabil-
ity ranging from fully open
source (@), open source releases
omitting fundamental crypto-
graphic libraries (@), to closed
source (0); the software version;
and whether the client supports
the full core feature set of the
password manager (m) or just a
small subset of operations ().
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7While the recovery feature is re-
stricted to “enterprise” organisa-
tions (with a paid subscription), all
Bitwarden clients include this fea-
ture’s code, and our attacks succeed
independently of user subscription
status.

attacks after accumulating sufficiently many severe enough vulnerabil-
ities to demonstrate that the given target was vulnerable in our threat
model. Future work may involve employing formal tools to uncover
other vulnerabilities, or conclusively demonstrate the lack thereof.

4.4.1 Key Escrow Attacks

These attacks all concern various forms of key escrow functionalities pro-
vided by the password managers to enable account recovery in the case of
master password loss. Successful attacks on these recovery mechanisms
have severe consequences. In most cases, the adversary can recover the
full vault of the user, therefore compromising all of the data that it con-
tains. Some recovery mechanisms are less powerful than others, and rely
on storing recovery data on the user’s devices. In these cases, our attacks
are also less impactful.

4.4.1.1 Bitwarden

Bitwarden supports two flavours of key escrow: organisation account
recovery and “Key Connector”.

Organisation Account Recovery. Organisation account recovery al-
lows the admins of organisations to reset the master password of all
members who enrol in recovery.” Enrolling in recovery can either be a
manual step requiring user interaction (so-called self-enrolment), or hap-
pen automatically when the user joins the organisation (auto-enrolment).
When a user enrols (by either method) in account recovery, the client
fetches the organisation public key pk,,, from the server, encrypts the
user key k, under pk,,,, and sends the resulting account recovery cipher-
text crec to the server. To reset the master password of an enrolled user,
an admin of the organisation can fetch the encrypted k, from the server,
decrypt it using the organisation’s private key sko,g, choose a new mas-
ter password (and consequently derive a new master key), and finally
re-encrypt k; under the new master key. We describe two key recovery
attacks caused by the account recovery feature, BWo1 and BWoz, below.

BWo1: Malicious Auto-Enrolment. Recall that when a Bitwarden
user joins an organisation, the client fetches the organisation’s data, such
as name, key material, and organisational policies, from the server. This
data is not integrity protected. As a consequence, an adversary control-
ling the server can compromise users as soon as they accept an invitation
to join any organisation, as follows.

When a user accepts an invitation, the client asks the server for the
account recovery policy and the public-key of the organisation. The
adversary replaces the organisation’s real data, setting auto-enrolment

to true in the policy, and replacing the public key pk,, with a malicious

adv

pkg‘f; for which they know the secret key sk, . Since account recovery

is enabled, the client encrypts the user key k, under the organisation

public key pkg;ig , and sends the resulting account recovery ciphertext

Crec to the server. The adversary decrypts cpec With skgfg and recovers k.
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ImpAcT. With possession of the user key, the adversary is able to read
and modify all vault data of the targeted user.

REQUIREMENTS. The user joins any organisation. Note that the ad-
versary does not have to control the organisation; it can be an honest
invitation from a trusted enterprise or family member, for example.

NoTEe. The account recovery feature can also be used by an attacker
to amplify the reach of a compromise from one user to whole organi-
sations, as follows. An organisation’s private key sk, is known to all
the members of the organisation. It follows that once the adversary has
compromised one user, they learn the private key sk, of all the organ-
isations that user is a member of. If any of these organisations enabled
account recovery, the adversary then also compromises the user keys of
all members of these organisations through their account recovery ci-
phertexts. This process can be repeated, infecting all organisations that
have key recovery enabled and have overlapping members.

BWo2: Malicious Key Rotation. Bitwarden allows its users to change
their master password, and optionally rotate their keys. If a user decides
to rotate their keys, the client samples a new user key k!, and encrypts
it under the new extended master key k., (cf. Figure 4.1).

If a user is enrolled in account recovery when they rotate their keys,
the client will also have to regenerate their account recovery ciphertext.
To do so, it encrypts the new user key k/, under the organisation public
key pk,,., and sends the new account recovery ciphertext c,. to the
server.

org>

The key point here is that pk ., is not retrieved from the user’s vault;
rather, the client performs a sync operation with the server to obtain
it. Crucially, the organisation data provided by this sync operation is
not authenticated in any way (see Attack BWo1). This thus provides
the adversary with another opportunity to obtain a victim’s user key,
by supplying a new public key pkgfg for which they know skgfg and
setting the account recovery enrolment to true. The client will then send
an account recovery ciphertext c,,. containing the new user key, which
the adversary can decrypt to obtain k.

Note that this attack works whether or not the user is a member of
an organisation at the time of key rotation: the adversary can either use
Attack BWo8 or BWog to, respectively, add the user to a newly created
organisation or overwrite an existing organisation’s keys.

Concretely, the forged organisation returned to the client will look

like the following (where £ is a symmetric key for AES-CBC-HMAC):

org’ = {
UserIld = user.Id, // victim’s user ID
UseResetPassword = true,
Key = RSA.Enc(pk, k), // k under the victim’s public key

PublicKey = pkﬁf;,
Privatekey = AES-CBC-HMAC.Enc(k, sk®%"),

org
[...]

}
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8 Just like for the account recovery
feature, Key Connector is restricted
to “enterprise” organisations (with
a paid Bitwarden subscription), but
since all Bitwarden clients contain
the code implementing this feature,
our attacks affect all users, regard-
less of subscription status.

ImpAcT. With possession of the user key, the adversary is able to read
and modify all vault data of the target user.

REQUIREMENTS. The user rotates their encryption keys.

Key Connector. The second flavour of key escrow in Bitwarden is the
so-called “Key Connector” feature, offered to enterprise organisations
that run self-hosted Bitwarden servers as part of the support for single
sign-on (SSO).> When an organisation starts using SSO, it delegates the
authentication of users to an external identity provider (e.g., Google or
Microsoft). The purpose of using SSO is to allow users to access mul-
tiple different applications with a single set of credentials. That is, it
removes the need for a dedicated account (username and password) for
every service. However, in the case of end-to-end encrypted applications
like Bitwarden, outsourcing the authentication to an external identity
provider is not sufficient to remove the need for dedicated Bitwarden
credentials. Indeed, recall that the master key k;,, derived from the mas-
ter password and email address as shown in Figure 4.1, is not just used
to authenticate to the server, but also to protect the user key, which in
turn is used for client-side encryption of vault items. Thus, in order to
allow users of Bitwarden organisations with SSO to entirely remove their
Bitwarden password, the user key must also be recoverable without the
password. This is the purpose of the Key Connector (KC) application. KC
is a self-hosted application which allows Bitwarden organisations using
SSO to store users’ user keys (k, in Figure 4.1) such that they do not
need a Bitwarden master password or master key. When an organisation
starts using KC, its users are redirected to a “remove master password”
page. Each user is then prompted to confirm the change; the client sub-
sequently sends the user’s master key ky, to the KC service (henceforth
referred to as the “connector”), which uses k;, to decrypt k, and stores it.
We refer to this procedure as conversion. In attack BWo3, we show that
a malicious Bitwarden server can trick any client (regardless of whether
the user is a member of any organisation) into starting a conversion flow
which, if completed, reveals the user’s master to the adversary.

BWo3: Malicious KC Conversion. The attack works as follows. The
adversary tricks the client into believing that the user is part of an organ-
isation which is enabling KC (as described below), and supplies the client
with a (hidden) malicious connector URL. The client will then display
the “remove master password” page to the user (see Figure 4.5 for an ex-
ample), the content of which is also partially controlled by the adversary.
If the user clicks the “remove master password” button, the client sends
the master key k;, to the adversarially controlled URL in plaintext.

We now explain how the adversary can force the client into taking
the user to this conversion page. Each time a Bitwarden client performs
a sync operation with the server, it checks if the user is logged in via
SSO and a member of an organisation which has enabled KC. If so, the
client determines that the user needs to perform a conversion. The attack
leverages that all of these attributes can be forged by the adversary.
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U

Remove master password

We are updating our encryption scheme to provide
our users with better security. Please remove your
master password so that a new one can be
generated. This happens because Bitwarden is
using SSO with a self-hosted key server. A master
password is no longer required to log in for
members of this organisation.

Remove master password

[ Leave organisation ]

Figure 4.5: Key Connector conversion page with malicious message injected by the
adversary.

As we saw in Attack BWo2, the organisation data retrieved in sync
operations is not integrity protected. This includes the organisation sym-
metric key, flags determining whether KC is enabled, and the connector
URL. This lack of integrity allows the adversary to make the user a mem-
ber of a newly created fictive organisation by sampling a symmetric
key kgrg and other organisation data and supplying the client with kgrg
encrypted under the user’s public RSA key (as in Attack BWo8). The
adversary can also set the connector URL (to which the master key will
be sent upon conversion) to an arbitrary URL of its choice.

Furthermore, clients infer whether SSO is enabled by looking at some
attributes set by the server at login time. Specifically, the client believes
itself to be logged in using SSO if it can find an authentication methods
reference with the value “external” inside the JSON WEB Token (JWT)
access token which it receives from the server when logging in. It is
trivial for the adversary to forge this JWT, thus making all Bitwarden
users vulnerable to this attack.’

ImpAcT. The user’s master key is sent to an adversarially controlled
connector URL. With possession of the user’s master key, the adversary
is able to read and modify all vault data of the target user.

REQUIREMENTS. This attack requires an element of social engineer-
ing, since the user always needs to confirm the conversion. This can
be achieved in several ways. First of all, the conversion page does not
contain any warning about what the process entails, and does not show
the URL of the Key Connector being used. Furthermore, the adversary
can control the text shown in the conversion page by injecting arbitrary
data in the “organisation name” field: Figure 4.5 shows an example of
how the conversion page could look during an attack.

Additionally, the adversary can disable the “Leave organisation” button
in Figure 4.5, leaving the user no choice but to click on “Remove master
password"” in order to access their vault, as the client will persist the
prompt until the user accepts the conversion.
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9 With the exception of users who
are members of self-hosted Bitwar-
den organisations and have already
performed KC conversion in the
past; these users no longer have
master keys, and are thus not vul-
nerable to the attack.
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19This feature is only available in
the paid versions of LastPass [1],
but, as with Bitwarden, the code
implementing this feature is
present in the client indepen-
dent of their subscription status.

" This process is described as a
“Key Exchange” by LastPass [3].
This does not correspond to the con-
ventional meaning of the term.

20nly the browser extension
client supports the “key exchange”
procedure used for password reset,
thus the attack works only against
this client.

4.4.1.2 LastPass

LastPass also provides two forms of key escrow: account recovery and ad-
min password reset. We focus here on the second. The master password re-
set is a feature for LastPass’ enterprise products “business” and “teams”.*°
Within a team, privileged user accounts called super admins have the abil-
ity to reset the master password of users in the team. To this end, each
admin account is associated with an RSA key pair (skadm, PKagm)- Af-
ter a super admin chooses to reset a user’s password, the client of the
selected user will — upon the next login in the LastPass browser exten-
sion — retrieve the list of admins and their public keys from the server,
encrypt its user key k, under each admin’s public key pk’ ;_, and send

adm>
the resulting ciphertexts back to the server.*!

LPo1: Malicious Password Reset. Master password reset relies on
admin public keys pk’ ;= being retrieved from the server. The LastPass
client does not authenticate these keys in any way. It follows that an
adversary can trivially inject their own pkgzzp for which they know
sk‘;zf’n. They can then recover k;, from the ciphertext sent by the client.

Concretely, the adversary extends the login response with an addi-

tional super admin, so that it looks as follows:

<?xml version="1.0" encoding="UTF-8"7?><response>

sauidN="id®@" // injected super admin

sakey N="hex(pk®4" )

</response>

where N is an arbitrary integer, hex(-) converts a public key to its hex-
adecimal representation, and id®® can be an arbitrary integer value, as
the client does not validate the “super-admin ID”.

In theory, only users in teams where password reset is enabled and
who are selected for reset should be affected by this vulnerability. In prac-
tice, however, LastPass clients query the server at each login and fetch
a list of admin keys. They then send the account recovery ciphertexts
independently of enrolment status.

ImpAcT. With possession of the user key, the adversary is able to read
and modify all vault data of the target user.

REQUIREMENTS. The user logs in to LastPass in the browser extension
client."

4.4.1.3 Dashlane

Dashlane offers a limited form of key escrow for users who are part of
an organisation with admin-assisted key recovery. Namely, Dashlane
clients encrypt some key material, including the vault key k,, using a
recovery key k;. The resulting ciphertext is never uploaded to the server:
it is stored locally on the device, e.g. in the browser.

Dashlane’s key escrow only concerns this recovery key: the client
encrypts k, with a server-provided symmetric key, and then encrypts
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the resulting ciphertext under the public keys of the admins in the organ-
isation. If a user forgets their password, but they still have a device with
the encrypted local data, they can initiate a recovery request. The admin
will be notified of the request, and if they approve it, they will decrypt
their layer of encryption on k;,, and send the intermediate ciphertext
back to the user encrypted under the user’s public key. The client can
then decrypt this message, request the symmetric key from the server
again, and decrypt the intermediate ciphertext to obtain the recovery
key k;. Finally, k, can be used to decrypt the local data. This process is
illustrated in Figure 4.6.

Note: Recovery Key Compromise. Dashlane’s admin-assisted re-
covery flow suffers from a similar problem to the escrow protocols of
Bitwarden and LastPass— namely, an adversary can hijack the admin pub-
lic keys, since they are not authenticated in any way. Consequently, the
adversary recovers k,. However, in Dashlane’s design, recovery requires
access to the local data in the client. This data is never uploaded to the
server, or transferred to an admin: an adversary cannot use k; to further

compromise users, making this attack vector ineffective.

4.4.1.4 1Password

Recall that, in 1Password, clients encrypt vault keys under the recov-
ery group’s public key. This is done by default and unconditionally—
independently of whether account recovery is actually enabled, and without
authenticating that public key.

When a fresh user account is created, the client creates a fresh user
vault, and samples a fresh key pair for the recovery group. The vault
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Figure 4.6: Dashlane’s admin-
assisted key escrow and re-
covery flow. During setup,
the client stores the local data
encrypted under the recovery
key k, (which never leaves the
device), and uploads the es-
crowed recovery key c (step 0),
wrapped first under a server-
provided symmetric key ks and
then under the admin public
key pk,. To recover (1), the
server forwards c to the ad-
min (2); the admin peels off
the RSA-OAEP layer and re-
encrypts to the user (3, 4), af-
ter which the client retrieves ks
from the server (5, 6) and un-
wraps k;.
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key is then immediately encrypted for this recovery group. This means
that even a malicious server cannot tamper with the public key of the
recovery group used to encrypt this default vault.

1Po1: Malicious Recovery Group. At any later point in time, users
can create additional vaults. The vault keys corresponding to these vaults
are also encrypted under the recovery group’s public key—but this time,
the recovery group public key pk  is fetched from the server. This public
key is not authenticated. It follows that it is trivial for a malicious server
to substitute pk; with a key pk’; for which they know sk’;, and thus
recover the encrypted vault key for the new vault.

The possibility of an attack like the one we describe is acknowledged
in the 1Password white paper, even though an attack is not described in

full:

...the potential [MitM] attack applies to any situation in
which secrets are encrypted to another’s public key. Thus,
this applies during the final stages of recovery or when a
vault is added to any group as well as when a vault is shared
with an individual. This threat is probably most significant
with respect to the automatic addition of vaults to the Re-
covery Group as described in “Restoring a user’s access to a
vault” [4, Appx. C]

ImPACT. The adversary can read and modify all contents of new vaults.
REQUIREMENTS. The user creates a new vault.

4.4.2  Vault Integrity

As we have mentioned, even though the user interacts with the abstrac-
tion of a “secure vault”, the individual items and the user settings that
comprise a vault are managed and (typically) encrypted independently.
Hence, vaults are not monolithic cryptographic objects.

If the vault were monolithic, vault integrity would be easy to achieve
by using authenticated encryption (AE). However, every minor change
would necessitate re-encrypting the entire vault, making its maintenance
and synchronisation with the server costly. Thus, a common solution
is instead to encrypt each item separately with AE under a single key.
But this does not necessarily result in integrity guarantees for the whole
vault. For example, items could be swapped around or removed entirely
without the client being able to detect it.

The attacks that follow all exploit the lack of vault integrity for the
vendors we study. Not only can the adversary swap and delete items,
they can also change metadata, settings, or the organisations to which a
user belongs.

4.4.2.1 Bitwarden

In Bitwarden, items and user settings are not uniformly protected. Rather,
vault items are encrypted individually, and many settings are not en-
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crypted at all. This also holds true for items in organisations and organi-
sation-wide settings.

Each item is an object with various fields, such as item name, pass-
word, username, and URLs. All of these fields are individually encrypted
using AES-CBC-HMAC. Up until version 2024.2.0 of Bitwarden, the
fields of all items were encrypted directly with the user key k;. As of
v.2024.2.0, “per-item keys” are used instead: a fresh key k! is sampled
and used for each new vault item. The item key is itself encrypted with
the user key k,, and added as a field to the item. Note that old items
were not migrated to this new format.

The client retrieves vault items from the server via a sync request;
the server will return the item encoded in a JSON object, with the (un-
encrypted) field names as keys, and the respective ciphertexts as values.

BWog4: Unprotected Item Metadata. A surprising number of item
metadata fields are neither encrypted nor integrity protected. These
include the type of items (e.g. login, card, secure note, etc.), their creation
date and whether they require a password reprompt.

An adversary can arbitrarily read and modify these fields. This can
leak information about the content of the vault. This attack has no re-
quirements.

BWos5: Item Field Swapping. Nothing binds a ciphertext to a partic-
ular item field. Hence, an adversary can swap around ciphertexts from
different fields within an item.

For all items created before the per-item keys feature was introduced,
an adversary can even swap ciphertexts around among different items,
as well as create new items by merging fields from other items.

This attack has no requirements, and represents a clear violation of
vault integrity. It also functions as a building block for other attacks.

BWo6: Icon URL Item Decryption. Items can include a URL field,
which is used to autofill the credentials and display an icon on the client.
The client decrypts the URL and fetches the icon from the server, in-
cluding in its request the domain and top-level domain of the URL. For
instance, if the URL is “https://host.tld/path”, the client request includes
“host.tld”.

This means that the adversary can learn (part of) the contents of
URL fields. Using Attack BWos5, an adversary can place the ciphertext of
sensitive item fields, such as a username or a password, in the encrypted
URL field.”3 After fetching the item, the client will then decrypt the ci-
phertext, confusing it for a URL. If the plaintext satisfies some conditions
(i.e. containing a °.” and no ‘!’), it will be leaked to the adversary.

A URL checksum feature was deployed in July 2024, making the
clients store a hash of the URL in another encrypted item field, therefore
providing a rudimentary integrity check and preventing this attack. Note
that old items are never updated to add such a checksum: this feature
only protects items created after its introduction. Furthermore, URL
checksums are only checked if a per-item key is present for the item. As
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3 Note also that in the item JSON
representation, the values (e.g., the
username or the password) are en-
crypted, while the field names are
in plaintext. The adversary can
therefore tell, without any decryp-
tion, which ciphertext corresponds
to which field (e.g., the password).
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14 The minimum, values of zero or
less result in the client crashing.

we will see, an adversary can prevent per-item keys from being enabled
with Attack BW1o.

ImpAcT. The adversary can recover selected target ciphertexts in the
item, such as the username or the password.

REQUIREMENTS. The user opens a vault containing items that do not use
per-item keys (i.e., items created before July 2024, or after Attack BW1o0
is run). The target plaintext must satisfy some additional conditions, as
follows:

1. (It does not contain the string “: //” and contains the character °.’)
or (it starts with the string “http” and it contains the character .’
and it does not start with either of the following strings “data:”,
“about:” and “file:”).

2. It does not contain the character ‘!’.

Lastly, the sensitive data inserted will be passed to the getHostname func-
tion of the tldts library. As a consequence, some parts of sensitive data
might be removed from the final endpoint query.

BWo7: Remove KDF Iterations. Client authentication to Bitwarden
is performed by checking if a hash of the master key h,,, derived from the
master password input by the user at login time, matches a hash stored on
Bitwarden’s servers. In order to protect the master password from brute-
force attacks, computation-intensive Password-Based Key Derivation
Functions (PBKDFs) are used to compute this hash. The derivation speed
is determined by the parameters of the PBKDF.

For instance, when PBKDF2 is used with the default 600,000 itera-
tions, the hash is obtained as follows:

ky, < PBKDF2(pw, salt = email, i = 600000)
hy, < PBKDF2(ky,, salt = pw,i=1) .

The KDF settings are stored unauthenticated and unencrypted on the
server. When a target user logs in, the adversary can choose an arbitrary
PBKDF configuration, including one with a minimal iteration count. The
user will then send a master key hash that is efficient to compute during
authentication. In our example, this means that the adversary can set
the first iteration count to 1,'* thereby reducing the number of PBKDF2
iterations from 600,001 to 2 and achieving a 300,000x speed-up in a brute-
force attack.

ImpAcT. The adversary can reduce the cost of a brute-force attack on
a target user’s master password; successfully recovering the password
enables full control of the user’s account.

REQUIREMENTS. The user logs in.

4.4.2.2 LastPass

Similarly to Bitwarden, vault items in LastPass are composed of various
fields such as item name, username, URL, and password, and all of these
fields are individually encrypted under the same user key k;. Similar
attacks therefore apply.



ATTACKS

LPo2: Item Field Swapping. There is no associated data binding each
ciphertext to its field. Hence, an adversary can swap around ciphertexts
from different fields within an item, as well as between different items,
and create new items by merging fields from other items.

LPo3: Icon URL Item Decryption. LastPass login items can include
a URL. This is used to autofill the credentials and display an icon on
the client. In order to fetch these icons, the client makes a query to
LastPass’s icon server, including in the request the URL that was stored
inside the item. Just like in Bitwarden, an adversary can use the item-
field swapping attack (Attack LPo2) and place the ciphertext of sensitive
item fields, such as the username or the password, in the URL field. The
plaintext will be leaked to the adversary via the query to the icon server.
Note that, unlike Bitwarden, there are no conditions on the plaintext
formatting.

ImPACT. The adversary can recover (parts of) selected target ciphertexts
in the item, such as the username or the password.

REQUIREMENTS. The client opens the modified vault.

LPo4: Remove KDF Iterations. Client authentication to LastPass
is performed by checking if a hash of the user key — derived from the
master password input by the user at login time — matches a hash stored
on LastPass’s servers. Just like in Bitwarden, 2 invocations of PBKDFs
are used to derive this hash, with a default of 600, 000 + 1 iterations for
PBKDF2.

Similarly to Bitwarden, the KDF parameters are unencrypted and
unauthenticated, enabling an adversary to choose them arbitrarily. The
PBKDF?2 iteration count can then be lowered down to 3 (a client-en-
forced minimum of 2 for the inner invocation, while the outer is fixed to
1). The adversary thus achieves a speed-up of 200,000x in a brute-force
attack.

ImpAcT. The adversary can reduce the cost of a brute-force attack on
a target user’s master password; successfully recovering the password
enables full control of the user’s account.

REQUIREMENTS. The user logs in.

LPo5: Malleable Vault. All field items are encrypted separately un-
der a single user key using AES-256-CBC (without integrity protection).
An adversary can manipulate the content of the encrypted fields using
standard CBC-mode bit-flipping techniques. This attack has no require-
ments.

LPo6: Unprotected Item Metadata. As in Bitwarden, many item
metadata fields are unencrypted and not integrity protected: this in-
cludes creation timestamp, modification timestamp, and master pass-
word reprompt fields. An adversary can change the metadata for an
item, including whether or not to reprompt the user for their master
password, the item creation and modification timestamp, its folder, and
whether the item is in the favourites. They can also enumerate the vault
items and their type, such as login credentials, credit card, secure note
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etc., and observe the victim’s activity by looking at the item creation and
modification time. This attack has no requirements.

4.4.2.3 Dashlane

Recall that items in Dashlane are treated as transactions and encrypted
with a key derived from the master key based on transaction parameters.
For all transactions sharing the same parameters (in particular, KDF and
cipher mode; the salt is constant for all transactions) the same derived
key is used.

DLo1: Transaction Replay. Since the transaction key does not de-
pend uniquely on the transaction, the server can duplicate, reorder or
drop transactions without the client noticing.

This attack trivially violates vault integrity. It also serves as a build-
ing block for other attacks, see Section 4.4.4.2.

4.4.2.4 1Password

Vaults in 1Password are encrypted at a per-item granularity: each item
is encrypted as a AES-GCM blob, with the metadata (“item overview”)
encrypted as a separate AES-GCM blob. This reduces the amount of
metadata leakage and integrity issues, compared to Bitwarden and Last-
Pass; similarly to Dashlane, all items in a vault are encrypted with the
same symmetric vault key k,,, and the only plaintext metadata is the item
creation and last modification time. Account metadata such as the KDF
parameters are stored unencrypted and unauthenticated.

1Po2: Item Dropping/Duplication. Justlike for Dashlane, vault items
can be duplicated or dropped by the server. This attack trivially violates
vault integrity, but does not have a severe practical impact.

1Po3: Vault Injection. Due to the lack of ciphertext authentication,
it is easy for an adversary to inject an entirely new vault, containing
adversary-controlled items, into a 1Password user’s account. The attack
proceeds exactly as Attack 1Po6, which we will see in Section 4.4.3.4, but
creating a new vault instead of targeting an existing one.

1Po4: Remove KDF Iterations. The KDF parameters that control
the computational cost of deriving the AUK (ksyk) from the master
password and secret key are provided by the server and trusted without
client-side verification. A malicious server can reduce the iteration count
from the default 650,000 iterations to a minimal value of 10,000 iterations.
ImpacT. Although this attack weakens the brute-force protection pro-
vided by slow hashing, the secret key still contributes enough entropy
to make a brute-force attack infeasible.

4.4.3 Sharing

These attacks target the sharing of items. All of the password managers
we study implement some kind of sharing, and they fall victim to attacks
due to a lack of key authentication. They all also lack any mechanism for
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end users to manually authenticate keys out-of-band (e.g. by comparing
key fingerprints) when sharing, leaving their users completely exposed
to this class of attacks.

The attacks in this category range in severity: while the vulnerabil-
ities in LastPass and Dashlane only affect the items being shared, the
ones in Bitwarden and 1Password have further-reaching consequences.

4.4.3.1 Bitwarden

Recall that in Bitwarden, users can share items with other users in or-
ganisations; each organisation has a symmetric key kg, which is stored
on the server encrypted under the public RSA key of each member of
the organisation.

BWo8: Organisation Injection. There is no cryptographic binding
between a user’s vault (or even the vault abstraction) and the organisa-
tions a user is part of. Users learn the list of the organisations they are
part of when their client performs a sync to fetch the latest data from
the server. Furthermore, copies of the encrypted organisation symmet-
ric key are not authenticated in any way: anyone can encrypt a chosen
symmetric key under the public key of any user.

It follows that adding a user to an organisation only requires access
to their public key, which is known by the server. Thus, an adversary
can create a new organisation and trivially add users to it: they just need
to encrypt the organisation symmetric key k., under the target user’s
public key. The client will silently accept the new organisation at the
next sync. As a corollary, the adversary can also add arbitrary users to
any organisation whose symmetric key they know.

Concretely, the adversary samples a fresh organisation symmetric
key k/, and organisation RSA key pair (pk.,,,, sk, ), and forges a sync

org org’ Ptorg
response that injects a new organisation, together with its default collec-

tion (the grouping Bitwarden uses for an organisation’s shared items):

syncRes/ = {
newlrg = {
Key = Enc(pk,k(')rg), // org key under victim’s pk
/
org !

Publickey = pk
PrivateKey = Enc(kérg,sk:),g), // org priv. key under the org key
H

collections = {

newColl = { Name = AES-CBC-HMAC.Enc(k!

org?
[...]

}i

name) } },

ImPAcT. The adversary can add users to arbitrary organisations, thus
violating vault integrity by adding organisation items to the user’s vault.
This can be used in framing attacks, for example, by planting incriminat-
ing material. Furthermore, it enables several other attacks (e.g., BWo3
and BWog).
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REQUIREMENTS. The client performs a sync operation. This is done
automatically by the client at startup, when the vault page is loaded, in
response to some user actions, and upon server-generated events.

BWog: Organisation Overwrite. Immediately after an organisation
is created, the client of the creator performs a sync to fetch the latest
data from the server. As part of this, the keys of the newly created
organisation are fetched. After the sync is completed, the creator of the
organisation is able to decrypt the organisation symmetric key using
their private RSA key and use it to decrypt all organisation data.

By applying the same method as in Attack BWo8 above, the adver-
sary can overwrite the newly created organisation: they can swap the
encrypted symmetric key cor, and the organisation data with values
they control. Upon sync, the client has no way of distinguishing such a
malicious key from the legitimate organisation key.

In contrast to Attack BWo8 (which creates a new organisation), this
attack is entirely undetectable. Note that it is also possible for an adver-
sary to overwrite an organisation after it is created, but in doing so they
would delete any pre-existing organisation items.

ImpAcT. The adversary can read and modify all the items in the newly
created organisation.

REQUIREMENTS. The user creates an organisation.

4.4.3.2 LastPass

Recall that LastPass implements item sharing by means of shared folders.
Items in a shared folder are encrypted with the symmetric shared folder
key, which is in turn encrypted under the public key(s) of the recipient(s)
of the folder.

LPo7: Sharing Key Overwrite. During an item-sharing operation
initiated by a user, the server, acting as an adversary, sends an adversary-
controlled recipient RSA public key instead of the intended recipient
key.

ImPACT. The adversary can read and modify all the items in a shared
folder.

REQUIREMENTS. The user shares an item with any recipient.

4.4.3.3 Dashlane

Like LastPass, Dashlane implements item sharing using public key en-
cryption. The problem of unauthenticated public keys described in At-
tack LPo7 also affects Dashlane.

When a client shares an item with a user or in a group, a fresh sym-
metric sharing key (kgp,) is sampled. This key is either used to directly
encrypt the shared item (in the case of user-to-user sharing), or to en-
crypt group keys which in turn protect shared items (for group sharing).
Regardless of setting, the sharing client retrieves the RSA public keys of
the recipient(s) from the server and, without verifying their authenticity,



ATTACKS

encrypts kgp,, under each recipient’s public key, yielding ci>" for each
user

recipient user. The client sends each c!}¢" to the server for storage.

DLo2: Sharing Key Overwrite. When the sharing client requests a
recipient public key, a malicious server can overwrite it with an RSA
key pk®@¥ it controls, causing kg, to be encrypted under the malicious
public key. The resulting ciphertext cglfr" is then sent to the adversary,
allowing them to decrypt it with sk and recover kg, This in turn

gives the adversary access to the shared item(s) protected by kgp,.
IMPAcCT. The adversary can read and modify all shared items.
REQUIREMENTS. The user shares an item with any recipient.

4.4.3.4 1Password

1Password supports sharing vaults. This is implemented by encrypting a
vault key under the public key of the user with whom the vault is shared.

1Po5: Sharing Key Overwrite. Much like the other products we anal-
yse, 1Password lacks authentication of public keys. This trivially enables
sharing attacks similar to BWog, LPo7 and DLo2, something that the
1Password white paper [4, Appx. C] openly acknowledges:

At present, there’s no robust method for a user to verify
the public key they’re encrypting data to belongs to their
intended recipient. As a consequence, it would be possible
for a malicious or compromised 1Password server to provide
dishonest public keys to the user and run a successful attack.

We list this known attack here for completeness. Unlike the other
vendors we study, 1Password explicitly acknowledges some of the attacks
stemming from public key authentication. Nonetheless, these attacks
violate security expectations in a malicious server threat model.

1P06: Vault Substitution Attack. 1Password not only lacks authen-
tication of public keys, but also of public-key ciphertexts. This affects
not only the security of the credential-sharing feature, but also the con-
fidentiality of the entire vault.

Recall from Figure 4.4 that 1Password uses RSA-OAEP to encrypt the
vault key with the user’s keyset. While this protects the confidentiality
of vault keys, it does not authenticate them, creating an opportunity for
a ciphertext substitution attack. In particular, anybody can encrypt to
the public key of a given keyset, since the public part is not protected.

For instance, a malicious server can execute the following attack at
the time of vault creation:

1. The user initiates vault creation, generating a keyset (sk, pk) and
avault key k,,, and saves the encrypted vault key ¢ = RSA-OAEP.
Enc(pk, k,). The user logs out.

2. The server samples a fresh vault key £/, and encrypts &/, under the
public RSA key in the keyset: ¢ = RSA-OAEP.Enc(pk, k).
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3. The user logs in again, and is offered ¢’ instead of ¢ by the server.
The user decrypts ¢ with their private key and uses k!, to encrypt
all new vault items. Since the server knows £/, it can recover all
newly encrypted items as well as inject new items into the vault.

The root cause of this attack is the lack of cryptographic binding
between the vault key k,, and the user’s key encryption key derived from
the password. More specifically, there is no mechanism allowing the
client to verify that a vault was genuinely created by the user themselves
rather than injected by the server. Unlike Attacks 1Po1 and 1Pos, this
attack is not mentioned in the 1Password white paper [4].

ImpacT. Complete compromise of vault confidentiality and integrity.
The adversary can read and decrypt all vault contents encrypted after
the attack, including passwords, credit card information, secure notes,
and other sensitive data stored in the vault. Similarly, they can inject
new items into the vault after the attack.

REQUIREMENTS. The client fetches key material from the server, for
example due to the user logging in on a new device. If executed on
a non-empty vault, the attack results in the client losing access to all
items already in their vault, while leaking any new items added to the
vault after the attack took place. If the attack is executed at the time of
vault creation, the attack is effectively undetectable by the client, since
it cannot distinguish between a ciphertext it created and the ciphertext
created by the server during the attack.

4-4.4 Backwards Compatibility

The KDF downgrade attacks for Bitwarden, LastPass and 1Password
(BWo7, LPo4, 1Po4, which we classified in this work as vault integrity
attacks) all also arguably represent backwards compatibility issues. Pass-
word managers select more computationally intensive KDF parameters
over time, but want clients of users who have not migrated to the new
parameter sets to still be able to access their vault.

This section focuses on some more involved backwards compatibil-
ity features of Bitwarden and Dashlane. Both password managers have
evolved the cryptographic primitives they support over the years, shift-
ing from AES in CBC mode for encryption and PBKDF2 for key deriva-
tion to AE schemes such as AES-CBC-HMAC and memory hard PBKDFs
like Argon2d. Both also show changes in the key derivation trees, with
Bitwarden migrating to better key separation with the introduction of
per-item keys.

The current client versions only use modern cryptography by default,
but they still offer “legacy” support. The attacks described below enable
the adversary to downgrade, sometimes permanently, the primitives used
by the clients, reducing the security of the affected password managers
to the security of the weakest supported cryptographic algorithm.
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4.4.4.1 Bitwarden

Bitwarden offers several backwards compatibility features, which can all
be exploited by a malicious server.

Per-Item Keys. Recall from Section 4.4.2.1 that Bitwarden version
2024.2.0 enables “per-item keys”. When creating a new item, per-item
keys are only used if the client enables this feature, and if the server
version is recent enough to support per-item keys. In order to determine
this, the client fetches the server version at login time by sending a
request to the config endpoint of the server. This result in the attack
BW1o0 below.

BW1o: Disable Per-Item Keys. An adversary can perform a down-
grade attack by sending a lower server version such that the client does
not enable per-item keys. This is trivial, because the server configuration
is not authenticated by the client. As a consequence, all new items will
be encrypted with the same key (the user key).

ImpacT. This attack disables a critical security feature, downgrading
Bitwarden’s key hierarchy and exposing unprotected vault items to nu-
merous other attacks. Recall that Bitwarden does not implement a mi-
gration path for legacy items, thus indefinitely exposing affected items
even after the attack is concluded.

REQUIREMENTS. None.

Legacy encryption. The latest Bitwarden clients use authenticated en-
cryption (AE) for all symmetric encryption operations by default, thereby
ensuring both confidentiality and integrity of the encrypted data. The AE
scheme used is AES-CBC with HMAC, combined via the encrypt-then-
MAC paradigm. In particular, this encryption scheme is used to decrypt
the user key received from the server at login time and to encrypt and
decrypt the items inside the vault.

However, older versions of Bitwarden used AES-CBC (without HMAC),

which does not offer any integrity protection. To accommodate both for-
mats, each ciphertext has an encryption type attribute (type 2 for AE,
type 0 for plain AES-CBC). The encryption type is prepended to the
ciphertext and is not integrity-protected.

Furthermore, older versions of Bitwarden did not use the current key
hierarchy. To support the old hierarchy, a modern client will generate
a new RSA key pair for the user (pk’, sk’) if one was not provided by
the server, and use ky, to encrypt sk’ if no user key ciphertext ¢, was
provided by the server. Both of these features can be seen as backwards
compatibility measures, allowing a modern client to support old user
vaults and to migrate the user vault to the current feature set.

We exploit these features to build the attack gadget BWb1, resulting
in the attacks BW11 and BW12 below.

BWb1: Known Plaintext Oracle Gadget. An adversary can leverage
the generation of RSA key pairs and the support for encryption using



A COMPARATIVE SECURITY ANALYSIS OF FOUR CLOUD-BASED PASSWORD MANAGERS

the master key ky, to obtain AES-CBC encryptions of known plaintexts
under an (unknown) k.

At login time, the adversary responds to the login request with a null
¢y and a null private RSA key ciphertext cg. The absence of ¢y will
force the user to generate a new RSA key pair. However, since ¢, was
also set to null, the client will use k, to encrypt the new secret key using
AES-CBC, yielding ¢/, , and will then send pk’, ¢/, to the server.

Notably, sk’ also contains an encoding of pk’. Thus, by observing
the encrypted ¢/, and pk’, the adversary learns a 5-block-long plaintext-
ciphertext pair.

BW11: User Key Overwriting. The adversary can forge a ciphertext
c2%_ such that the client will decrypt it to a user key k, = ké1¢ || kmac
for which the adversary knows k5"¢. Recall that k"¢ and k['*° are 32
bytes each, spanning two blocks of CBC plaintext.

The adversary constructs ¢ by using the 5-block plaintext-cipher-
text pair from BWb1. Via bit-flipping, the adversary sets the last block
of ciphertext to a block Ps of padding, obtaining a garbled block P, and
known blocks Py, P, Ps. Finally, the adversary marks this ciphertext as
type 0.

Upon receiving c2%, the client will accept it as a valid user key en-
cryption: the ciphertext is encrypted under the master key ky,, the type
is 0 so CBC decryption is used, and unpadding succeeds. The client then
parses k, = k5" || k"¢, Since k"¢ consists of blocks P; and P,, the
adversary knows k"¢ fully, while k¢ is unknown to the adversary

because of the garbled block P;.

ImpAcT. The adversary learns k"¢, used to encrypt all the vault items.
Therefore, the confidentiality of all items encrypted after the attack is
mounted is forfeit. Integrity is preserved, as the adversary does not learn
kmac,

REQUIREMENTS. The user logs in. Due to the attack, this initial login
attempt fails, and the user is redirected to a migration page. Regardless
of the action taken by the user after the migration page is displayed, the
attack completes successfully during a subsequent login attempt.

BW12: Downgrade to Legacy. The adversary can forge a ciphertext
¢ such that the client decrypts it to a user key k, = k¢ || kac,
where k¢ is empty.

This can be achieved by following the same steps as in Attack BW11,
but using only three blocks of ciphertext: in this case, P is set to a block
of padding, and P, is garbled. As previously discussed, the client will
accept this c2%" as valid. The ciphertext being too short triggers another
backwards compatibility feature: the client parses k,, = k"¢ without the
“mac” key part, causing all subsequent encryptions to be performed using
CBC-only mode. Note that if per-item keys are enabled, item encryption
still uses AES-CBC with HMAC. But the adversary can easily downgrade

the client to not use per-item keys, see BW1o.

ImpAcT. The attack downgrades encryption to CBC-only mode, trivially
compromising the integrity of all items encrypted after the attack is
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executed. In turn, this enables a padding oracle attack [284], leading to
a complete compromise of vault confidentiality. We did not develop a
PoC for this last aspect of the attack, but the developers of Bitwarden
acknowledged its feasibility. We also note that the adversary knows P,
and therefore learns half of the encryption key k™.

REQUIREMENTS. The same as BW11.

4.4.4.2 Dashlane

Recall from Section 4.3.3 that every transaction has a payload, which
defines the key derivation function, cipher, and mode to use to decrypt
the transaction content. Two payload formats are relevant for our attacks:
KWC3, using PBKDF2-SHA-1 and AES-256-CBC; and Flexible, with a
format string which is parsed to select the KDF (PBKDF2-SHA-256 or
SHA-1, ArgonZ2i, or the default Argon2d), its parameters, the cipher (only
AES-256), and the cipher mode (the default CBC-HMAC and GCM being
the only documented modes).

Modern Dashlane clients default to Flexible mode; upon detecting
a KWC3 payload they automatically migrate the transaction to Flexible.
Support for the legacy format varies across clients: we verified that the
web extension supports it, while the CLI client does not. All of the fol-
lowing attacks only affect clients that support the legacy format. We
produced PoCs against the web extension client.

DLb1: CBC Padding Oracle. Unexpectedly, CBC-only encryption is
still accepted as an encryption mode in the Flexible payload format of
Dashlane and does not trigger a migration. Upon receiving a malformed
transaction content ciphertext, the client will emit distinguishable error
messages, depending on whether the padding removal fails or if the
padding removal succeeds but parsing of the transaction content fails at
the application level. This means that an adversary can mount a padding
oracle attack [284] using transactions with the modern payload format
and CBC-only encryption.

For the attack to work, two conditions must be satisfied. First, due to

the error handling code in the client, the transaction type must be Setting.
Second, the transaction must use the Flexible payload format with CBC-
only set as the cipher mode. Note that Dashlane clients use a separate
key kcpe for CBC-only transactions: this means that the padding oracle
attack cannot be used to decrypt any modern CBC-HMAC transactions,
since they use key kcpc.hmac instead. Nonetheless, it can be used as a
building block for other attacks.
REQUIREMENTS. This attack requires 256 oracle queries per byte of
plaintext recovered. The client fetches new transactions (sync) every
5 minutes, meaning that adversary can decrypt one full block in 14 days.
Note that this attack can be significantly sped up by more frequent syncs:
this can be achieved for instance in the presence of multiple clients.

DLb2: Encryption Oracle. While modern Dashlane clients do not
themselves produce transactions vulnerable to the padding oracle attack
described above, the adversary can now use the encryption oracle tech-
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nique of Rizzo and Duong [110, §3] to create a ciphertext that decrypts
to a plaintext of their choosing under the key k.p..

REQUIREMENTS. This gadget requires running Attack DLb1 once per
block of plaintext encrypted.

DLo3: Item Injection. Using DLb2, an adversary can encrypt arbi-
trary plaintext under the key kcp..

An adversary can then forge arbitrary transactions with Flexible pay-
load, and CBC-only cipher mode. Since the type is a plaintext field of
the transaction and does not influence key derivation, the adversary can
pick an arbitrary transaction type. The client will accept this transaction
as authentic, and correctly derive key kcp,. to decrypt it.

ImpacT. The adversary can forge arbitrary transactions. This means
that the adversary can now plant arbitrary credentials and notes into
the vault, thus violating vault integrity, and change arbitrary settings,
enabling further attacks.

REQUIREMENTS. Execution of DLb2. Recall that each block of transac-
tion content needs 14 days to be encrypted.

DLo4: Remove KDF Iterations. User settings in Dashlane control
many client behaviours. Among these, they define what KDF to use for
all new transaction payloads, and the respective parameters.

Using Attack DLo1, the adversary can remove any existing transac-
tion of type Setting. This moves the user settings to a known clean state.
Then the adversary uses Attack DLo3 to forge a new transaction of type
Setting. When the user creates a new item, the client will derive a key
from the master password with the adversary-chosen KDF parameters.

For instance, the adversary can change the number of PBKDF2 iter-
ations from the default of 200,000 iterations to 1, achieving a 200,000x
speed-up in a brute-force attack.

ImpAcT. The adversary reduces the cost of a brute-force attack on a
target user’s master password; success enables full control of the target
user account.

REQUIREMENTS. Execution of DLo1 and DLos3.

DLo5: CBC-Only Downgrade. The setting transaction also controls
which cipher and mode of operation the client uses for future transac-
tions. Similarly to Attack DLog, the adversary can forge settings instruct-
ing the client to use CBC-only encryption. When the user creates new
items, the client will then always use CBC-only mode. The resulting
transaction will be vulnerable to the padding oracle attack in DLba1.

ImpAcCT. The adversary can decrypt all the transactions produced after
the attack is completed.

REQUIREMENTS. Execution of Attacks DLo1 and DLo3, plus one execu-
tion of DLb1 for each decrypted transaction.

Attack timing. In our PoCs, we successfully forge a minimal trans-
action of type Setting which is only 9 blocks long, enabling us to test
Attack DLog and DLos. We artificially sped up the execution for testing,
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but we estimate this would take more than 126 days at the normal attack
speed. This is a long time, but it is reasonable for a targeted attack.

DLo06: Lucky 64. Another Flexible payload setting allows for the client
to completely skip key derivation (noderivation), and use the master
password directly, if and only if the master password is exactly 64 bytes
long. We presume that the intended use of the noderivation mode is
for the setting where the user authenticates via SSO, and the master
password contains a 64-byte cryptographic key.

In the rare instance of a user actually having picked a master pass-
word that is 64 bytes long, the adversary can use Attack DLo4 to pick
noderivation as a PBKDF and AES-CBC-HMAC as a cipher mode of op-
eration. Then the master password will be split in two: the first 32 bytes
will be used as the AES-256 key, and the next 32 bytes will be used as
the HMAC key.

ImpAcT. The adversary can reduce the cost of a brute-force attack on
a target user’s master password, via separate brute-force attacks on the
two 32-byte halves of the user’s master password. For instance, a 64-
byte password composed of 10 words has an estimated entropy of 120
bits, but would require on average 2°° guesses to recover after the attack,
compared to 2! otherwise: a speed-up of a factor 2°°.

REQUIREMENTS. Execution of Attack DLog4, plus the user selects a (mem-
orable, low entropy) master password of exactly 64 bytes.

4.5 MITIGATIONS

Our attacks can all be mitigated using a combination of authenticated en-
cryption (AE), key separation (KS), plaintext authentication (AD), public
key authentication (PKA), and ciphertext authentication (SC). We detail
how in Section 4.5.1; Table 4.1 additionally maps attacks to mitigations.

In general, these techniques can be used to design the core of a secure
E2EE password manager: in Section 4.5.2 we briefly sketch such a high-
level design.

4.5.1 Immediate Remediations

In our ongoing discussions with the vendors, the introduction of break-
ing changes emerges as the major obstacle to deploying our countermea-
sures. As we argue in Section 4.8, breaking changes are necessary, and
even inevitable. To this aim, we propose the use of specialized password
manager clients, with no functionality besides implementing a forced
migration to the new vault format. This would prevent any user from
losing access to their data, while preserving security for the entire user
base. Below, we detail the changes we suggest.

Only use AE (AE). Disabling legacy support for encryption schemes
that provide no integrity immediately remediates most of our Backwards
Compatibility attacks on Bitwarden (BWb1, BW11, BW12) and Dashlane
(DLb1, DLb2, DLo3, DLo5, DLo6), since they exploit the support of AES-
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CBC. Encrypting item metadata with AE would remediate BWo4 (Un-
protected Item Metadata). LastPass would need to introduce AE from
scratch. This would remediate many of its Vault Encryption issues (LPos,
LPo6), and, together with the KS mitigation (see below), also attacks LPo2
(Item Field Swapping) and LPo3 (Icon URL Item Decryption).

Additionally using authenticated data (AD) to protect metadata fields
in the items and user settings in the vault would mitigate the Vault In-
tegrity issues in Bitwarden (BWos5, BWo4, BW06), LastPass (LPo2, LPo3,
LPo6), and Dashlane (DLo1).

Proper key separation (KS). Most vault integrity issues can be miti-
gated by using proper key separation: each key should be used only to
encrypt a single field of a single vault item, with all keys being created
from the master key using a suitable key derivation function and per-item
and per-field context strings. Recall that, in contrast to encrypting the
whole vault as a monolith, this approach allows efficient synchronisation
of changes: each item can be encrypted and synchronised independently,
while still protecting the overall integrity.

In Bitwarden, item keys provide a good starting point. Extending this
approach to the field level would both make URL checksums redundant,
and remediate BWos5 (Item Field Swapping) and BWo6 (Icon URL Item
Decryption). Item keys should also be made mandatory, mitigating BW10
(Disable Per-Item Keys). Together with the AE mitigation, KS would also
prevent issues like BWb1 (Known Plaintext Oracle Gadget) from arising.
LastPass currently lacks any form of key separation within the vault.
Introducing it along with an AE scheme would mitigate LPo2 and LPos3.
In Dashlane, each transaction could be encrypted with a different key,
derived according to a unique transaction identifier, to partially resolve
DLo1.

Authenticate all plaintext (AD). All settings and metadata that can-
not be encrypted should at least be authenticated (i.e., integrity pro-
tected). This can be achieved by using Authenticated Encryption with
Associated Data (AEAD), as an extension of AE. This would mitigate the
metadata malleability issues (BWog, LP06).

Of course, authenticated encryption of individual items does not
grant integrity to the full vault. As we saw, attacks like DLo1 and 1Po2
allow an attacker to duplicate or drop items at will within a vault. In
order to resolve these attacks, the full vault state should be authenticated:
a MAC would ensure that the vault structure cannot be changed with-
out possession of the right key. This would only offer protection up to
rollback attacks: the adversary can always present an old version of the
vault as the current one, unless the vault key changes because of updates
to the KDF parameters or to the master password. Nevertheless, vault
integrity up to rollbacks would be a significant improvement over the
current integrity guarantees. As far as we are aware, such rollback at-
tacks cannot be prevented without either assuming that clients maintain
some state, or adding some additional trust assumptions (e.g. relying on
a decentralized ledger).



MITIGATIONS

Similarly, including the last known server version in the authenti-
cated vault state mitigates BW1o0 (Disable Per-Item Keys). An attacker
can still replay an old version of the vault (with the corresponding server
version), but all newly created items are protected.

Protect KDF Parameters (KDF). Authenticating security-critical user
settings like PBKDF parameters (such as the iteration count, which en-
ables attacks BWo7, LPog, 1Po4) is highly nontrivial. Our suggestion is
to err on the side of security, break backwards compatibility for very old
parameter sets, and only allow secure parameter choices in the clients. A
special standalone version of the client application, with no functionality
other than migrating to more modern parameter sets, can be provided
for users that missed the parameter upgrades.

As an alternative mitigation, we may try to authenticate the KDF
parameters themselves. The client would, for instance, use the server-
provided KDF parameters to derive the authentication key, use it to verify
the integrity of the parameters themselves, and - in case of a mismatch
— abort before any further communication with the server. On the one
hand, this thwarts our immediate attacks: an adversary tampering with
the KDF parameters would need to predict the authentication key for the
client to accept the modified parameters. On the other hand, as pointed
out in Section 3.4, the security in this setting is circular and relies on
non-standard properties of MACs. Furthermore, while this solves KDF
downgrades in isolation, it introduces a complication for user authenti-
cation: the server should not reveal the authenticated KDF parameters
to unauthenticated users, yet user authentication itself requires know-
ing the KDF parameters. This circular dependency is not impossible
to resolve. For instance, unlike vault data (which requires client-side
re-encryption), the server could unilaterally upgrade the authentication
material, allowing clients to only support the latest parameter set for
authentication while still accepting older sets for vault decryption. How-
ever, such schemes are non-standard and would require further analysis.

Public key authentication (PKA). Introducing proper authentica-
tion of public keys is non-trivial: a stop-gap mitigation would be storing
known public keys in the vault after an (optional) out-of-band verifica-
tion. This would allow the users to detect public key changes, preventing
active attacks. Even when no out-of-band verification is performed, this
would still prevent some attack scenarios: the attacker can then only
substitute public keys on their first use.

An alternative is to introduce a PKI where a Certificate Authority
(CA) signs all public keys. This CA should not be under the control of the
same entity that controls the password manager’s server, so that it can
truly act as a trusted third party. This is particularly relevant in a business
setting, given that many companies that use password managers may
already operate their own CA infrastructure.

These measures would remediate most of the Sharing issues (LPo7,
DLoz, 1Po5). They would also allow the user to authenticate the public
keys of admins and organisations used for Key Escrow. Additionally,
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15 1Password argues that the sign-
cryption solution would be hard for
them to implement, because “access
to vaults must remain valid across
key rotation, recovery workflows,
and membership transitions”, and
that they are investing in a solution
that also authenticates other user’s
public keys. We argue that non-
shared vaults, which are the default
for some fraction of the user-base,
would still benefit from signcryp-
tion, and a careful implementation
would carry over through rotation
and recovery flows.

assuming that a correctly signed list of admins is published, this would
remediate several Key Escrow issues (BWo1, BWo3, LPo1).

Ciphertext authentication (SC). InBitwarden, the only cryptographic
check of organisation membership is through the decryption of organisa-
tion data, encrypted by the user under their own public key. Similarly, in
1Password, vault keys are encrypted by the user under their own public
key. However, as we have noted, anyone can produce such ciphertexts.
This results in BWo2 (Malicious Key Rotation), BWo8 (Organisation In-
jection), BWo3 (Malicious KC Conversion), and 1Po6 (Vault Substitution
Attack).

While it is true that authenticating public keys of other users is non-
trivial, it is easy for a user to verify whether a public key ciphertext
has been produced by themselves: these attacks can be prevented by
switching to signcryption [293]. By signing plaintexts before encryption,
clients can verify that the user themself is the sender. An alternative
would be to forgo public-key encryption entirely in favour of symmet-
ric (authenticated) encryption. This is possible since the user is both
the sender and the recipient of the affected data. An added benefit of
this approach is efficiency gains from removing unnecessary public-key
cryptography. However, it might require a larger re-design compared to
simply adding signatures.'>

A combination of signcryption and PKA is needed when receiving
public key ciphertext encrypted by other users, such as organisation
invites in Bitwarden, or the list of admins for a team in LastPass. This
would be needed to remediate BWo1 (Malicious Auto-Enrolment), BWog
(Organisation Overwrite) and LPo1 (Malicious Password Reset).

4.5.2  Future Designs and Limitations

The mitigations we propose can serve as a roadmap for a provably se-
cure password manager design, with minimal performance overhead
compared to existing designs, as follows. Starting from a PBKDF-derived
key computed from the user’s master password, standardized and effi-
cient key derivation functions are used to derive separate symmetric
keys for all vault items, thus providing proper key separation. With
these keys, vault data is encrypted using a modern AEAD scheme. Us-
ing symmetric cryptography with built-in authentication both provides
ciphertext integrity and has low performance cost compared to using
bespoke mechanisms for achieving vault integrity. All user data is both
encrypted and authenticated, with only unavoidable metadata, such as
PBKDF parameters, left as authenticated-only additional data. Wherever
public-key cryptography is necessary (e.g., for sharing), measures such
as certificates are taken to authenticate public keys, and signatures are
used to authenticate ciphertexts.

Caveat. We have presented mitigations for all the attacks we found, but
there may be other cryptographic attacks yet to be discovered for which
our mitigations would be ineffective. Formally defining the security goal
of a password manager in the face of a malicious server is a necessary
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first step toward provable security. The same applies to our high-level
sketch of a secure design: only a security analysis backed by formal
models and proofs can properly inform a more detailed construction;
such analysis is beyond the scope of this chapter.

4.6 ETHICAL CONSIDERATIONS

Our work concerns the security analysis of four products claimed to
have tens of millions of users in a threat model that we have argued as
being worthy of serious consideration. Our analysis has shown these
products to be badly broken in our chosen model. This situation certainly
calls for a detailed statement concerning possible harms arising from our
research, how these are mitigated in our approach, and the extent to
which they are balanced by other outcomes. We formulate this in terms
of a stakeholder-based analysis. We take a consequentialist viewpoint to
conduct our analysis.

The main stakeholders related to our work, as we see them, are:
us, the researchers; the vendors of the affected products (Bitwarden,
Dashlane, LastPass, 1Password); vendors of related products; customers
using the affected products (both individuals and organisations); society
at large.

We eschew further discussion of ourselves as stakeholders, since
we cannot readily set aside our own feelings on the matter to provide
a rational analysis of how we might be affected by the publication (or
otherwise) of our work.

Concerning the vendors of the affected products: they may suffer
reputation and thence commercial damage as a result of our work being
published. For example, it has been reported that LastPass has lost many
customers due to repeated breaches [264, 130]. This potential damage
is mitigated in our approach by providing the affected vendors with a
go-day disclosure window during which we did not talk in public about
the research. During this window, we supported the vendors, initially
with very detailed descriptions of the security issues we have found, then
repeatedly offering support to address the issues (video-conferences, re-
view of patches). We believed that 9o days should be sufficient time to
address the identified issues, but we always remained open to extend-
ing this time period upon request, and actually did so for one vendor.
We consider this approach to be relatively standard for the field of soft-
ware vulnerability disclosure, except perhaps for the level of our engage-
ment in the triage process. For example, it is endorsed by ENISA, an EU
body [113].

We disclosed to Bitwarden on 27.01.2025, to LastPass on 04.06.2025, to
Dashlane on 29.08.2025 and to 1Password on 21.11.2025. We had a video-
conference and numerous email exchanges with Bitwarden. At the time
of writing this thesis, they are well advanced in deploying mitigations for
our attacks: BWo1, BWo3, BW11, BW12 were addressed, the minimum
KDF iteration count for BWo7 is now 5000, and their roadmap includes
completely removing CBC-only encryption, enforcing per-item keys and
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changing the vault format for integrity. On 22.12.25 they shared with us
a draft for a signed organisation membership scheme, which would re-
solve BWo08 and BWog. In the case of LastPass, our initial contact via the
official email channel on 04.06.2025 did not receive a response. One of us
reached out to the CTO over social media, after which our original email
was found in the organisation’s spam filter on 26.06.2025. We mutually
agreed with LastPass to reset the go-day clock. They provided us with
regular updates and we also met for a video-conference to clarify our
findings and discuss their mitigation plans. They accepted our request to
work with them directly rather than with their preferred bug bounty pro-
gram because the latter would impose publication restrictions that were
not acceptable to us; on 7.10.25 they awarded us two bug bounty pay-
ments. At the time of writing this thesis, LPo3 has been addressed. Our
initial email to Dashlane was also lost, but our second attempt at contact-
ing them on 05.09.2025 was successful. Since then, we worked with their
engineers to replicate our attacks, and had several discussions over email
as well as one video-conferencing call. At the time of writing this thesis,
DLo3, DLog, DLos and DLo6 have been mitigated by disallowing CBC-
only mode in Flexible payloads; no remediation is planned for DLo1 and
DLo2. 1Password did not request an embargo period, and commented
that our attacks 1Po4, 1P06 arise from already known architectural lim-
itations. They remain unfixed. Our other attacks on 1Password were
discovered after this first disclosure period, but since they are similar in
spirit to our original attacks, we elected not to start a second disclosure
phase. All of the vendors have publicly acknowledged our analysis and
published responses [34, 240, 249, 99].

Upon agreement with all involved vendors, we shared a preprint of
our research paper with them in a joint thread, allowing them to also
discuss the findings and take-aways among themselves. We also coordi-
nated with them on holding back on public statements concerning the
vulnerabilities until the mutually agreed date of 16.02.2026, significantly
later than the end of any of the go-day disclosure periods.

Concerning vendors of related products: there is a clear risk that the
issues we have found in the four vendors we have studied may extend
to other vendors, either mutatis mutandis or with more substantial yet
simple changes. In mitigation to the possible harms, we are aware that
there is an informal industry forum where our work was already dis-
cussed as a result of the disclosure to Bitwarden. While this formally
broke any agreement concerning coordinated disclosure (and arguably
relieved us of the burden to maintain confidentiality), we also found it
understandable and saw it as having a positive effect in alerting other
vendors to the possibility of problems in their products. Vendors who
have a mature security mindset could already start to analyse their own
systems. We publicised our work widely after the end of the disclosure pe-
riods, including by sharing it (by request from Dashlane) with a group of
CTOs of other password managers on the market, preparing conference
presentations for USENIX Security and the Real World Cryptography
Symposium [243], publishing a website (webro.ke/passwordmanagers).


webro.ke/passwordmanagers

OPEN SCIENCE

We turn now to customers of this collection of vendors. Here, it is
useful to differentiate between two deployment models for the password
managers. Among the products we study, LastPass, Dashlane and 1Pass-
word only offer cloud-based services on their own, centralized servers.
Bitwarden, on the other hand, is offered both as a cloud-based solution
and as a self-hosted, on-premises application. In the first case, although
we consider the malicious threat model to be realistic, we also consider
that the majority of users would not be targeted by attacks of the type
we have presented because of the stringent conditions needed to mount
them. The dense concentration of sensitive data, however, makes the
centralized servers a high-value target for attackers. Higher risk individ-
uals and organisations could also be at substantial risk of harm. In the
case of a self-hosted Bitwarden instance, the applicability of the attacks
varies greatly depending on who hosts the application, and how much
trust is placed in the host. These deployments are decentralized: the
threat modelling should consider the trust in the administrators, the ac-
tive maintenance of the hosting software stack, and the physical security
of the servers themselves. A compromise in any of these areas makes
our attacks realistic to carry out, and hard to detect at scale. Unfortu-
nately, we cannot exclude the possibility that our attacks were already
known to advanced threat actors — after all, we have learned from the
Snowden revelations that national security agencies are routinely tasked
with penetrating systems like the ones we analyse and are willing to
conduct active attacks on targets. The best mitigation for these parties
is to trust that vendors will rapidly and effectively patch their systems,
and here we have made real effort to engage with the affected vendors
to assist them in this process.

Finally, we see society at large as benefitting from our work, in that
our work should help to raise the security bar for password managers,
pushing their vendors to either improve security or make clearer state-
ments about what security their systems actually provide, so that cus-
tomers can judge (perhaps with the help of expert guides) whether the
products meet their requirements or not. In the longer term, we see our
work as contributing to reducing the possible harms from using password
managers by making them more secure.

Given the overall balance of benefits versus harms, and the extensive
mitigations to limit those harms, we took the decision to proceed with
the research and to publish it.

4.7 OPEN SCIENCE

Our artefacts consist of proof-of-concept code for all the attacks in this
chapter, with the exceptions noted. While some of the attacks are in the
process of being mitigated, others remain exploitable due to the need
for longer-term mitigations (e.g. public key authentication). Due to the
sensitivity of the PoCs, we came to the decision that we should also not
make these PoCs generally available before all of the agreed embargo
periods were complete. However, we made all the artefacts available to
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10 They are frequently subjected to
code audits and security reviews,
but not to cryptographic reviews.

our reviewers in the USENIX Security ’26 artefact evaluation committee.
At the time of writing this thesis, all the go-day disclosure periods have
ended, and we are past the common public disclosure date on 16.02.2026.
PoCs for mitigated attacks are being made available on an ongoing basis,
at the following location: https://doi.org/10.5281/zenodo.17977565.

4.8 DISCUSSION

Password managers deal with critically sensitive data — yet, we have
exposed severe attacks against four important vendors in this space. This
section explores the manifold reasons for those attacks, discusses broader
impacts of our findings, and provides directions for future work.

A burdensome legacy. Password managers were early entrants in
the world of end-to-end encrypted applications: they predate all modern
end-to-end encrypted messaging applications, with the initial release of
LastPass dating back to 2008. Encryption of vaults has always been a
focus of these products, but cryptographic best practices have changed a
lot in the last years. Dashlane and Bitwarden are more recent, with first
releases in 2012 and 2016 respectively, but they were entering a market
with quite low cryptographic standards. The early releases of both show
a taste for early-2000s cryptography, with lack of integrity protection for
encryption and unprincipled designs being prevalent.

Motivated by backwards compatibility, residues of this legacy cryp-
tography have remained across codebase changes and redesigns. In our
communication with vendors, they expressed deep concern about leav-
ing users with impossible-to-decrypt vaults because of cryptographic
changes. This motivated the extreme lengths to which some of them go
in order to support old formats. In the meantime, the security community
had learned, through the long saga of attacks on SSL and TLS [24, 23, 52,
9, 51, 127, 283, 53, 54], to put aside backwards compatibility and orient
itself towards cryptographic alacrity: introducing sharp, but clean, break-
ing changes to keep the ghosts of past cryptographic attacks at bay.

Deceptively simple. Unlike secure channel protocols and end-to-end
encrypted messaging, password managers have arguably escaped deep
academic scrutiny before now.'® Perhaps this is because the problem they
address looks, on the surface, like a simple matter of key derivation and
then encryption, without any interesting problems to solve. After a closer
look, we have seen that password managers are far from simple: they
have evolved to include complicated protocols for key synchronisation,
recovery and rotation, sharing of encrypted elements, and migration
between different cryptographic primitives. The complexity they have
reached is comparable to that of modern E2EE cloud storage systems.
Even though password managers have evolved, with cryptographic
best practices trickling in over time (e.g. AEAD and memory-hard PBKDFs
being eventually integrated in Dashlane and Bitwarden), there was never
a gold standard to match (like TLS or Signal), or even precise security
notions to aim for. This is similar to the situation for E2EE cloud storage,
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where a recent rash of research [38, 159, 19, 14, 161] has exposed the
frailties of deployed systems, and formal foundations closely linked to
practice are only now emerging. Indeed, the two applications are close
enough that the recent foundational work of [37] could provide a good
starting point for password managers too.

Integrity in motion. To draw another parallel with cloud storage,
password managers also face the challenge of efficiently synchronizing
encrypted data. The naive approach of storing all user files in a single
AE-protected blob is clearly unviable for large amounts of data. Modern
password managers, supporting large numbers of items, consequently
structure their vaults to enable individual item synchronisation.

As we suggest in Section 4.5, the apparent tension between integrity
and incremental updates can be solved by clean key separation. Pre-
venting deletion remains an open problem; Merkle tree techniques can
prevent selective deletion attacks by authenticating the vault structure,
but complete roll-back of vaults cannot be ruled out without outsourcing
versioning information to a trusted third party or local cryptographic
state. The latter approach is problematic for password managers, since
users expect access to their vault upon presenting only their master pass-
word, even on a stateless client.

Share with care. Many of the vulnerabilities we identify rely, in one
form or another, on substituting public keys with adversary-controlled
ones. Such attacks have been known since the dawn of public key cryp-
tography [102, §I1I].

When it comes to verifying public keys of other users, administrators
or organisations, password managers run into a very well-known prob-
lem: there is no way around the need to provide some form of verification
of public keys. In short, PKI (of some form) cannot be avoided.

In our mitigations, we propose relying on PKIs or on Trust-On-First-
Use (TOFU) systems. Secure messaging applications are currently explor-
ing the use of Verified Key Directories (VKDs) to overcome this problem.
While VKDs would not prevent a malicious server from associating the
wrong public key with a user, they make this kind of tampering evident,
so that users are alerted when their providers misbehave.

Authenticating public keys is only half the battle. It seems to be a
common misunderstanding both here and for E2EE cloud storage [14,
161] that public key encryption (PKE) somehow produces authenticated
ciphertexts. In fact, no PKE scheme can offer data origin authentication
(because, by definition, any party can encrypt). This is why we suggest
the usage of primitives like signcryption [293] to correctly bind cipher-
texts to their senders.

Securing a “backdoor”. Password managers attempt to implement
mechanisms for recovery of the vault content in the case the user forgets
their master password. There is a clear tension here between security
and usability: not having any recovery mechanism provides for the best
possible security, but might be untenable for large populations of non-
technical users. Admin-assisted recovery can be implemented safely, but

123



124

A COMPARATIVE SECURITY ANALYSIS OF FOUR CLOUD-BASED PASSWORD MANAGERS

success hinges on the key authentication problem discussed above be-
ing solved first. Again, we can look at the secure messaging space for
state-of-the-art solutions to this problem: messengers like Signal and
WhatsApp [84, 95] are converging to the usage of hardware security
modules (HSMs) in the cloud for protecting account recovery and back-
ups. Similarly, Apple’s Advanced Data Protection uses HSMs to allow
users to recover their key material from just their PIN [29].

Implementing part of the Key Escrow functionality on an HSM can
offer at least some form of guarantee that the server is behaving honestly.
Hybrid solutions could include using the HSMs to distribute the keys of
the admin, without having to rely on other forms of PKI or out-of-band
verification. This is an interesting future direction in the context of
formal security guarantees for password managers.

4.9 CONCLUSIONS

We have argued that the malicious server threat model is the correct
one for cloud-based password managers: security in this setting is both
claimed in vendor advertisements and represents the gold standard for
modern end-to-end encrypted systems. We then showed that four pop-
ular password managers with more than 6o million users in total are
badly broken in this threat model. The vulnerabilities that we describe
are numerous but mostly not deep in a technical sense. Yet they were
apparently not found before, despite more than a decade of academic re-
search on password managers and the existence of multiple audits of the
four products we studied. This motivates further work, both in theory
and in practice.

Beyond showcasing the relevance of the malicious server threat model
in practice, our attacks show that these systems would benefit from theo-
retically well-founded designs. Vendors need to update their products to
use modern cryptographic primitives and best practices — but to ensure
solid foundations, novel definitions to capture security in this setting are
also needed. Furthermore, the common issues with features such as key
escrow, item-level vault encryption, password sharing, and backward
compatibility represent interesting questions for the academic commu-
nity on how to achieve security while still providing these functionalities.

Working together with vendors to fix the vulnerabilities, our research
has contributed to improved security in practice for millions of affected
users. It has also increased the vendor-driven interest in formal guaran-
tees of security. We hope that this work serves to help raise the relevant
industry sector’s knowledge about encryption further above zero. At
the same time, we hope our work spurs the academic community to fur-
ther research in this area — as well as to consider what more it can do
to convert its research artefacts into meaningful impacts on industrial
practice.



CHAPTER 5§

Conclusions - How to Encrypt

During his time in the Applied Cryptography group, the author wit-
nessed a spectacular amount of cryptographic breakage. Some of that
is included in this thesis: we broke the messaging application Threema
in Chapter 2, a multi-factor key derivation function proposal in Chap-
ter 3, and a significant subset of the most popular password managers
in Chapter 4. We also broke content-defined chunking [279] and email
encryption gateways [275]. In this final chapter, we will distill some con-
structive lessons from those breaks, concluding this anthology of attacks.

We structure our lessons following an abstraction ladder, going from
the most abstract ones about the general process of defining security, to
the concrete takeaways from attacks closer to the software implementa-
tions. Throughout this chapter, we will reference a generic cryptographic
system as the object of our study. This system sees users interact through
clients over the network, either with each other, mediated by a server,
or with the server itself. The server is controlled by a provider, which
may or may not also develop the client software." Further details of the
system are purposely elided, so that our discussion can be adapted to
many different actual systems.

The first section of this chapter is dedicated to threat modelling.
There we discuss the high-level exercise of defining the right adversaries
our system must defend against, and the resulting security guarantees for
the system. We then turn to cryptographic protocol design in Section 5.2,
discussing some principles for designing a system that achieves a given
set of security guarantees. In Section 5.3, we climb further down the
abstraction ladder, and discuss guidance for concrete implementations.

We will link our discussion back to the case studies in the thesis, and
to other notable examples in the space of cryptographic systems, using
highlight boxes. These come in green, yellow and red, depending on
whether we want to point out a good feature of a system in the wild, to
flag elements that deserve cautious examination, or to warn against a
particularly bad mistake. An example of the latter follows.

! We explicitly set the topic of client
distribution and the verification of
client code out of the scope of this
chapter, since it is complex enough
to warrant its own doctoral disser-
tation.

This Dangerous Feature is very dangerous. Example Cryptosystem,
for example, suffered a bad attack because of it. It is best to avoid it.
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2For extensive guidance on the
common security goals set by cryp-
tographers, we refer the reader to
cryptography textbooks [179, 64].

3 A substitution cipher, said to be
used by the Roman general, where
each letter in the message is shifted
by n positions in the alphabet to
produce a ciphertext. With the his-
torical n = 3, a plaintext “ferum
victorem cepit” becomes “ihuxp
ylfwruhp thslw”.

CONCLUSIONS — HOW TO ENCRYPT

5.1 THREAT MODELLING

Security does not exist in a vacuum. For it to even be meaningful to say
whether a system is secure or not, we first have to define security goals
and a threat model.

The security goals represent the ideal notion of security that we want
to achieve. For instance, we may desire confidentiality of a message. This
is the main goal of encryption itself: only the intended recipient of the
encrypted message should be able to read it. More formally, we may
ask that the encrypted message be indistinguishable from the encryp-
tion of a message of the same length, or that no information about the
message is leaked by its encrypted form. Other common security goals
for encryption are integrity and authenticity, but many more exist.?

The threat model identifies what the possible adversarial entities
are, and assigns to them capabilities. The historical Caesar’s cipher? is
perfectly secure if your adversary can’t read or count, plaintext radio
communication is secure against an adversary without access to radio
equipment, and quantum key establishment is unbreakable if you assume
away the insecurity of repeaters. While all trivially untenable by modern
standards, some of these threat models have been considered appropriate
in their given circumstances and times.Caesar’s cipher was sufficient to
encrypt your diary in ancient Rome; lack of radio equipment is what
protected the confidentiality of all non-military wireless communication
up to the adoption of the GSM family of standards in the gos [149] and,
perhaps surprisingly, of large swaths of satellite communication even at
the time this thesis is written [291].

Armed with security goals and a precise threat model, we can turn
to designing a system that achieves a specific set of security guarantees:
that is, security goals modulated by a threat model. As a concrete ex-
ample, an end-to-end encrypted messaging application aims to achieve
confidentiality, integrity and authenticity, in the face of an adversary
that controls all but the two very ends (that is, the two clients) of the
communication channel.

5.1.1 The Network Adversary

The weakest adversary we consider only sees, and possibly tampers with,
the traffic on the wire. It goes without saying that our cryptographic
systems should be secure in this setting.

Making a protocol secure against a network adversary is one of the
problems modern cryptography solves well: we just need a secure chan-
nel, which protects the confidentiality and the integrity of all communica-
tion in the channel, and authenticates either (or both) ends. We have ex-
tensive literature on secure channels, and many efficient instantiations—
chiefly, TLS 1.3. Using a secure channel like TLS allows us to stop wor-
rying about network adversaries, and focus on the server adversaries
presented in the next sections.
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Server authentication. Secure channels need, at the very least, a way
to authenticate the server. Capturing how this authentication works is
also an important element of threat modelling in the network adversary
setting: we have to trust the mechanism for public key distribution. TLS
relies on the already established Internet PKI for authentication; other
options include using a custom PKI, or bundling key material to authen-
ticate the server with the client application.

Many of the password managers we analyse in Chapter 4 use Con-
tent Delivery Networks (CDNs) in front of their servers. This is
common because of load balancing and traffic filtering, but it also
changes the security posture of the systems: CDNs terminate TLS
connections, so they can see the network traffic in the clear. We
therefore need to consider them at least as trusted as the end server
of the service provider.

At the time this thesis is written, Bitwarden uses Fastly, Dashlane
uses Cloudflare and LastPass uses Akamai.

Even though we can trust the cryptography in TLS 1.3, the authen-
tication of the server ultimately rests on the Internet PKI, which
includes hundreds of different Certificate Authorities. Pinning the
server’s public key (or a dedicated CA) removes this reliance and
protects against misissued or compromised certificates. None of the
password manager Android applications pinned certificates: this is
probably due to the reliance on CDNs discussed above. An alter-
native motivation lies in the fact that all password managers also
implement web clients, accessible through HTTPS. Those clients
must implicitly rely on the Internet PKI and its revocation and trans-

parency mechanisms.

Client authentication. While in some settings it is sufficient to only
authenticate the server to ward off a network adversary, for most end-to-
end encrypted systems we want to additionally authenticate the client to
the server. If that is not the case, a network adversary could impersonate
any user to the server.

When the client has a password or a symmetric key, then the secure
channel can be instantiated with a Password-Authenticated Key
Exchange (PAKE), as in 1Password. This achieves a strong form of
mutual authentication: not only does the server authenticate the
client, but the client can also rest assured that they have established
a channel with the very same server that they registered with. In
comparison, when using public key authentication for the server
in the secure channel, the client only knows that they established a
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channel with a server that possesses the corresponding private key.
The use of a PAKE also precludes the secure channel from being
terminated early, e.g., at a CDN edge.

The External Actor. A stronger variant of the network adversary
threat model is that of an external actor. In this setting, the adversary
additionally gets access to the system as an external user. This can gener-
ally be treated as equivalent to the network adversary threat model when
the system is publicly available on the network. Then, the adversary can
trivially register a new user account and interact with the system as a
user. We implicitly consider this in our case studies of Threema and
MFKDF.

We note, though, that these two models may diverge in the setting
of closed systems, such as privately hosted Threema or self-hosted Bit-
warden: here, users may need approval to register. For instance, the C2S
Key Compromise attack of Section 2.4.1.1 translates to a private Threema
instance, but the Vouch Box Forgery of Section 2.4.1.2 does not, since
it requires the adversary to have access to the E2E protocol to receive
messages, as well as the ability to register user accounts with arbitrary

keys.

5.1.2 The Honest (but Curious) Server

In this threat model, we allow the adversary access to everything the
server sees—essentially stripping away the confidentiality of the secure
channel between server and client. We retain the integrity: we don’t
allow the adversary the ability to tamper with any message. Here, the
server faithfully runs its code, but is curious about—or is compelled to
hand over—the data it stores.

Here, we hit somewhat contentious ground over whether a system is
truly end-to-end encrypted or not. It is trivial to realise a lot of function-
ality assuming honest servers: there is no need for authenticating public
keys of other users, since we can trust the server to honestly deliver them.
We can also offload integrity guarantees to the server, since it won’t tam-
per with stored data. As we saw for password managers in Chapter 4,
much of the older literature stops at this threat model. Throughout this
thesis, we contend that an honest-but-curious server is not the right
threat model for end-to-end security guarantees: as we argue at length
in Section 5.1.3, there are many reasons not to blindly trust the goodwill
of the providers.

There are properties, on the other hand, where trust in the server is
not only well-placed, but also sometimes essential. Even an end-to-end
encrypted service should shield against the dissemination of encrypted
user data: this means authenticating the users before letting them access
the data. This layer of authentication relies entirely on the server.
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The public MFKDF state is instrumental in all of our attacks. The
state doesn’t just leak metadata: its encrypted components also in-
advertently leak key material, either on their own (like in the HOTP
Bias Attack of Section 3.3.3.2), or when combined with other infor-
mation (like in the HOTP Compromise Attack of Section 3.3.3.1). It
also exposes users to offline brute-force attacks against their pass-
word and factors. Arguably, the way MFKDF is designed does not
allow it to protect the state: MFKDF users need to access the state
before authenticating, since it contains all the material to derive
keys.

Naturally, this state would be available to a “curious” server, but
MFKDF’s design makes it available to any adversary on the network.
This is a clear case of how not targeting a weaker threat model for
some security properties hurts the overall security of a system.

Password Managers: Authentication and Vault Access

The password managers we study avoid the MFKDF pitfall men-
tioned just above, by authenticating the users before letting them
access their vaults.

Yet, they all fall victim to KDF downgrade attacks (BWo7, LPogy,
DLog4, 1Po4): clients blindly trust the PBKDF parameters sent by
the servers, which are needed to correctly derive a key from the
password before authentication can begin.

The subtle issue here is that we want to trust the servers for au-
thentication, but not for the end-to-end security of the vault, and
the PBKDF parameters impact both. The easy fix—having the client
only support the most modern PBKDF parameters—is then in con-
flict with backwards compatibility: new clients would be unable to
decrypt old vaults.

This tension can be partially resolved by separating the KDF param-
eters used for authentication and the ones used for deriving vault
keys, as we propose in our KDF Mitigation in Section 4.5.

Honest servers can also contribute to the security of the system by
implementing rate-limiting and hardening users’ passwords via oblivi-
ous PRFs—defending, respectively, against online and offline password
brute-force attacks. Sometimes, these features are implemented within
a hardware security module, which can be thought of as an honest com-
ponent of a possibly malicious server (see, for instance, the WhatsApp
system for protecting backups [95] and the key recovery system for Sig-

nal [84]).

Dropping traffic is a trivial attack that any network adversary can
carry out: availability is therefore commonly considered only in the face
of an honest server, outside of cryptographic systems explicitly designed

with network fault tolerance in mind.

_®
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Snapshot Adversary A slight weakening of the honest-but-curious
threat model is the snapshot adversary. That is, an adversary that can
see all the data on the server, but rather than continuously (e.g., in the
form of live traffic), they can only observe discrete snapshots of the data.

Signal: Snapshot Anonymity

Signal implements several anonymity features (most notably Sealed
Sender [280]) which are ineffective against a fully malicious server,
or even an honest-but-curious one: statistical analysis, correlating
IP addresses with sent messages, would defeat most of them [175,
207]. Even though these security guarantees only hold in a snapshot
setting, we consider this appropriate. The aim here is to reduce the
amount of metadata that can possibly accumulate on the server,
forcing a potential adversary to be more invasive than a snapshot
one.

5.1.3 Malicious Server

In this threat model, the adversary fully controls the server, and is free
to arbitrarily deviate from expected behaviour. For true end-to-end en-
cryption, we want security goals such as confidentiality and integrity to
hold against such an adversary.

Digital infrastructure can and does fall into adversarial hands, mean-
ing that trust in the service providers to follow protocol is largely insuf-
ficient. Notable examples include infiltrating the infrastructure through
supply chain compromise, like the record-setting cryptocurrency heist of
1.5 billion USD on Bybit [286]. Sometimes, malicious actors gain access
through outdated software, like the 2019 hack of Matrix [276]. Another
vector is law enforcement action: both the EncroChat and Sky ECC en-
crypted communication networks were breached by taking over some
of the server infrastructure used by the services [21, 145]. Some service
providers, such as Microsoft, are known to help security agencies bypass
encryption, as in the documented cases of Skype [148] and BitLocker

keys [70].

End-to-end properties such as forward secrecy should hold in the
presence of a malicious server. This was not the case in Threema.
This is surprising: Threema achieves confidentiality against a ma-
licious server, but forward secrecy only against an honest-but-
curious one. Even setting aside the merits of forward secrecy, sur-
prises like this are undesirable in themselves. Cryptography should
be boring.

Assuming a fully malicious server means that the security guarantees
the system achieves rest entirely on the client(s). From the point of view
of a malicious server, the clients are then a set of oracles: every func-
tionality they expose that can be subverted becomes a component for an
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attack. A complete break of the underlying primitives is rare with mod-
ern cryptography: many modern attacks rely on unexpected interactions
of functionality and sub-protocols. There is no rulebook: halting proto-
cols mid-execution, forwarding protocol messages into other protocols,
or exploiting client telemetry messages are all fair game.

[}

Some of the most interesting oracles we discovered in our attacks in-
clude the Vouch Box Forgery and the Kompromat cross-protocol at-
tacks in Threema (see Sections 2.4.1.2 and 2.4.2.3, respectively), and
the compression side channel (Section 2.4.3.2). The cross-protocol
attacks relied on the lack of separation between keys and messages
of different protocols, while the compression side channel was only
practical because the client re-attempted failed backups. The Kom-
promat attack should also teach us that the server should not have
full control of the plaintext to be encrypted using a client secret.
Many password manager attacks rely on the server triggering syn-
chronisation behaviour, and in Dashlane’s case, we built an entire
padding oracle attack chain out of telemetry messages (see DLb2
and DLb1).

‘Stunt’ cryptography aside, a malicious server also has more basic
tools available to them: observing all plaintext and ciphertext, and tam-
pering with data in transit or stored on the server.

MFKDF does authenticate write access to the state. Naturally, this
does not help when the adversary is the server itself. This en-
ables several attacks, like Parameter Tampering (Section 3.3.2.2) and
Share Dilution (Section 3.3.2.3). The threat model was not explicit in
the original work [220], which is probably part of the reason these
attacks were missed.

Dashlane is the only password manager we study that is not suscep-
tible to attacks exploiting the key escrow functionality. As we note
in Section 4.4.1.3, this is because the data needed for key recovery
is never actually uploaded to the server. The adversary—even one
who controls the server—cannot access it.

5.1.4 Compelled and Physical Access

In this threat model, the adversary is given direct access to the client. It
is clear that many security properties won’t hold here: the adversary is
in control of one of the very ends that end-to-end encryption is supposed
to protect. Compelled and physical access are highly relevant in settings
like border crossings, where border agents routinely ask for access to

- __________________J@&
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unlocked devices, or intimate partner violence, where an abusive partner
is the threat.

Even in such a strong threat model, there are still security guarantees
that we can hope to achieve. First, we may want to limit the impact of
compromise that the adversary can realistically carry ou given access
to the device. This may entail programming the application interface
in a way that makes it hard to export secrets; encrypting backups with
keys chosen at setup time rather than at the time the backup is made;
and notifying the user of security-critical events, like access to the server
from unexpected devices.

Threema’s “ID Export” allowed a user to directly save their long-
term key. This feature, included in the name of interoperability, is
clearly a liability against an adversary with access to an unlocked
device. In contrast, Signal also allows migration to a new phone,
but when the migration is completed, the old device is locked out
of the account.

Aegis [41], a popular T/HOTP application for Android, suffers from
a similar pitfall: the user interface can show the T/HOTP secrets
without requiring further authentication, meaning that it is trivial
for an adversary with access to the unlocked app to clone the sec-
ond factors stored there. In sharp contrast to showing the current
one-time code, showing the secret means that the second factor is
permanently compromised.

Second, even when assuming a full compromise of every secret on
the device, we may limit the fallout of the compromise into the future
and the past. In messaging applications, forward secrecy, combined with
message deletion policies, can limit the compromise of past messages;
and protocols that heal through post-compromise security limit how
long the adversary can retain access to messages in the future. Features
supported by an honest server can also help in this setting: multi-factor
authentication with one-time codes, for instance, can limit the access
an adversary has to protected data by locking them out when a session
expires, even if all key material is compromised. Finally, designing robust
key rotation procedures also helps recover from a compromise.

®_

Our main finding on MFKDF is the complete lack of one-timeness,
even when one-time factors are used for key derivation (see Sec-
tion 3.3.1). This is obvious a posteriori: MFKDF always derives the
same key, so it cannot hope to recover from compromise without
key rotation. But it exposes a sharp incompatibility between the
expected threat model of one-time codes (which usually maintain
security after compromise) and the one in which MFKDF operates.
This incompatibility is surprising—and, as we noted before, sur-
prises are bad in cryptography.
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At-Compromise Security Much of this discussion of the compelled
access threat model is purely speculative. A recent work [17] has high-
lighted the importance of realistic security goals and threat models, backed
by ethnographic studies. One such model is at-compromise security, cap-
turing the setting of abductions, where the adversary has prolonged
physical control of both the user and their client. In this extreme, but
realistic, threat model, the same work shows that it is still possible to
achieve At-Compromise Alert Blindness, allowing the user to send an
alert as they are taken without their abductors noticing.

5.2 CRYPTOGRAPHIC DESIGN

With a precise threat model and a set of security goals in mind, one can
start designing the cryptographic system itself. This involves design-
ing concrete protocols that the clients (and servers) in our system will
execute. Comprehensive guidance on how to build protocols from first
principles is out of the scope of this thesis. As the existence of an entire
field of requirement engineering attests, even just collecting the right
requirements for a system is complicated. We instead focus on a few
principles distilled from our attacks.

Choice of primitives is, today, relatively easy: there are many stan-
dard, provably secure and widely available building blocks. An opin-
ionated list of cryptographic primitives can be found in Appendix A.
The challenge is usually rather the availability of these primitives in our
target programming language and execution environment: here design
needs to proceed non-linearly, keeping implementation constraints in
mind.

The one constant across all of the case studies in this thesis is that us-
ing secure primitives does not yield secure protocols. Threema, MFKDF,
and all the password managers we study mostly* use secure primitives,
and yet fall victim to attacks galore. We list below some of the recurrent
reasons behind these attacks.

Key Reuse. A constant problem across many protocols is the lack
of key separation. A (symmetric) key should only be used for a single
purpose.

Many building blocks take a symmetric key as an input, and, if we
have a key available, it is clearly tempting to reuse it in multiple ways:
sharing a key for encryption schemes and MACs, or KDFs, or even just
for the encryption of different unrelated objects.

Any key reuse is bound to either result in attacks, or make provable
security very hard,> or both.

All of the password managers we study contained some form of
key reuse. In Bitwarden and LastPass, the same key was used to
encrypt different fields of an item: fields could then be swapped
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5Telegram’s MTProto is infa-
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sulted in an unpleasantly complex
security proof [20].
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around by a malicious server without the client noticing, resulting
in the password recovery attacks BWo6 and LPo3.

In Dashlane and 1Password, the same key is used to encrypt dif-
ferent items, meaning that a malicious server can duplicate items
(attacks DLo1 and 1Po2).

The worst-case scenario for key reuse is showcased in the HOTP
Compromise attack for MFKDF (Section 3.3.3.1). MFKDF committed
two sins: using a one-time pad as the encryption scheme for the
factor state, and reusing the key K as both the MFKDF output and
the key for encrypting the factor state with the one-time pad. The
encrypted factor state is public: this meant that if the plaintext
state (in this case, the HOTP secret) is leaked to the adversary, the
adversary can recover K. This defies the entire point of MFKDF:
the leakage of a single factor bypasses all the others.

The solution is simple: use a KDF to derive multiple, independent
keys, and keep the derived keys cleanly scoped to a single purpose. This
is in most cases cheap enough to warrant a change in the design, even
(or especially) before a concrete attack exploiting a particular instance
of key reuse has emerged.

Password Managers: Key Hierarchy Hygiene

Bitwarden uses the same key both for the legacy encryption path
for RSA keys, and for the encryption of modern user keys. While,
arguably, the legacy path is the bigger problem here, key separation
would have prevented attack BW12.

LastPass uses the vault key both for encrypting the items in the
vault and to derive the authentication h,,. This, to our knowledge,
does not result in a direct attack, but it is bad design.

Dashlane has a similar stain in its key derivation diagram: the legacy
CBC key is used both for encrypting legacy transactions with AES-
CBC, and for deriving the vault key (via SHA-512, which notably
is not a KDF). This also did not result in attacks that we could find.

Using the wrong building block. Many protocols reach for security
properties that a particular building block actually does not grant. This
can be due to subtleties in how the security notion of a primitive is
defined, because of security degradation of the primitive due to attacks,
or because of a misunderstanding of the primitive itself.

A classical example of a subtle property is the lack of key commit-
ment of AEAD schemes. Authenticated encryption guarantees that a
ciphertext ¢ which was not produced by encryption with key & will fail
to decrypt under key k. It does not guarantee much in the case a cipher-
text is decrypted under a key k' # k. If we wish decryption to provably
fail in that setting, we need a key-committing AEAD scheme.
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MFKDF, Tor: The Limits of Off-the-Shelf AEAD

Some settings impose unusual constraints that rule out the authen-
ticated encryption schemes discussed above. Share encryption in
MFKDF is one such case, as we show in Attack 3.3.3.4. If the Sha-
mir shares are encrypted with a low-entropy key, authenticated
encryption provides an oracle for guessing that key:.

An example from outside this thesis is the Onion encryption in
the Tor protocol. Tor nests n layers of encryption: using standard
AEAD would incur a cost of n authentication tags. Tor requires
instead a ciphertext size independent of n.

Both settings require a careful, fresh cryptographic design, with
provable security helping to make the goals formal, and checking
that the design actually achieves them. MFKDF?2 still lacks such a
building block; in the case of Tor, this gap was recently filled by the
Counter Galois Onion construction [96, 97].

Primitives that degraded over time include the hash algorithms MD5
and SHA-1; it is easy to find pre-images for MD5 hashes, and collisions
for SHA-1 inputs. Those primitives are usually already avoided in mod-
ern cryptographic protocols [143].

A very surprising example of a misunderstanding of a primitive is
represented by the many instances of public key encryption being used
as if it provided sender authentication—which it does not.

I

The Vault Substitution attack on 1Password (1Po6) and Organisa-
tion Injection and Overwrite attacks on Bitwarden (BWo8, BWag)
both result from the password manager clients receiving public key
ciphertext from the server, and not authenticating it correctly.

In Bitwarden, when a user joins an organization, the Organisation
key is encrypted to that user’s public key. In 1Password, users

encrypt their vault key under their own public key. In both cases,
the resulting ciphertext is then stored on the server. A malicious
server can simply replace the ciphertext with an encryption of a key
they control: after that, the client will use an adversary-controlled
key to, respectively, encrypt shared items in the organization, or
encrypt items in the user’s vault.

This would not happen if the public key encryption additionally
provided sender authentication, but this is not a property that the
RSA-OAEP scheme used by both products provides. This can be
realized either via explicit authentication (e.g. signcryption), or im-
plicit authentication via HPKE authenticated encapsulation mode.

A similar attack also occurred in the cloud storage system
Nextcloud [15].

Another recurring issue is assuming that Diffie-Hellman outputs are
unique per (public key, secret key) input. This is also generally not the
case, as argued at length by Perrin [236].
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The Threema Gateway allowed users to register public keys without
verifying that they held the corresponding private key. We used
this to register the public key S that the server uses in the C2S
protocol, as part of our cross-protocol Vouch Box Forgery attack of
Section 2.4.1.2.

Notably, Threema uses the Curvez25519 group. Due to clamping,
the private DH key a is always a multiple of 8. This means that
for all points P such that 8P = 0, (P - S)* = S% claiming the
public key 7" = P - S is equivalent to claiming S, for the purpose
of Diffie-Hellman. There are 8 such points P, since Curve25519’s
order has a cofactor of 8, including the point at infinity. We could
therefore register up to 7 keys that are equivalent to the server’s,
but not the server’s. Even after initial mitigation from Threema
stopped us from registering the server’s public key, this property
of Curve25519 allowed us to keep registering keys that worked just
as well for forging vouch boxes.

Backwards Compatibility The security community learned this les-
son the hard way over the long saga of SSL and TLS: a protocol is only
as secure as the weakest primitive it supports. Support for legacy crypto-
graphic paths almost always leads to attack. The answer is cryptographic
alacrity: making sharp but clean breaking changes.

KDF downgrade attacks are widespread: we observe them on both
password managers (BWo7, LPo4, DLo4, 1Po4) and MFKDF (Sec-
tion 3.3.2.2). If the client supports multiple PBKDFs, and the server
controls the choice of PBKDF and its parameters, a malicious server
can always pick the weakest PBKDF supported. Clients should ag-
gressively drop support for weak PBKDFs, at least when it comes
to authenticating to the server. MFKDFz, for instance, now only
allows Argon?2id.

LastPass still protects vaults with unauthenticated AES-CBC, and
Bitwarden and Dashlane carry enough legacy cryptography that
we can downgrade them into a similar state. Our attacks (BW12,
DLb1) show that using good encryption primitives is not enough:
one has to actively stop using bad ones.

Careless Protocol Composition Even protocols that are secure in
isolation can break when composed, because security is not, in general,
preserved under composition.
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Threema is a cautionary tale of accidental compositions: two pro-
tocols sharing key material interact to produce an attack, while
each is arguably (more) secure in isolation. Vouch Box Forgery
(Section 2.4.1.2) shows a C2S and E2E interaction, while the Kom-
promat attack (Section 2.4.2.3) relies on an E2E interaction with the
registration and contact discovery protocols.

The Icon URL attacks on password managers (BWo6 and LPo3) can
also be seen as cross-protocol interactions: here the vault encryp-
tion protocol interacts badly with the icon fetching protocol.

All of these attacks can be prevented with key separation.

Reinventing the Wheel A final bit of cryptographic advice is: do not
build a protocol at all, if an existing protocol can serve your purpose.
“Don’t roll your own crypto”, goes the saying, and using an existing
protocol minimizes the amount of crypto being rolled. Both TLS 1.3
and the Noise framework [235] provide provably secure and easy-to-use
secure channel protocols. The messaging primitives of Signal and MLS
can be used to implement a variety of end-to-end encrypted systems,
since they provide encrypted event streams and (group) continuous key
agreement.

5.3 IMPLEMENTATION

Implementations realize cryptographic designs. A cryptographic design
and its realization are often deeply intertwined: not only are there mul-
tiple ways to implement a design, but the implementation constraints
often shape the design itself. As we hinted at in the previous section,
designs depend on the availability of primitives in the target execution
environment; they also have to adhere to memory, computation and
latency constraints.

Implementations then contribute to attacks in at least two ways. On
the one hand, the implementation can constrain the design: the primitives
and resources at hand force the design into a shape that is hard to secure.
On the other, an implementation can realize an otherwise sound design
imperfectly, leaving gaps.

Implementation Constraints. There is little to be done about con-
straints that relate to resources: the security limitations that result from
them should simply be documented clearly. The more interesting setting
is that of the primitives and APIs, and how they limit and shape the
designs that can be built on them.

A convenient but restrictive interface can nudge implementers to-
wards insecure constructions. It is folklore that the Web Crypto API can
be difficult to work with,® but that is often all that is available in browsers.
When it is possible to choose, it is then important to pick a library that
provides the right building blocks for designing secure protocols.
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X) |

7This can be human-
readable code, or reverse-
engineered machine code.

Many of our attacks on Threema can be directly traced back
to Threema’s usage of the NaCl library. In particular, to its
crypto_box() asymmetric encryption primitive (box() henceforth).
box () offers a very simple interface: it takes as input the sender’s
private key, the receiver’s public key, a nonce and a message. It
produces a ciphertext as an output.

This clean and apparently foolproof API does not expose enough
detail to easily build a secure protocol. It lacks both a label input
for key separation, and an additional data input for parts of the
message to be authenticated but not encrypted.

Some of the label restrictions can be worked around. A protocol can
enforce separation at the message or nonce level, introducing dis-
tinct message formats or split nonce spaces per intended use; alter-
natively, it can use separate public keys. Threema did not take these
extra steps: this resulted in cross-protocol attacks (Sections 2.4.1.2
and 2.4.2.3), since messages from different subprotocols could be
confused for one another.

box () also lies behind the awkward “nonce database” component:
end-to-end messages used the same DH keys for both directions of
communication, which could result in reflection attacks. Threema
attempted to mitigate this by keeping track of all already-seen
nonces; a brittle design which failed if the database was reset, e.g.,
after reinstalling the app (Section 2.4.2.2).

The lack of an additional-data input led Threema to store metadata
in a separate “metadata box”, which was not bound to the cipher-
text and could therefore be stripped away, resulting in a reordering
attack (Section 2.4.2.1).

A clean design would involve a KEM component to create a shared
key, a KDF to derive distinct keys from the shared key, and an
AFEAD scheme. libsodium [98], a NaCl fork, provides interfaces for
all of these primitives, but arguably the better approach is to use the
modern Hybrid Public Key Encryption (HPKE) standard [40], which
provides this combination of KEM, KDF and AEAD with a single-
shot API not too different from box (). An interface that makes the
safe thing awkward will be routed around, usually insecurely, by
the non-cryptographer who is its most important user.

Implementation Gaps. Implementations are the most concrete and
faithful representation of a cryptographic system, but they are, at the
same time, the hardest to reason about. Our case studies of Threema and
password managers all start from concrete instantiations rather than a
clean design. Analysing them therefore begins with modelling: extract-
ing a high-level design from the code,” abstracting away details until the
description fits on a page or a whiteboard. This process is inherently
lossy. Conversely, implementers do not just go from a design to its im-
plementation: they have to expand the design to fill in all the details,
a process that is inherently creative. The design an author intends, the
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code they write, and the model an analyst recovers are thus three distinct
objects, and attacks live in the gaps between them.

At the low level, gaps arise because the code may simply get some-
thing wrong, or because the design may be too imprecise to implement
unambiguously, so that the implementation resolves the underspecified
parts in an insecure way.

Several MFKDF attacks exploit underspecification (Section 3.3.3).
The specification treats one-time codes and Shamir shares as uni-
form bitstrings, but their concrete encodings are not uniform. HOTP
codes are decimal, and therefore biased, which yields the HOTP Bias
attack (Section 3.3.3.2); the shares produced by the reference secret-
sharing library are biased too (Section 3.3.3.4). Because the design
leaves these encodings unspecified, whether an attack actually ap-
plies ends up being decided by the implementation: the biased-share
attack, for one, is only avoided by an unrelated implementation
quirk that happens to leave part of each share unencrypted. Precise
designs do not leave their security to such accidents.

At the high level, gaps emerge when the machinery around the cryp-
tographic core—the user interface, or session and device management—
fails to map cleanly onto the protocol. This can leave the application
broken even when every individual protocol is implemented faithfully.

Tsouloupas’ analysis of the Wire messenger [281] uncovered several
attacks, including a trivial attack against the confidentiality of mes-
sages. Wire uses the Double Ratchet protocol, but, over the course
of a rewrite, the application stopped checking whether the keys of
the recipient were actually authenticated. A malicious server could
simply inject its own public key and intercept Double Ratchet ses-
sions. Similar vulnerabilities also appeared in the security analysis
of Jitsi, a videoconferencing software [201], and of Bridgefy [18];
both used the Signal library.

5.4 EPILOGUE

In this thesis, we explored how cryptography fails, and what we can
learn from it.

There are many more ways for a system to fail, than for it to be secure.
This is why cryptographic systems should be constructed in a principled
way, with provable security in mind from the outset. Reactive security—
the process of iteratively patching attacks as they are found—may never
converge, as the SSL/TLS saga attests.

That said, cases like TLS 1.3, which embodies the “proactive” security
approach, remain the exception, not the rule. Fully designing a protocol
with formal support requires expert input, and can be extremely slow.
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TLS 1.3 itself was in the works for more than six years, before a final
specification was published—with a non-negligible fraction of the entire
cryptographic community working at it. Threema, Bitwarden, LastPass,
Dashlane, 1Password, all evolved over time. They are moving targets
for security analysis, with simpler original designs that grew organically
as new functionality was added. Nor could they draw on a comparable
amount of cryptographic expertise.

Developers now have access to solid libraries and APIs. As we show,
this, by itself, is insufficient: protocols are not a simple matter of mixing
together secure primitives. Not only can “good” primitives result in “bad”
protocols, but even good protocols can be integrated in a way that leads
to broken applications. Measuring the concrete end-to-end guarantees
requires a holistic security approach, analysing cryptographic systems
at the protocol level, in its implementation, and with different threat
modelling angles.

We argue that an attack-driven methodology is important to realize
this holistic security. Attacks cut through the layers of abstractions,
help to surface the limitations of relaxed threat models, and provide an
incentive to shift towards higher assurance alternatives supported by a
security analysis. They’re also fun.

We expose recurring cryptographic failures with our case studies,
and our contribution is dual. We outline important attack strategies that
make up a cryptanalyst’s toolbox. These attack strategies, at the same
time, are lessons that inform a principled cryptographic design.



APPENDIX A

An Opinionated Selection of
Primitives

As we argue in Section 5.2, choosing cryptographic primitives is, today,
relatively easy: there are many standard, provably secure and widely
available building blocks. The concrete selection is ultimately limited
by what our chosen libraries can afford us, and by the constraints of the
target execution environment. This appendix collects the primitives the
author would reach for, when available.

Hashes and MACs. Most of the designs we study correctly use the
SHA-2 and BLAKE2 families of hash functions, and use HMAC with
SHA-2 hashes or keyed BLAKE2 as a MAC. Modern alternatives include
the SHA-3 function family, including the SHAKE eXtendable Output
Functions (XOFs), which can produce arbitrarily long outputs. BLAKE3
also offers XOF functionality, and can be instantiated directly as a MAC.

KDFs. HKDF [185] is the standard tool for key derivation: one ap-
plies HKDF-Extract once to the input keying material, and then HKDF-
Expand with a distinct label for each derived key. A useful generaliza-
tion of the concept of KDF is the idea of key combiners, which take as
input multiple keys, and can output multiple keys. This has recently
been formally studied [36], and a number of competing constructions
exist. HMAC can be used as a 2-key combiner, as long as the keys are
fixed-size [35].

PBKDFs. Password-based key derivation functions are designed to
be expensive to compute, in order to slow down brute-force attacks.
PBKDF2 with a large number of iterations remains common, but the
most modern alternatives are Argon2id and scrypt, which are memory
hard: they require a large amount of memory, in addition to being com-
putationally expensive.

Symmetric Encryption. The standard advice is to always use Authen-
ticated Encryption with Associated Data (AEAD) schemes. This practi-
cally translates to AES-GCM or ChaCha20-Poly1305, or AES-GCM-SIV

if we want to harden against nonce reuse.

Other notable schemes include XChaCha20-Poly1305 [30], which
extends plain ChaCha20-Poly1305 to 24-byte nonces. A larger nonce
space means that we can encrypt more data with the same key: the prob-
ability of a nonce collision when using random nonces decreases. AES-
GCM-DNDK [151] similarly extends AES-GCM with 24-byte nonces,
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and additionally supports key commitment. This means that a cipher-
text encrypted with key k will fail to decrypt under a different key k'—a
strengthening of the normal AEAD security goal. AES-GCM-DNDK is
reportedly widely used within Meta [150]; XAES-256-GCM [282] is a
similar proposal without the commitment property.

If we do not need low-level access to the encryption primitive, Google’s
Tink library [146] provides a series of good, high-level wrappers.

Schemes that are not yet in widespread use, but that have potential,
include FLOE [115] for streaming encryption with random access, and
AES-OCH [211] for commitment to both key and nonce, as well as the
early “flexible AEAD” proposal [45].

Public Key Encryption. The go-to standard for modern public key
encryption is HPKE [40]. The Hybrid Public Key Encryption specifica-
tion supports different combinations of Key Encapsulation Mechanisms
(KEMs), KDFs and AEADs. Supported KEMs include classical Diffie-
Hellman over elliptic curves, post-quantum ones like ML-KEM, and hy-
brid KEMs combining both [86]. HPKE also optionally provides sender
authentication, based both on public keys and on pre-shared secrets.

RSA-OAERP is still a common and sound choice for key transport,
but should be combined with HPKE-like KDFs and AEADs.

Signatures. Deterministic ECDSA and DSA [238] or EADSA [176]
are good low-level primitives. For post-quantum security, the NIST-
standardized ML-DSA (FIPS 204) and SLH-DSA (FIPS 205), or hybrid
combinations with a classical scheme, are the natural choices.

Key Agreement. HPKE’s DH-KEM [40] and ML-KEM [86] construc-
tions.
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